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Data Governance Tools:

Evaluation Criteria, Big Data Governance, and
Alignment with Enterprise Data Management

Data governance is the formulation of policy to optimize, secure, and leverage
information as an enterprise asset by aligning the objectives of multiple functions.
Data governance programs have traditionally focused on people and process.
Cost has historically been a key consideration because data governance programs
have often started from scratch, with little to no funding. As a result, Microsoft
Excel and SharePoint have been the.tools of choice to document and share data
governance artifacts. While the marginal cost of these tools is zero, they are

often missing critical functionality. Meanwhile, vendors have matured their data
governance offerings to the extent that organizations need to consider tools as a
critical component of their data governance programs.

It is not always clear, however, what “data governance tools” really mean. In this
book, data governance expert Sunil Soares reviews a reference architecture for
data governance software tools. He seeks to define the category called “data
governance,” as well as lay out evaluation criteria for software tools, the vendor
landscape, and the alignment with big data.

The book contains five sections:

B ntroduction (to Data Governance and EDM) introduces data governance and
the Enterprise Data Management (EDM) reference architecture.

W (Categories of Data Governance Tools discusses key data governance
tasks that can be automated by tools for business glossaries, metadata
management, data profiling, data quality management, master data
management, reference data management, and information policy
management.

B The Integration Between Enterprise Data Management and Data
Governance Tools provides an overview of the integration points between
EDM tools and data governance. EDM tools relate to data modeling, data
integration, analytics and reporting, business process management, data
security and privacy, and information lifecycle management.

W Big Data Governance Tools looks at how data governance tools interact with
big data technologies, including Hadoop, NoSQL, stream computing, and
text analytics.

W Evaluation Criteria and the Vendor Landscape discusses evaluation
criteria for data governance tools and provides an overview of key vendor
platforms, including ASG, Collibra, Global IDs, IBM, Informatica, Orchestra
Networks, SAP, and Talend.
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FOREWORD
by Aditya Kongara

Enterprise Data Management (EDM) over the past few years has quickly become an
important discipline as organizations look to establish governance over their information
assets. Effective data management needs the three pillars of people, process, and
technology to be mature and well-functioning.

I have spent the majority of my career in large financial services organizations and
working with Big Four consulting firms setting up data management and governance
programs. In my opinion, the technology pillar of EDM is as important as the other two
pillars.

Assume you are the data governance lead at a large bank that has to pass a data
audit from the regulators. The bank’s systems consist of hundreds of thousands of data
elements spread over hundreds of databases and schemas. How do you demonstrate data
lineage to the regulators without a metadata tool? Are you able to convince the Chief
Information Security Officer that all instances of sensitive data have been discovered?
Can you do that without a data discovery tool? Are your SQL queries robust and
automated enough to produce data quality scorecards on a regular basis? For these
reasons and others listed in the book, I feel that companies will increasingly have to rely
on data management tools to automate various manual tasks.

I have known Sunil Soares for many years in a variety of job roles. I am excited by
his knowledge and passion for data governance and for his thought leadership around
tools. This book is a great read for any practitioner who wants to be successful in the data
management and governance field.

Aditya Kongara
Head of Enterprise Data Management
American Family Mutual Insurance Company



FOREWORD
by John R. Talburt

This book on data governance tools could not have come at a better time for the field
of information quality. I say this having been in the most fortunate position to observe
the explosive growth and evolution of information and data quality over the past three
decades, from both a practitioner and academic perspective. Given this perspective, let
me start by giving a bit of background that I think explains why this book is so timely.

Deeply rooted in practice, the emerging field of information quality had its genesis
in the seemingly endless data cleaning efforts that were necessary to launch the data
warehousing movement of the 1980s. From cleaning and correcting data, it started to
mature, first embracing root cause analysis, then later fully adopting and incorporating
the principles of TQM (Total Quality Management). Having embraced the concept of
managing information as product, it continued to develop and mature. In its current
incarnation, information quality goes far beyond just repairing things gone wrong, to
having a seat at the table for information architecture planning and design, and now is an
integral part of information policy and strategy in the role of data governance.

Like data warehousing, data governance is one of those new ideas that in retrospect
seems so obvious. Why wouldn’t any enterprise want to have a clear policy around and
a shared understanding of its information assets? But like data warehousing, it has taken
some time to “iron out the wrinkles” and make data governance really work. Now that
we know that it does work, the competitive advantage imparted by a well-defined data
governance program has elevated it to an essential part of corporate strategy.

Accepting data governance as essential is one thing, but making it work is another.
In the early years of information quality, everyone had to develop their own tools to
try and get the job done. It was not long before the demand for easier tools with more
functionality created a market demand that was addressed by the many data quality tool
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vendors we see today. Now we see a repeat of this cycle with data governance. Many
vendors now offer various tools and suites of tools to help organizations implement
data governance programs. However, one difference is that data governance programs
are more diverse because the reasons for adopting them and their goals are often quite
different.

This comes to the point of why this book is so timely and important. In one source, the
reader can have an overview of the various categories of data governance tools and their
key components. This book also gives a clear description of how and where these tools
integrate into the data management strategy of the enterprise. Moreover, it is written by
someone with extensive experience in data governance implementation, someone who
has been there and knows how it works. This experience is reflected in the large amount
of detail and concrete examples given in the book.

One really invaluable section of this book is the survey of data governance tools
offered by the leading vendors. The overview will be a tremendous help to those still
on the sidelines and getting ready to start a data governance program, as well as those
who have started on their own, but now see the potential value in adopting a third-party
system.

Another very helpful section is on big data governance tools. It contains a great
discussion on the use of Hadoop MapReduce and NoSQL tools to gain insights into data.
There are also sections explaining approaches to streaming computing and text analytics.

All in all, Data Governance Tools is a comprehensive, detailed guide to the landscape
of data governance tools that will be valuable to everyone involved with enterprise data
management, both from business and IT. I hope that everyone will take advantage of the
wealth of information that it provides.

John R. Talburt, PhD, IQCP
Director of the Information Quality Graduate Program
University of Arkansas at Little Rock
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by Aaron Zornes

While Sunil’s prior books represented a Rosetta Stone for IT professionals to map
their traditional IT experiences (MDM, RDM, data governance, etc.) to big data, at last
we now have a “Domesday Book™ to categorize and better understand the vast menagerie
of solutions that comprise the data governance software market. There is quite a lot more
beyond Microsoft Excel and SharePoint, and Sunil’s “reference architecture” provides the
foundational touchstone.

Given the synergy and codependence between MDM and data governance, Sunil’s
latest book is a must read for any MDM practitioner who is charged with establishing
or upgrading the data governance processes inherently necessary for enterprise MDM
or RDM programs. Among other benefits, it provides a much appreciated reference
architecture and set of evaluation criteria, as well as examples illustrating the practical
application of these tools.

In my consultancy practice and experience, MDM and RDM mandate the application
of data governance (not just people and processes, but also software tools) to be effective
and sustainable. Clearly, data governance for MDM is moving beyond simple stewardship
to convergence of task management, workflow, policy management, and enforcement.
Moreover, it is now time for MDM vendors to instantiate their data governance marketing
claims and finally move from “passive-aggressive” mode to “proactive” data governance
mode. The evaluation criteria provided in this book is proof that MDM vendors have
recently begun to deliver (especially IBM, Informatica, Orchestra Networks, and SAP).
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Data Governance Tools is the plenary source that can successfully tutor and guide
you into becoming a “data governance professional.” Moreover, it is a key asset that I’1]

be sharing with the 3,000+ annual attendees of my MDM & Data Governance Summit
series.

Aaron Zornes

Chief Research Officer, The MDM Institute

Conference Chairman, The MDM & Data Governance Summit

(London, New York City, San Francisco, Shanghai, Singapore, Sydney, Tokyo, Toronto)






PREFACE

ata governance is the formulation of policy to optimize, secure, and leverage

information as an enterprise asset by aligning the objectives of multiple

functions. Data governance programs have traditionally focused on people
and process. Cost has historically been a key consideration because data governance
programs have often started from scratch, with little to no funding. As a result, Microsoft
Excel and SharePoint have been the tools of choice to document and share data
governance artifacts. While the marginal cost of these tools is zero, they are often missing
critical functionality. Meanwhile, vendors have matured their data governance offerings
to the extent that organizations need to consider tools as a critical component of their data
governance programs.

It is not always clear, however, what “data governance tools” really mean. In this
book, I review a reference architecture for data governance software tools. I seek to
define the category called “data governance,” as well as lay out evaluation criteria for
software tools, the vendor landscape, and the alignment with big data.

This book consists of the following sections:

|.  Introduction
The chapters in this section provide an introduction to data governance and the
Enterprise Data Management (EDM) reference architecture.
2. Categories of Data Governance Tools
These chapters discuss key data governance tasks that can be automated
by tools for business glossaries, metadata management, data profiling, data
quality management, master data management, reference data management, and
information policy management.
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Data Governance Tools

The Integration Between Enterprise Data Management and Data Governance
Tools

This section is an overview of the integration points between EDM tools and
data governance. EDM tools relate to data modeling, data integration, analytics and
reporting, business process management, data security and privacy, and information
lifecycle management.
Big Data Governance Tools

The chapters in this section provide an overview of how data governance tools
interact with big data technologies, including Hadoop, NoSQL, stream computing,
and text analytics.
Evaluation Criteria and the Vendor Landscape

This section is a review of the overall evaluation criteria for data governance
tools. This section also provides an overview of key vendor platforms, including
ASG, Collibra, Global IDs, IBM, Informatica, Orchestra Networks, SAP, and
Talend.

This book is geared toward business users and is relatively nontechnical. Sample roles
who might be interested in this book include the following:

Chief Information Officer

Chief Data Officer

Data Governance Lead

Business Intelligence Lead

Data Warehousing Lead
Enterprise Data Management Lead
Chief Information Security Officer
Chief Privacy Officer

Chief Medical Information Officer

All the best, and happy reading.
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INTRODUCTION






CHAPTER

AN INTRODUCTION TO DATA GOVERNANCE

e are in the middle of a major shift in the market. Scarcely a day goes by
without a company restating earnings or a bank having to set aside more
capital to deal with unforeseen losses. A lot of these issues can be traced
back to poor data governance. The rise of big data makes data governance even more
important. After all, companies need to trust their big data before they invest huge
sums of money in analyzing it. The marketplace is gradually coalescing around data
governance as a separate and unique discipline. A search on LinkedIn produces thousands
of hits for “data governance.” Vendors such as ASG, Collibra, Informatica, IBM, and
Talend have released offerings to support data governance.

Definition
Data governance can be defined as follows:

Data governance is the formulation of policy to optimize, secure, and leverage
information as an enterprise asset by aligning the objectives of multiple functions.
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By decomposing this definition, we lay out the essential prerequisites' of data
governance:

e Formulate policy—Policy includes the written or unwritten declarations of how
people should behave in a given situation. For example, data governance might
institute a “search before create” policy that requires customer service agents to avoid
duplicates by searching for an existing customer record before creating a new one.

e Optimize information—Consider how organizations might apply the principles of
the physical world to their information. Companies have well-defined enterprise
asset management programs to care for their machinery, aircraft, vehicles, and
other physical assets. Over the past decade, companies have seen an explosion
in the volume of this information. With the onset of big data, it is nearly
impossible for companies to know where all this information is located. Similar to
cataloging physical assets, organizations need to build inventories of their existing
information. We refer to this process as “data profiling” or “data discovery,” and
cover it later in this book. In addition, all companies have routine preventive
maintenance programs for their physical assets. Companies need to institute similar
maintenance programs around the information about their customers, vendors,
products, and assets. We refer to this process as “data quality management,” also
covered later in this book.

e Secure information—Organizations need to secure business-critical data within
their enterprise applications from unauthorized access, since this can affect the
integrity of their financial reporting, as well as the quality and reliability of daily
business decisions. They must also protect sensitive customer information such as
credit card numbers as well as intellectual property such as customer lists, product
designs, and proprietary algorithms from both internal and external threats.

e [Leverage information—Organizations need to get the maximum value out of their
information to support broader initiatives that grow revenues, reduce costs, and
manage risk.

e Treat information as an enterprise asset—Traditional accounting rules do not allow
companies to treat information as a financial asset on their balance sheets unless it
is purchased from external sources. Despite this conservative accounting treatment,
organizations now recognize that they should treat information as an asset.

1 This list of prerequisites includes modified content from Selling Information Governance to the Business,
Sunil Soares (MC Press, 2011).
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o Align the objectives of multiple functions—Because multiple functions leverage
the same information, their objectives need to be reconciled as part of a data
governance program. For example, ownership of customer data is typically an issue
when different departments use that information for different purposes. This can
result in chailenges such as inconsistent definitions for the term “customer.”

Case Study
Let’s review a situation that shows the impact of poor data governance on people’s lives.
Case Study 1.1 details the unfortunate events surrounding the Mars Climate Orbiter.?

Case Study 1.1: Data governance and the Mars Climate Orbiter’*>

Any effort to launch objects into space requires immense amounts of data. The ill-
fated mission by the United States National Aeronautics and Space Administration
(NASA) to launch the Mars Climate Orbiter is a good example of the lack of data
governance.

In 1999, just before orbital insertion, a navigation error sent the satellite into
an orbit 170 kilometers lower than the intended altitude above Mars. One of the
most expensive measurement incompatibilities in space exploration history caused
this error. NASA's engineers used English units (pounds) instead of NASA-specified
metric units (newtons). This incompatibility in the design units resulted in small
errors being introduced in the trajectory estimate over the course of the nine-month
journey and culminated in a huge miscalculation in orbital altitude. Ultimately, the
orbiter could not sustain the atmospheric friction at low altitude. It plummeted
through the Martian atmosphere and burned up.

This relatively minor mistake resulted in the loss of $328 million for the orbiter
and lander and set space exploration back by several years in the United States.

The Pillars of Data Governance

Most business initiatives rest on the three pillars of people, process, and technology. Data
governance programs have traditionally focused on people and process. Because data
governance programs have often started from scratch with little or no funding, technology

2 This case study was originally published in Big Data Governance, Sunil Soares (MC Press, 2012).
3 http://en.wikipedia.org/wiki/Mars_Climate_Orbiter.

4 “Mars Climate Orbiter Fact Sheet,” http://mars.jpl.nasa.gov/msp98/orbiter/fact.html.

5 “Mars Climate Orbiter Mishap Investigation Board Phase I Report,” November 1999,
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has historically not been a key consideration. The remainder of this book focuses on the
technology pillar of data governance programs.

Summary

In this chapter, we defined data governance as the formulation of policy to optimize,
secure, and leverage information as an enterprise asset by aligning the objectives of
multiple functions. While traditional data governance programs have focused on people
and process, this book focuses on technology.
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ENTERPRISE DATA MANAGEMENT REFERENCE
ARCHITECTURE

precisely define, easily integrate, and effectively retrieve data for both internal
applications and external communication.'

Like data governance, EDM involves the three pillars of people, process, and
technology. Also like data governance, there has been a historical emphasis in EDM on
the people and process pillars. However, the technology pillar is at least as important as
the other two because it makes data governance tangible in the eyes of business users.
The EDM reference architecture includes 20 categories, as shown in Figure 2.1.

E nterprise Data Management (EDM) refers to the ability of an organization to

1 http://en.wikipedia.org/wiki/Enterprise _data management.
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12. Data Warehouses & 13. Analytics & Reporting
Data Marts

11. Reference Data

19. Master Data Managemant Manag

19. Text Analytics

9. Information Policy Management

5. Data 8, Data 7. Business
Profiling Quality Glossary B Metadata

20. Cloud

4. Data Integration

14. Business Process Management
15. Data Security and Privacy

3. Data Modeling

16. Information Lifecycle Management

2. Databases

17. Hadoop & NoSQL 18. Stream Computing

1. Data Sources

Figure 2.1: The EDM reference architecture.

EDM Categorles

EDM consists of a number of categories. Some of these categories are more closely tied
to data governance than others. In addition, these categories are interrelated in several
important aspects. A high-level description of the 20 categories of EDM follows; the rest
of the book goes into more detail:

1. Data Sources—At the very bottom, we have the data sources that need to be
governed. These data sources may be internal or external to the organization.
Internal data sources include enterprise applications such as SAP, Oracle, and
Salesforce. External data sources include social media, sensor data, and information
purchased from data brokers.
2. Databases—Databases fall into a few different categories:
= n-Memory—In-memory database management systems rely on main memory
for data storage. Compared to traditional database management systems that
store data to disk, in-memory databases are optimized for speed. SAP HANA,
Oracle TimesTen In-Memory Database, and IBM solidDB are all examples of
in-memory databases.

» Relational—Relational database management systems (RDBMSs) rely on
relational data and are at the heart of most distributed computing platforms
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today. IBM DB2, Oracle Database 12¢, and Microsoft SQL Server are all
examples of RDBMS solutions.

Legacy—IL egacy database management systems such as IBM Information
Management System (IMS) rely on non-relational approaches to database
management.

3. Data Modeling—Data modeling is a critical exercise to develop an understanding
of an organization’s data artifacts. Data modeling tools include Embarcadero
ERwin Data Modeler, SAP PowerDesigner, Embarcadero ER/Studio, and IBM
InfoSphere Data Architect.

4.  Data Integration—Data integration tools fall into a few different categories:

*  Bulk Data Movement—Bulk data movement includes technologies such as

Extract, Transform, and Load (ETL) to extract data from one or more data
sources, transform the data, and load the data into a target database. Tools
include IBM InfoSphere Data Stage and Informatica PowerCenter.

Data Replication—According to Information Management Magazine,

data replication is the process of copying a portion of a database from one
environment to another and keeping the subsequent copies of the data in sync
with the original source. Changes made to the original source are propagated

to copies of the data in other environments.? Replication technologies such as
change data capture (CDC) allow the capture of only change data and transfer it
from publisher to subscriber systems. Replication tools include IBM InfoSphere
Data Replication, Oracle GoldenGate, Informatica Fast Clone, and Informatica
Data Replication.

Data Virtualization—Data virtualization is also known as data federation.
According to Information Management Magazine, data federation is the method
of linking data from two or more physically different locations and making

the access/linkage appear transparent, as if the data were co-located. This
approach is in contrast to the data warehouse method of housing data in one
place and accessing data from that single location.* Data virtualization allows an
application to issue SQL queries against a virtual view of data in heterogeneous
sources such as in relational databases, XML documents, and on the mainframe.
Offerings include IBM InfoSphere Federation Server, Informatica Data
Services, and Denodo.

2 http://www.information-management.com/glossary/d.html.

3 Ibid.
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Data Profiling—Data profiling is the process of understanding the data in a system,
where it is located, and how it relates to other systems. This includes developing a
statistical analysis of the data, such as data type, null percentages, and uniqueness.
While there might be some nuances that distinguish data profiling from data
discovery, we will use the terms synonymously in this book.

In the absence of tools, data analysts have historically resorted to the use of SQL
queries to discover and profile data. Offerings include IBM InfoSphere Information
Analyzer, Informatica Data Quality, Oracle Enterprise Data Quality, SAP
Information Steward, SAS Data Management, and Trillium Software TS Discovery.
These tools support a variety of data sources, including Hadoop.

Data Quality—Data quality management is a discipline that includes the methods
to measure and improve the quality and integrity of an organization’s data. While
data profiling uncovers issues with the data, data quality actually remediates those
issues. Offerings include IBM InfoSphere QualityStage, Informatica Data Quality,
Oracle Enterprise Data Quality, SAP Information Steward, SAS Data Management,
and Trillium Software TS Quality.

Business Glossary—A business glossary is a repository of key terms that brings
together common definitions across business and IT. Offerings include Adaptive
Business Glossary Manager, ASG-metaGlossary, Collibra Business Glossary,
Embarcadero CONNECT, IBM InfoSphere Business Glossary, Informatica
Business Glossary, and SAS Data Management.

Metadata—Metadata is information that describes the characteristics of any data
artifact, such as its name, location, perceived importance, quality, or value to the
enterprise, and its relationships to other data artifacts that the enterprise deems
worth managing. Offerings include Adaptive Metadata Manager, ASG-Rochade,
Data Advantage Group MetaCenter, IBM InfoSphere Metadata Workbench, and
Informatica Metadata Manager.

Information Policy Management—Most business glossary vendors also support
the management of information policies. In addition, Governance, Risk, and
Compliance (GRC) platforms such as EMC RSA Archer GRC and IBM OpenPages
GRC also offer capabilities to manage broader policies, including those relating to
information.

Master Data Management—Master Data Management (MDM) refers to the
discipline associated with establishing a single version of the truth for critical data
domains such as customer, vendor, product, location, asset, employee, and chart of
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13.

14.

15.

16.

accounts. MDM vendors include IBM, Informatica, Oracle, Orchestra Networks,
Riversand, SAP, SAS, Semarchy, Stibo Systems, and Talend.
Reference Data Management—Reference data is relatively static and may be
placed in lookup tables for reference by other applications. Reference data is
sometimes referred to as code tables, code lists, code sets, and lists of values.
Examples of reference data include country codes, state codes, and province
codes. Tools include Collibra Data Governance Center, IBM InfoSphere Master
Data Management Reference Data Management Hub, Oracle Data Relationship
Management, and Orchestra Networks EBX.
Data Warehouses and Data Marts—Organizations have large investments in data
warehouses and data marts that might be based on the following:
» Relational databases such as Oracle Database 12¢c and IBM DB2
» Columnar databases such as SAP Sybase 1Q and HP Vertica, which are geared
toward big data analytics
= Data warehousing appliances such as Oracle Exalytics In-Memory Machine,
IBM Pur¢Data System for Analytics, SAP HANA, EMC Pivotal Greenplum,
and Terajata Aster
Analytics and Reporting—At the end of the day, organizations need to analyze
their data needs to make business decisions. A number of open source and
proprietary tools can support big data analytics and reporting. These tools include
SAS Business Intelligence, SAS Analytics, IBM Cognos, IBM SPSS, SAP
BusinessObjects, Tableau, QlikView, R, and Pentaho.
Business Process Management—Business process management (BPM) is a holistic
management approach to aligning an organization’s business processes with the
wants and needs of clients. BPM tools include IBM Business Process Manager
and Pega Business Process Management. In addition, the Eclipse open-source
framework includes a plug-in for Business Process Model and Notation (BPMN).
Data Security and Privacy—This category includes a number of subcategories,
including data masking, data tokenization, database encryption, and database
monitoring. Offerings include IBM InfoSphere Guardium, IBM InfoSphere Optim
Data Privacy, Imperva, Informatica Data Masking, and Protegrity.
Information Lifecycle Management—Information lifecycle management (ILM) is
a process and methodology for managing information through its lifecycle, from
creation through disposal, including compliance with legal, regulatory, and privacy

4 http://en.wikipedia.org/wiki/Business_process_management.
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requirements. ILM programs should enable the efficient disposition of information
at the end of its usefulness to the business, and in accordance with legal and
regulatory obligations. ILM includes a number of sub-categories, including
information archiving, records and retention management, legal holds and evidence
collection (eDiscovery), and test data management. Vendors include Symantec,
IBM, Informatica, EMC, HP, and OpenText.

Hadoop and NoSQL—Apache Hadoop is an open source software library that
supports the distributed processing of large data sets across thousands of computers
based on commodity hardware. The Apache Hadoop project grew out of pioneering
work at Yahoo! and Google, where researchers worked with huge volumes of data
across large clusters of computers. As with other open source software, Apache
Hadoop does not come with product support for things like bug fixes. To address
these shortcomings, a number of vendors have released their own distributions

of Hadoop, which have undergone release testing. These vendors bundle product
support and offer training for an additional fee. Most enterprises that have deployed
Hadoop for commercial use have selected one of the Hadoop distributions.
Offerings include Cloudera, MapR, Hortonworks, IBM InfoSphere Biglnsights,
Amazon Elastic MapReduce, and EMC Pivotal Greenplum HD.

NoSQL (“Not Only SQL”) databases are a category of database management
systems that do not use SQL as their primary query language. These databases may
not require fixed table schemas, and they do not support join operations. They are
optimized for highly scalable read-write operations, rather than for consistency.
Offerings include Apache HBase, Apache Cassandra, MongoDB, Apache
CouchDB, Couchbase, Riak, and Amazon DynamoDB.

Stream Computing—Stream computing refers to a class of technologies that
leverage massively parallel processing capabilities to analyze data in motion, as
opposed to landing large volumes of structured, unstructured, and semi-structured
data on disk. There are a number of open source and vendor-proprietary tools in
this space. These tools include Apache Flume, IBM InfoSphere Streams, TIBCO
StreamBase, and SAP Sybase Event Stream Processor.

Text Analytics—Text analytics is a method for extracting usable knowledge from
unstructured text data through the identification of core concepts, sentiments, and
trends, and then using this knowledge to support decision-making. Text analytics
results can then be incorporated into models used for predictive analytics. Offerings
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include SAS Text Miner, Oracle Endeca Information Discovery, IBM text analytics

solutions, and Clarabridge.

20. Cloud—Organizations are turning to the cloud because of perceived flexibility,
faster time-to-deployment, and reduced capital expenditure requirements. A number
of vendors offer data governance platforms in the cloud, including the following:

» Data brokers such as Acxiom, Reed Elsevier, Thomson Reuters, and literally
thousands of others that specialize by dataset or industry. These companies offer
many types of data enrichment and validation services to organizations.

* Collibra Data Governance Center includes Business Glossary, Reference Data
Accelerator, and Data Stewardship Manager as a cloud offering with a monthly
fee.

= Harte-Hanks Trillium Software TS Quality on Demand provides data validation,
cleansing, and enrichment of names, email addresses, and street addresses as a
service.

* [Informatica Cloud provides data loading, synchronization, profiling, and quality
services for Salesforce and other cloud applications.

Big Data
Big data is generally referred to in the context of the three V's—volume, velocity, and
variety. Let’s consider each of these terms:

o Volume (data at rest)—Big data is generally large. Enterprises are awash with data,
easily amassing terabytes and petabytes of information, and even zettabytes in the
future. Category 17 (Hadoop and NoSQL) of the EDM reference architecture is
most closely tied to this aspect of big data.

e Velocity (data in motion)—Often time-sensitive, streaming data must be analyzed
with millisecond response times to bolster real-time decisions. Category 18 (stream
computing) of the EDM reference architecture is most closely tied to this aspect of
big data.

e Jariety (data in many formats)—Big data includes structured, semi-structured
and unstructured data, such as email, audio, video, clickstreams, log files, and
biometrics. Category 19 (text analytics) of the EDM reference architecture is most
closely tied to this aspect of big data, although there is significant crossover with
Hadoop and NoSQL.
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Data Governance Tools

There is limited consensus in the marketplace in terms of what constitutes “data
governance tools.” However, our experience is that the following seven categories are
most closely tied with data governance (the grey boxes in Figure 2.1):

Data profiling

Data quality

Business glossary

Metadata

Information policy management
Master data management
Reference data management

Summary

In this chapter, we reviewed the different components of the EDM reference architecture.
These components include data sources, databases, data modeling, data integration, data
profiling, data quality, business glossary, metadata, information policy management,
master data management, reference data management, data warehouses and data marts,
analytics and reporting, business process management, data security and privacy,
information lifecycle management, Hadoop and NoSQL, stream computing, text
analytics, and cloud.
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CHAPTER

THE BUSINESS GLOSSARY

definitions across business and IT. A business glossary is often maintained

separately from data dictionaries, which contain the descriptions of key columns
and tables. However, business glossaries and data dictionaries need to be integrated. For
example, suppose the business glossary contains the definition for the term “customer
identifier,” the data dictionary for Application A contains a description for the CYSTOID
column, and the data dictionary for Application B contains a description for the CLIENT_
NUM column. These three artifacts should be linked to each other.

In the remainder of this chapter, we will review critical data governance tasks that can

be automated using business glossary tools.

q business glossary is a repository of key terms that brings together common

Bulk-Load Business Terms in Excel, CSV, or XML Format

Most organizations already have business terms embedded in manuals, spreadsheets, PDF
files, and other repositories. For example, Figure 3.1 shows an Excel file with business
terms relating to the Dodd-Frank banking legislation in the United States.
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;terrn

|affiliate

|agency

bank

lbank holding company

credit card

|debit card

deposit

|depository institution

definition

Section 2 of the Bank Holding Company ActFor purposes of this Act the term “affiliate” means any com
Section 1 of the International Banking Act"Agency"” means any office or any place of business of a forei
Section 3 of the Federal Deposit Insurance Act.The term "bank"-- {A) means any national bank and Sta
Section 2 of the Bank Holding Company Act(a)(1) Except as provided in paragraph (5) of this subsectior
Section 1 of the International Banking Act "branch™ means any office or any place of business of a forei
Section 602 of Dodd FrankA company is a “‘commercial firm” if the annual gross revenues derived by t!
Section 2 of the Bank Holding Company Act"Company” means any corporation, partnership, business t
Section 2 of the Bank Holding Company Act (2) Any company has control over a bank or over any comp
Section 103 of the Truth in Lending ActThe term “credit" means the right granted by a creditor to a deb
Section 103 of the Truth in Lending ActThe term "credit card” means any card, plate, coupon book or ot
Section 920 of the Electronic Funds Transfer ActThe term "debit card”-- (A) means any card, or other p
Section 3 of the Federal Deposit insurance ActThe term "deposit” means-- (1) the unpaid balance of ir
Section 3 of the Federal Deposit Insurance Act.The term "depository institution” means any bank or sa

|depository institution holding con Section 3 of the Federal Deposit Insurance Act.The term “depository institution holding company” me:

|discount
|dormancy fee

electronic debit transaction

\exposure
gfederal agency
|federal branch

Section 920 of the Electronic Funds Transfer ActThe term "discount”-- (A) means a reduction made fro
Section 915 of the Electronic Funds Transfer ActThe term “dormancy fee" means a fee, charge, or pena
Section 920 of the Electronic Funds Transfer ActThe term "electronic debit transaction” means a transa
Section 23 of the Federal Reserve ActAn insured depository institution's "exposure” to another deposi
Section 1 of the International Banking Act "Federal agency” means an agency of a foreign bank establis
Section 1 of the International Banking Act"Federal branch” means a branch of a foreign bank establishe

Section 3 of the Federal Deposit Insurance Act.The term "Federal depository institution" means any nz
Section 3 of the Federal Deposit Insurance Act.The term "Federal savings association" means any Fede
Section 1 of the International Banking Act"foreign bank" means any company organized under the law
Section 1 of the International Banking Act"foreign country” means any country other than the United S

|federal depository institution
|federal savings association
!foreign bank

|foreign country

Figure 3.1: This Excel spreadsheet contains business terms relating to Dodd-Frank legislation.

Organizations can accelerate the implementation of their business glossaries by bulk-
loading terms in Excel, CSV, or XML format. Figure 3.2 shows the Excel Import wizard
in Collibra Data Governance Center. The wizard allows users to map Collibra attribute
names to Excel column names. For example, the “Name” attribute in Collibra maps to
the term “column” in Excel. Similarly, the “Definition” attribute in Collibra maps to the
“definition” column in Excel.
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Excel Import

Please map the domain, assets and attributes onto the columns of your Excel file.

Dodd-Frank Terms

Ceneral Term

r_»;uibule Excel
Name [mm
Type [
Status ' (
7 Vocabulrary R 7 - [
l
|

Ceneral Term Vocabulary

Definition definition

Descriptive Example

Note

Calculation Rule

Figure 3.2: The Excel Import wizard for business terms in Collibra Data Governance Center.

In Figure 3.3, we see that the user has created a preferred view of the Dodd-Frank

business terms in Collibra. The view shows the name, definition, steward, and status of

the business term.

r dre?er red View :>

Hierarchy Export

affiliate Section 2 of the Bank Holding Compa Candidate
agency Section 1 of the International Banking Candidate
bank Section 3 of the Federal Deposit Insur Cangldate
bank holding company Section 2 of the Bank Holding Compa Candigate
branch Section 1 of the International Banking Candidate
commercial firm Section 602 of Dodd FrankA company Canadidate
company Section 2 of the Bank Hoiding Compa Candidate
control Section 2 of the Bank Holding Compa Candidate
credit Section 103 of the Truth in Lending A Candidate

19

Figure 3.3: A preferred view of Dodd-Frank business terms in Collibra Data Governance Center.
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Create Categories of Business Terms

Business glossaries should support the creation of categories that contain business terms
and other data artifacts such as policies, standards, rules, data quality metrics and code
values. We will discuss these data artifacts later in this book.

Figure 3.4 lists categories of business terms and other data artifacts in Collibra Data
Governance Center. A health plan (an insurer) has created a number of communities, or
categories, representing logical groupings of data artifacts. These groupings including
Network Management, Marketing, Underwriting, Health Services, Medicaid, Informatics,
Medical Informatics, Privacy, Member Services, Exchanges, Medicare, and Actuarial.

# 24 Network Management
A Marketing

¥# A\ Underwriting

¥ g8 Health Services

¥ A Medicaid

¥ a4 Informatics
At Medical Informatics
At Privacy

¥ Ay Member Services

? au Exchanges

© A% Medicare

? A Actuanal

Figure 3.4: Categories of business terms and other data artifacts for a health plan in Collibra Data
Governance Center.

Facllitate Social Collaboration

Business glossaries are meant to be used by business users. Therefore, usage will suffer if
the tool is hard to use. Several vendors have added ease-of-use to their products’ features.
For example, the vendors Informatica and Embarcadero Technologies have adopted a
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“Facebook-style” user interface and social collaboration features to improve the usability
of the business glossary. Figure 3.5 shows the Facebook-style user interface and social
collaboration features within Embarcadero CONNECT.

Topic Started By New Discussion
+  FIFO and LIFO Methods Sam
S “hanges to Accounting Estimate Sam
= [mpcrting current terms Sarah

My team would like our current spreadsheet of terms imported in to this Glossary

d m

M John 1shall action this. [ did this to the Business Glossary last week and it was very easy.

VWiite a reply

Figure 3.5: Embarcadero CONNECT is a business glossary with a Facebook-style user interface
and social collaboration features. (Image courtesy of Embarcadero Technologies.)

Automatically Hyperlink Embedded Business Terms

Business glossaries should also support the automatic hyperlinking of business terms
that are embedded within the definitions of other business terms. Figure 3.6 shows the
definition of “Cash” in Collibra Data Governance Center.

al Collibra

Money in coins or notes

Figure 3.6: The definition of “Cash” in Collibra Data Governance Center.

In Figure 3.7, the definition of “Working Capital” in Collibra Data Governance Center
includes the term “Cash,” so it is hyperlinked. The user can click on the hyperlink to
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navigate directly to the term. This is a huge productivity benefit and allows data stewards
to easily navigate the business glossary.

b Working Capital

Iype Status

Overview Defimition

+ ado
OA{coum Receivable + Inventory + Marketable Securities « Prepaid Expenses

Figure 3.7: The definition of “Working Capital” in Collibra Data Governance Center.

Add Custom Attributes to Business Terms and Other Data Artifacts
Business glossary tools typically ship with out-of-the-box (OOTB) attributes such as
Definition, Short Description, Long Description, and Example. However, business
glossary tools should also allow administrators to create custom attributes, such as
Security Classification and Critical Data Element. Figure 3.8 shows the Create New

Custom Attribute wizard to create a custom attribute in IBM InfoSphere Business
Glossary.

Create New Custom Attribute x
Name : Applies to Assets :

[ v Rules

Description :

Custom Attribute Type :

= Text - allows glossary authors to fill n a text field with any string as the value of the attribute
Predefined Values - allows glossary authors to choose from a predefined list of values
Date - allows glossary authors to select a date

Number - allows glossary authors to type a number

Options :

Mulbple Values : Allows glossary authors to enter more than one value

Figure 3.8: IBM InfoSphere Business Glossary allows administrators to create custom attributes.
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Add Custom Relationships to Business Terms and Other Data Artifacts
Most business glossaries ship with OOTB relationships between business terms and other
business terms, policies, standards, rules, and other data artifacts. As shown in Figure
3.9, Collibra Data Governance Center contains a number of OOTB relations, including
Definition, Descriptive Example, Note, Synonym, Synonym Of, Acronym, Code Value,
Groups Business Asset, Grouped by Business Asset, Represents Data Asset, and Allowed
Value. Once again, the business glossary tool should allow administrators to add custom
relations.

BODY MASS INDEX

Status

Delete

Overview Definition
4+ Add

ydex that assesses how overweight or underweight a persen is

fintion

definition of the
usiness asset. This is
the shortest possible
description that dearty
defines the business
asset

ptive Example

ue has been given yer. Double click or use the edit burton

= Descriptive Example
An example of the asset.

& Note
A note

3] Synonym

Business Term

* [3] Synonym Of

Business Term
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Figure 3.9: OOTB relations in Collibra Data Governance Center.

Add Custom Roles to Business Terms and Other Data Artifacts
Data governance tools typically ship with OOTB roles such as Steward. However, every
organization has its own data governance vernacular. Accordingly, data governance tools
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should also support custom roles, such as Data Owner, Data Executive, Data Sponsor,
Stakeholder, Subject Matter Expert, Responsible, Accountable, Consulted, and Informed.
Figure 3.10 shows the definition for a business term called “State” in Data Advantage
Group MetaCenter. This figure also shows the custom roles Data Executive, Managing
Data Steward, Consulted, and Informed.

886G = o

Name State
Apphcation  MetaCenter
Environment - Demot
Type  Business Tem
Location Demot / Glossary / State
- Created By  Adminisirator
Created Date  2014-01-30 1054
Last Updated By  Administrator
Last Updated Date  2014-01-30 10.56
Definition A nation or terrilory considered as an organized poktical community under one govermment.
Data Executive  Michelle D'Sa
Data Steward  Dorothy Xavier
Managing Data Steward  Yaruin Shi
Consulted  Markeling
Informed  Finance
Status  Approved

Figure 3.10: Data Advantage Group MetaCenter manages custom roles for the business term
“State.”

EEEEEEEEEEEEEEEE

Link Business Terms and Column Names to the Associated Reference
Data

The business glossary should link a business term or column name to the underlying
reference data. As shown in Figure 3.11, Collibra Data Governance Center links the term
“Bangladesh” with the code value BD.
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° BANGLADESH
1ype Slatus

Attributes Region
4 Add
Asia Pacific
Hierarchy
Fact Types Code

Responsibilities
BD

SR R
Q Search

Code Value

Figure 3.11: Collibra Data Governance Center links the business term “Bangladesh” with the

code value BD.

Link Business Terms to Technical Metadata

The business glossary should also link a business term to the associated technical
metadata. As shown in Figure 3.12, Data Advantage Group MetaCenter links the business
term “State” to the STATE_ABBRYV attribute in the logical model in ER/Studio and to the

codelist “US and Canadian States” in MetaCenter.

Name  State
Application  MetaCenter
Envitoament  Demol
Type Business Term
Location  Demo? / Glossary / State
Created By  Administrator
Created Date  2014-01-30 1054
Last Updated By Administralor
2014-01-30 11:16
Definition A nation of lerrilory considered as an organized political community under one govermnment
Dats Executive  Michelle D'Sa

il
il
i
1l
T
i
i
Tl
t
It
1
)
1y
ul

ER Studio Aribule . STATE ABBRV
Modeis ADDRESSES / Aftributes /

(@) Contans  MetaConter  Codelst  ») USang Canadian  Demot / Reference Data/
Q States

@wl?

WSERFTCMEEIM{SERPTCOMPLEYE'Logca!fllam“ode”Emes’ e

8663 E @S

Figure 3.12: Data Advantage Group MetaCenter links the business term “State” to the logical

model and the codelist.
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Figure 3.13 shows the results of clicking the STATE_ABBRV attribute to uncover
additional information about this object stored in the MetaCenter metadata repository.
We can see that STATE_ABBRYV is part of a logical model for ADDRESSES that is stored in
ER/Studio. The data type is VARCHAR(10), and nulls are allowed.

" ¥ STATE_ABBRV

Name
Applicaton
Envwonment
Type

Lotation
Rekase Name
Diggram Name
Modet Name
SubModel Name
Entity Name
Atribute Rame
Data Type
Daunain
Definition

EEEEEEREEEERER

A Physical Columas
i1)]

i} Attribute Type
ul Aliow Nulls ?
ol Detault Valu

STATE_ABBRY

ER Studio Models
ERStudio

Altribute
ERStudio / WHSE RPT COMPLETE / Logical / Main Model / Entities / ADDRESSES / Attributes / STATE_ABBRV
retease18

WHSE RPT COMPLETE
Logical

Main Mode!
ADDRESSES
STATE_ABBRYV
VARCHAR(10)
STATE_ABBRYV

Click button lo the lefl 10 view knks

Yes

epaG

Figure 3.13: Detailed information about STATE_ABBRV in Data Advantage Group MetaCenter.

Support the Creation of Custom Asset Types
Business glossary tools should also support the creation of custom asset types. For
example, Collibra Data Governance Center includes a custom asset type called
“Regulation,” relating to legislation regarding the United States Federal Reserve system.
As shown in Figure 3.14, Part-201, Part-202, Part-203, Part-204, Part-205, and Part-228
are all instances of the Regulation asset type.
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Figure 3.14: The Regulation asset type within Collibra Data Governance Center.

In Figure 3.15, Regulation Part-201 has a “regulates” relation with multiple business
terms in Collibra Data Governance Center. These business terms include “Appropriate
Federal Banking Agency” and “Critically undercapitalized insured depository institution.”
This allows users to view all the business terms associated with a given regulation.

x

Appropriate Feaeral Banking .
Section 3 of the Federal Depos:
Agency

Critically undercapiahzed insured .
secton 3 of the Federal Depost
depository institution

Deposstory insttution (115echion 3 of the Federal Dep
Nonpersonal time deposit (1) The term means (0 Aume d
Transacton Account A ceposn of account from whic

Undercapranzed insured 3
Section 3 of the Federal Deposi
deposnory insttution

viabie The term "viabie™ with respect t

Extensons of Creda by Federal Reserve Banks

Extensions of Credit by Federal Reserve Banks

Extensions of Credit by Federal Reserve Banks
Extensions of Crear by Federal Reserve Banks

Extensions of Credit by Federal Reserve Banks

Extensons of Credit by Federal Reserve Banks

Extensions of Crean by Federal Reserve Banks

Figure 3.15: Regulation Part-201 has a “regulates” relation with multiple business terms in
Collibra Data Governance Center.
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Flag Critical Data Elements

The business glossary tool should also allow users to flag Critical Data Elements
(CDEs). A CDE is an element that has a significant impact on regulatory reporting,
operational performance, and business intelligence. CDEs should generally constitute
not more than five to ten percent of the total number of attributes. As shown in Figure
3.16, EMAIL_ADDRESS has been flagged as a CDE in Collibra Data Governance Center.
The administrator has created a custom asset type called “Critical Data Element.”
Alternatively, the administrator could have created a custom attribute called “Critical
Data Element” and set the flag to “Yes.”

oy

@ Collibra

0 EMAIL inj 'ss
I tatu

+ 0o

Hierarchy of
Fact Types

Responsibilities

Clamms Data Reposnory Dashboara
Traceability
Prooerty Data Repositoty Dashboara

Figure 3.16: EMAIL_ADDRESS is flagged as a Critical Data Element in Collibra Data Governance
Center.

Provide OOTB and Custom Workflows to Manage Business Terms
and Other Data Artifacts
In this section, we use Data Advantage Group MetaCenter to discuss how workflows
manage changes to business terms and other data artifacts. For the sake of brevity, we
have only included screenshots of key stages in the workflow.

Users can assign a workflow to any user-defined type in MetaCenter. Users can either
propose changes to an existing object or propose the creation of a new object. Let’s say
an administrator has assigned a workflow to a custom object, “System.” This causes the
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workflow to run for all objects of type “System™ in MetaCenter. As shown in Figure 3.17,
the user clicks the Propose button to start the workflow for the Life System.

d  Life System

BRGO M (W

i
!
1

il
1l

EEEEEEREIEE=EEE=

Name

Application
Environment
Type

Location

Created By
Created Date

Last Updated By
Last Updated Date
Priority

Data Organixational
Owner

Data Executive
Data Stewards

Life System N
MetaCenter

Enterprise Data Repository Dashboard

System

Enterprise Data Repository Dashboard / Ownership / Life System

Administrator

2014-01-2205:35

Administralor

2014-01-22 06:26

Medium

Lile
John Smith
Doy Xaver

11| Managing Data Stewards  Chnstine Chy
Figure 3.17: A user proposes a change to an existing object of type “System” in Data Advantage

Group MetaCenter.

Once the workFlow has started, the form shown in Figure 3.18 appears. This form
contains a list of attributes that the user can change as needed. In this case, the user is
interested in changing the attribute “Data Executive” of the object “Life System” from
“John Smith” to “Yanxin Shi.” After making the necessary changes, the user clicks the
Propose button again to save the proposed changes.
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Propose Changes to "System" (_ _Propose | Cancet )
| 4]
* Term Name ; :l'
|Life System |E |
Priority: = s - ) ) = agie f
|<blank> B B
Data : ?
Organixational
owner: e i
Data
Executive : —
Pohn Smith x v |l

Data | Yanxin Shi
Stewards : John Smith

|Michelle D'Sa I3
Managing  Dorothy Xavier i
Data | ‘ ' =
Stewards : | ‘ E
'Christine Chu Sl

As shown in Figure 3.19, the user then provides a reason for proposing the change and
clicks OK.

Comment :

Data Executive Changed|

m

Figure 3.19: A user adds comments in Data Advantage Group MetaCenter.

MetaCenter then displays all the proposed object changes in a task list, as shown in
Figure 3.20. MetaCenter sends an email notification only if any proposed changes require
the user’s review or vote. The task notification in the menu bar also indicates that the
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user has one open task. The user can double-click a row in the Task List table to enter
a comment or edit the name or attributes of the object. An object will stay in the review
stage until it is submitted for a vote or the review is finalized.

Odla q  Weicome: Adminsinaloe
8009 B Envirooment vonsund coudapp ned
by e Date: The Jan 22014

lmym Mg Ut ( wwsmdtani ) Doty Ko
Figure 3.20: A user reviews the task list in Data Advantage Group MetaCenter.

As shown in Fig 3.21, the user comments “Good” on the proposed change and submits
the change for voting.

Summary Comment :

Good

Figure 3.21: A user submits the change for voting in Data Advantage Group MetaCenter.
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Once the object has gone through the voting process, the user receives the Force
Outcome form shown in Figure 3.22. This finalizes the changes to “Life System.”

Force Outcome Comment: ||

Approved ent |

|

| &

Action: |Approved By Admin o U

oo st b —. (4
! MR R ———— I 1Y

Figure 3.22: A user finalizes the task by approving the proposed change in Data Advantage
Group MetaCenter.

Review the History of Changes to Business Terms

and Other Data Artifacts

The business glossary should carry an audit trail with the history of changes to business
terms and other data artifacts. Continuing with the example in the previous section, Data
Advantage MetaCenter shows the history for the “Life System™ term in Figure 3.23.
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£ Workflow Comment The taml was approved 7
' | 2 Votng mw--umdoﬂmu Janm muiwazurc
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Workflow Comment The voting state was updated
) Administrator Forced Outcome On Thu, Jan 30, 2014 14:40:32 UTC
0 Wotﬁllow Con'lncnt i Applmd
=) Administrator Submitted Task For Voting On Thu, Jan 30, 2014 11:39:38 UTC
wmm Conmm Good

2} Administrator Reviewed Term On Thu, Jan 30, 2014 11:34:16 UTC
= Administrator Propond EdNOn "m. Jan 30, 2014 11:33:32 UTC

Workflow Comment Dnu Executive Changed
Priority Eadasn
Data Executive Joha-SmithY anxn Shi

Figure 3.23: Data Advantage Group MetaCenter contains a history for the “Life System” term.

Allow Business Users to Link to the Glossary Directly

from Reporting Tools

Business understanding is critical, yet time pressures often keep business users from
leveraging available resources. For example, you might read an email or white paper and
come across a term or phrase that seems ambiguous. You are not sure how it is being
defined or used in your organization. You know you can find it in your company’s online
glossary by simply opening a web browser, but that would require you to pause in your
current task. Instead, you postpone looking up the term until later. By then, you might
have forgotten about it, missing some important information.'

The business glossary should be integrated with any application on the user’s
desktop, including Microsoft Excel, Microsoft Word, Adobe PDF, IBM Cognos, Tableau,
and Microsoft Outlook. Business glossary tools provide client-side widgets with a
small footprint that can be installed on user desktops or laptops. Depending on the
configuration, a user can simply highlight the term and press Shift+F5, and the term’s
definition will pop up instantly from the business glossary.

In Figure 3.24, the user has installed a client widget called IBM InfoSphere Business
Glossary Anywhere on her desktop. The user then highlights the business term “Liquidity

1 Soares, Sunil. Selling Information Governance to the Business. MC Press, 2011.
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coverage ratio” in Adobe Reader, clicks Shift+FS5, and pulls up the definition that is
stored in IBM InfoSphere Business Glossary.

15. This standard aims to

unencumbered, high-quality liquid a .
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Figure 3.24: Using IBM InfoSphere Business Glossary Anywhere to look up the definition of
“Liquidity coverage ratio” within Adobe Reader.

Search for Business Terms

Users should also be able to search for business terms in the glossary using fuzzy
matching. In Figure 3.25, a user types “Customer” in the search box of the Metapedia
module within SAP Information Steward. The search results include not only the

but also terms like “Business Partner” and “Cost Center,” which have the
term “Customer” embedded in their definitions.

“Customer,”
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Figure 3.25: A user types “Customer” in the search box within the Metapedia module of SAP
Information Steward. (Image courtesy of SAP Community Network.)

Integrate Business Terms with Associated Unstructured Data

The business glossary should also support the linkage of business terms with additional
information that may be in an unstructured format. For example, in Figure 3.26, IBM
InfoSphere Business Glossary contains the definition for the term “customer.” At

the bottom of the screen, we can also view the search results for artifacts within the
organization’s Intranet that contain the word “customer.” These search results were
produced by IBM InfoSphere Data Explorer. Other organizations may use a search engine

like the Google Search Appliance to integrate unstructured content with the business
glossary.
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Figure 3.26: IBM InfoSphere Business Glossary shows the business term “customer,” along with
search results from IBM InfoSphere Data Explorer.

Summary

In this chapter, we learned that business glossaries need to be user-friendly and support
custom attributes, relationships, roles, and asset types. Business glossaries also need to
integrate with technical metadata and reference data. They should also support workflow
management, history, search, and unstructured data.



CHAPTER

METADATA MANAGEMENT

etadata is information that describes the characteristics of any data artifact,
Msuch as its name, location, perceived importance, quality, or value to the

enterprise, and its relationships to other data artifacts that the enterprise
deems worth managing. For the purposes of this book, there are two types of metadata:

® Business metadata involves the definition of business terms, along with the
relations between these terms, the associated business rules, and reference data.
We covered this topic in the previous chapter.

e Technical metadata is information that describes the assets, models, and process
elements used in IT systems. This is the focus of this chapter.

Metadata tools can automate a number of manual tasks relating to data governance.

Pull Logical Models from Data Modeling Tools

Metadata repositories need to pull in logical models from data modeling tools such

as CA ERwin Data Modeler, SAP PowerDesigner, Embarcadero ER/Studio, and

IBM InfoSphere Data Architect. As shown in Figure 4.1, IBM InfoSphere Metadata
Workbench contains a logical model for EWS Warehouse. This model contains the
logical entities Manufacture Plant, Production, Product Unit, and Sales Transaction. The
logical model is implemented by the physical EWS Warehouse Model.
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Nore
Design Tool None
Verson 10.1
Abss (Business Name) Nore
Laveis None
 Steward hore
Term None
Govemed By Rule None
Contaned by Logcsl Model None
Contans Logcal Model Home
Subject Ares Nore
O Producnon
@ Predutumt

Figure 4.1: The logical model of EWS Warehouse in IBM InfoSphere Metadata Workbench.

Pull Physical Models from Data Modeling Tools

Metadata repositories also need to pull in physical models from data modeling tools. As
shown in Figure 4.2, IBM InfoSphere Metadata Workbench also contains the physical
data model for EWS Warehouse Model. We can see that the physical model relates to the
Manufacture Plant, Production, Product Unit, and Sales Transaction tables in the PRODUCT
database schema. We can also see that the model implements the EWS Warehouse logical
model.
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Figure 4.2: The physical model of EWS Warehouse Model in IBM InfoSphere Metadata Workbench.

Figure 4.3 presents a graph view of the EWS Warehouse Model physical model in
IBM InfoSphere Metadata Workbench.

EWS Warehouse Mode
‘ ¢ 4
Dasign Tables or Views Implements Logical Data Madel p d by Database Sch
G venhcrebox | D ewswewos 1 eooser
IE poducon
Tk Product Une

Figure 4.3: A graph view of EWS Warehouse Model’s physical model in IBM InfoSphere Metadata

Workbench.
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Ingest Metadata from Relational Databases

Metadata repositories should also ingest metadata from relational databases. Figure
4.4 shows the metadata relating to the SALES database in IBM InfoSphere Metadata
Workbench. Jackie Smith is the steward for the database. The database is implemented

in DB2 and the SCHEMAT1 database schema.

Database Name

Alias (Business Name)
Short Description

Long Description

Included in Business Lineage
Location

DBMS Server Instance
DBMS Vendor

DBMS Version

Data Connection

Labeis

Steward

Term

Governed By Rule
Host

Database Schemas

» Attributes

D82
localhost
None
10.10.0000

i SALES

£ > Corporate Dvigion

2, Jacke Smith

%y Customer

@ Data quality rules for customer address
Data Server

r Database Design Information

Written by Job (Design)
Read by Job (Design)

Figure 4.4: The metadata for the SALES database in IBM InfoSphere Metadata Workbench.

None
B, Ews Salestookup
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Figure 4.5 shows the SCHEMA1 database schema from the SALES database in IBM
InfoSphere Metadata Workbench. The schema contains the SLS_LOOKUP database table.

[ ‘Nme' T scwemar
Imported From None
| Alias (Business Name) None
| Short Description None
iLoanesa'bﬁon None
[nd.dedn&mh‘!eaoe True
' Owner SCHEMA1
| Labels None
fSteward None
;Term None
Governed By Rule None
| Implements Physical Data Model  None
iHDst ' Data Server
| Database (9 saLEs

| | Database Tables or Views [ SLS LOOKLP
isnoredh'ooedues None
:smasoaubmsam None

Figure 4.5: The SCHEMA1 database schema in IBM InfoSphere Metadata Workbench.

Pull in Metadata from Data Warehouse Appliances

Metadata repositories should also scan metadata from data warehouse appliances like
Teradata, IBM PureData System for Analytics (formerly Netezza), and EMC Pivotal
Greenplum Database. Figure 4.6 shows the Global IDs Database Crawler for Greenplum.



42 Data Governance Tools

e areenahan ON o

[ File . Actions R e i

[l e f e e SR e e b N B

. Dot T | Quy s | rodcton [ g A | Op i Data Sce | Refrence Dwarut | Dwa Warshaums |
AABMBEI RS L H (OB

| scma voubeston | o el TN
&l
s [ Osmebits | Praykey | Mek [ Mowshde | Defakvake | o |
«
1 L] "] w] e 1 W
2000 a (] ] 7] 2
1 o ) [m| el !
2000 0 | (W] el 2
2 0 7] =] ) 1
50 9 ] N el 2
1 a "] [w] 7] 1
55 o 3 ol d 2
descrption varchar 2000 9 (] o =] 3
4 categoryid umeric 1 a e i r2] 1
categorynems  varhar 255 0 (™) o] ] 2|
4 descrption varchar 2000 0 =] o ) 3
o] Inventory categoryld numaric 10 o W o w} 1
17 order_detais categoryname  varchar 13 o =) al ] 2
I order_information { description varchar 58 0 i} = i) 3
7 party | 4 |2 snoong_detats
[ product_detals ‘ shipper_id numenc 1 ] [l jw 9} 1
! i company_neme  varchar 755 0 =] ] i 2|
1] region_detais i shippar phone  varcher 255 o ™| i 7] 3|
7] salesdota | shipper )d umeric 1 o 7 i« 2 !
{7 shipping_detads company_name  varchar 55 0 =} im] e 2
[ suppher_detals shipper phone  varchar 258 0 & =] Wl 3
7 terreories_of_employees shpper.)d hciareed a 8 g D u 3
£ tarritory_detals compeny_naine  varchar 0 0 | d M 2
Rl e hone vt 14 0 (W] Wi ] 3
) JF 18 account_information
B i) @_tockn = branch_usbsr  varcher 100 0 Q@ =} = |
scoount_rumber  varchar 100 0 g 2z
P POMRY it et i R abednid aekes . upa _a___._f.gl_‘._.__...JD.l —- _._gla. ey, o B = i
View by Servar Timestamp: 10 Apr 2014, 19:11:53
k 2ot 1 SCHEMA | demo3 1 Active Habkets | 0 [ Schedued Task 1 9 A7 Rurning Task : 0 P 1698

Figure 4.6: The Global IDs Database Crawler for Greenplum.

Integrate Metadata from Legacy Data Sources

Metadata repositories should also scan metadata from legacy data sources, which may
contain large volumes of mission-critical data. In Figure 4.7, the Global IDs Cobol
Copybook Scanner has profiled a mainframe-based entity called Ams-Vendor with fields
that include Brand, Location-Number, Location-Type, Location-Name, and Address-1. The
bottom of the screen provides a view of the actual data.
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Figure 4.7: The Global IDs COBOL Copybook Scanner.

Pull Metadata from ETL Tools

ETL tools often include thousands of transformations and mappings between sources and
targets. As a result, integration with ETL tools is often the trickiest part of any metadata
implementation. Popular ETL tools include Ab Initio, IBM InfoSphere DataStage,
Informatica PowerCenter, Oracle Data Integrator, and Talend Data Integration. Most
metadata tools include pre-built scanners to integrate ETL into the metadata repository.
In Figure 4.8, IBM InfoSphere Metadata Workbench displays metadata relating to
DataStage jobs beginning with “EWS.”
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|
| Asset Name Short Description
; 0O Boew r Coliect product data from EWS and write to mart for reporting requirements
[[] B ews ProductionSourceStaang  Collect EWS souice production data from FTP feed, generating Audit Data and writng to temp Data Set for
further processing
[] %2 ews ProductonStaang Collect EW/S producton data from FTP feed, generating Audit Data and writing to temp Data Set for further
processing
[ BEws Productart Collect product data from EWS and wnite to mart for reporting requiraments
] % Ews ProductRunstaang Vrite Production and generate Audit nformation for Production Run Data
[] % ews salesiookun Read Sales Person Lookup Data from EWS
O B ew Collect sales data from EWS and write to mart for reporting requrements
[0 %oews salesstagen Read global sales data from input files, export to Sales Data Set for quakity review
[ “= EWS Sequence Sequence of EWS jobs
[ %o Ews warehouseStaging Collect Saies and Production data and wnite to Warehouse
[0 & ews warehouseStaging Collect Sales and Produchon data and write to Warehouse
| [ %-€ws werehousestagng Sourced  Collect Sales and Productin data and write to Warehouse

Figure 4.8: IBM InfoSphere Metadata Workbench displays metadata relating to DataStage jobs
beginning with “EWS.”

Pull Metadata from Reporting Tools

Users also need metadata relating to business intelligence and reporting tools. Figure

4.9 shows the Transaction Report imported from IBM Cognos Bl Reporting into IBM
InfoSphere Metadata Workbench. Jackie Smith is the steward for this report. The report
contains the 6511 Central Banking and Average Number of Customers terms. It relates to
the Query1 and Query2 business intelligence queries. The report also relates to the INDV_
NM and PLANT business intelligence query members.
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| Name ' Transaction Report
' BI Folder Backup
| Imported From 1BM Cognos BI Reporting - ReportStudio RN v1.1, C8 v8.0 to 8.5, and v 10 Bridge
Ahas (Business Name) None
Namespace jcontent/package [ @name =EWS'] /folder [ @name ='Backup'] report{ @name ="Transaction Report’]
Short Description None
Long Description None
Author None
Induded in Business Lineage True
Labels None
Steward 2 Jackie Smith
| Term ISy 6511 Central Banking
% Average Number Of Customers
Governed By Rule ¢ Condition Codes
| Expression None
Referenced by Bl Report Field None
BI Query P Queryl
p Query2
| BI Query Members P INDV_Nm
P PLANT

Figure 4.9: A Transaction Report from IBM Cognos Bl Reporting reflected in IBM InfoSphere
Metadata Workbench.

Reflect Custom Code in the Metadata Tool

The metadata tool also needs to reflect data transformations that may be embedded in
programming languages like Java and Visual Basic. Figure 4.10 provides a conceptual
view of data flows at a retail bank. The conceptual view shows three applications: C# (C
Sharp), Front End, and Retail Web Services. The C# application uses data from Microsoft
SQL Server. The Front End application uses Java business logic that invokes COBOL
business logic and data from DB2.
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Figure 4.10: A conceptual view of data flows at a retail bank.

In Figure 4.11, ASG-becubic provides a more detailed view of the data flows from the
Java Server Pages (JSPs), to the Java programs, to the COBOL programs and the DB2
tables. These flows can then be pulled into a broader data lineage within ASG-Rochade.

|.p|gu,lmenMoE7i

AR

[B wternetes action asg asgaction = | [® servicios jsp-ssP PrROGRAM| abmUsusrio jsp:JSP f
[B rtematransaction vest tasgPurtrans = | | internetBK transaction. investissemaent asgTrans [~ |
[B reernsioroker nvestissament prixerokar = | B iterneteK broker investissament TraitamantBroker - |
[3 0B20EL/COBOL PROGRAM = | E DB2SEL:COBOL PROGRAM = |

S DEPT-DB2 TABLE 8 EMP:DB2 TABLE

Figure 4.11: ASG-Rochade and ASG-becubic show data lineage encompassing Java programs,
COBOL, and DB2.
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Pull Metadata from Analytics Tools
Metadata tools also need to scan metadata from analytics tools. Figure 4.12 shows
the SAS scanner within ASG-Rochade. The SAS scanner has the following three

components:

e The scanner component analyzes the SAS Data Sets and returns the extracted
metadata in an XML file.
e The XML Import component imports the analyzed metadata into a subject area of

the ASG-Rochade database.
e The scanner then analyzes the SAS Libraries, Data Sets, Views, and Fields.

e o e fewms T ep

i Pavernm l;a B fopiestnd s v B e e Salry ¥

Virdowe [T User ADLNN

Al G Mome » ¥ DataPackages x fmum:‘f 2 weo. x M g.Campa . x # References and  x
References and Usages: Marketing_Campaign_Data |record)]
Select * W 2oom 100% < B views # Omanuev KT Retesn % Publishe
Display ANl

| Data Packages

i Data Recora Ty e "
NI ERAcor Dok markaling_campaign_code | (1) » [Package Woigcompany comWiarketing\Campaigns |

< . 3 markeling_offer_code ®
Data Types ' [ marketing_ofler_version_code
¥ Datafue i
JataFues
recaved_dale ®
®! ata Fields : Ry L
s marketing_sequence_number | (13)

¥, Data Domaing

» Opan Legend |
0 T LY
T y LR = m”_ ]

 Ssyvasmi

—ae e A

Figure 4.12: ASG-Rochade scanner for SAS.
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Link Business Terms with Column Names

The metadata repository should support the linkage of business terms to logical names,
physical names, or both. In Figure 4.13, the “Customer Name” term is associated with
the LastName and FirstName columns from the Customer table in the AdventureWorksLT
database within SAP ERP Central Component. The term is also associated with the
NAME1 column from the MDM_DW_Customer Master Data Management hub.

Information Steward Welcome: Administrator i e Logok  About

Pt gt || Mesaduia bt || Metepade || Closey Sucage iy

<« Retum to Al Terms ‘

o EatPropertes ) Assosste Objects 7 soan ! I3 Relste Terms ¥ Add to Category
Properties ot Torey: Gustomer Name ‘ i SR e e S

tiame: Customer Name Synonyms: Hame, Custiame ’:-“"‘ﬂ g
Descroton: Customer name terr Xeywords: hame e hiame X
Data Steward: Metadata Management Data Stenard Agproved: Yes

Assosated Categones: Customer Nagter

Created by Admeisirator on 20110108 (4:38:12.9. Modkbed by nult on 201 10106 18:38.17

o e T A T S S R R

e YA A A S 3 A1 e TR ~ o t :

Hame Fath

[ iostiome Server Instances{AgventureiionkiT) | DatabesesiadventureliorksLT) | SthemasSaies.T) | Tables(Customer) \ Colimns x |

{ {Lastiame)

{ [ Freriame Server Instances(AdventureViorksT) |\ Databases{AdventreivorkalT) | Scnemas(SaiesiT) | Tables{Customer) | Columns > {

Lk = Frssiame) |
E NAVE 1 Server InstancesMOM_DiW_Customer) | Databases™OM_Dw _Customer] | Schermas(gbo) | Tadies X

i 2 it SAISTOMER MASTER _MOM 0\ CotraluaME 1L

Figure 4.13: “Customer Name” is associated with objects within the Metapedia module of SAP
Information Steward. (Image courtesy of SAP Community Network.)

Pull Metadata from Data Quality Tools

Metadata tools should also pull metadata from data quality rules. As shown in Figure
4,14, IBM InfoSphere Business Glossary contains an Information Governance Rule
relating to the data quality for customer address. This Information Governance Rule
is implemented by the Data Rule called “CityExists” in IBM InfoSphere Information
Analyzer. The Information Governance Rule also governs the business term “city.”
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Information Governance Rule Details

¢ Data quality rules for customer address

Customer address information needs to be complete

Long Description undefred
Referencing Policies (0) Undefined
Labels (0) Undefned
Steward Undefined

w General Information

Owner Undefined

System Undefined

Created By Mr, Suni Sosres
Created On Jan 27, 2013 4142:50 PM
Last Modified By Mr, Sund Soaras

Last Modified On Jan 27, 2013 5:07:47 PM

Implemented by Assets (1) !

Implement
Assets (0)

¥ Governs (1)
Governs Assets (1) G gty / # Information-Asset Private Cortant » g Utites » 8 Cu rvige

Governs External Undefired
Assets (0}

Figure 4.14: This Information Governance Rule links to the Data Rule “CityExists” and the business
term “city” in IBM InfoSphere Business Glossary.

If we click the CityExists link in Figure 4.14, we can view details of the Data Rule in
IBM InfoSphere Metadata Workbench, as shown in Figure 4.15. The Data Rule is a null
and blank value check. It was originally created in IBM InfoSphere Information Analyzer
and then pulled into IBM InfoSphere Metadata Workbench.
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Data Rule Definition Details

¥ CityExists

City Exists; null and blank value check

Labels (2] Undefined

Status ACCEFTED

Steward Undefined

Assigned To Terms (0) Undefined

Implemaents Rule (1) ¥ Data quaity ryes for customer address

¥ General Information (0}

Included by Data Rule Set  Undeéfred
Definitions (0}

Published True

Cay EXISTS AND en{trm{C#ty)) <> 0

Created On Oct 31, 2012 8:00:4% AM
Last Modified By Sam Watson
Last Modified On Oct 31, 2017 £:00:45 AM

Figure 4.15: Drilling down into the IBM InfoSphere Information Analyzer Data Rule called
“CityExists” stored in IBM InfoSphere Metadata Workbench.

Pull Metadata from Big Data Sources

Big data expands the volume, velocity, and variety of information, while adding
new challenges in building and maintaining a coherent metadata infrastructure. As
organizations store more of their data within Hadoop, they will need to address data
lineage and impact analysis within this environment as well. Figure 4.16 shows an
example of a Hadoop ActiveLinx within Data Advantage Group MetaCenter. An
ActiveLinx is a scanner or connector that allows MetaCenter to pull metadata from a
Hadoop data repository.
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® @ ERwin Models

#-@ Esshase

@ File Data Stares
& @ Hadoop

#-@ Informatica IDE
@ Informix

= @ MetaCenter

Figure 4.16: An ActiveLinx for Hadoop within Data Advantage Group MetaCenter.

Figure 4.17 shows how Talend can extract metadata from Hadoop data sources and
services including HBase, Hive, HDFS, HCatalog, and Oozie. We discuss this topic in
greater detail in chapter 16, on Hadoop and NoSQL.

b Q Rules Management

¥ 7/ Hadoop Cluster
¥ ;. DevCluster 0.1 5 ‘ ' '
v (J HBase(1) l& atigy * W
v ) Hive(l) ﬂ Edit HBase
B Hive 0.1 64" Read queries
¥ [LJHDFS(2) B3 Retrieve Schema

B . Impact Analysis |
- mpact Analysis
“r States 0.1 > P y

v () HCatalog(1) ¢ Detect dependencies :

gHCatalog 0.1 ¥ Delete :
v (& Qozuc(}) {# Copy
| ‘= Oozie 0.1 o~ Duplicate
P " ProdCluster 0.1 & Ex "
» 7" QACluster 0.1 % port “ o

{é] Copybook

Figure 4.17: Talend extracts metadata from Hadoop data sources.

Provide Detailed Views on Data Lineage
Business users often have to answer questions like these:

e Where did this data come from?

e Where is it going?

What happens to it along the way?

What is the impact if we drop this column?

51
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Organizations need a strong metadata foundation to be able to answer these questions.
Once metadata tools have ingested technical metadata from a variety of data sources, they
should be able to address these questions. Figure 4.18 shows an example of a data lineage
report in IBM InfoSphere Metadata Workbench.
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taging U WareRousestaging_Extended x 2]
| Y EEWS r | 25 assets identified i lineage
MARC-TC |
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R | b BIQuery (2)
| v arReport (1)
i
g : i | 3 l v h‘.@ Product Transactio...
taging &. £WS_WarehouseStaging | i
s f g Bau
§ ruacre t s
— T (53 Pubkc Foiders
Soume | i W cadus2
p—— Product | Term: Product Type
Protuct
i i 13 P Database Tabie (3)
Identifies that the Produtt, I
4o ;”-"““‘W"’ mm: | ¥ Data Fike Structure (1)
w vzt Conditions and Procedures, |
X 1 ¥ Endpoint (1
Wwmere a5 the prmary form of the ) i )
Eamied Product. { ¥ txtension Mapping Document (2)
}
¥ Motes . . A4 r e
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'}
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Figure 4.18: A data lineage report in IBM InfoSphe

re Metadata Workbench.
Customize Data Lineage Reporting

Data lineage views can be quite complex when there are thousands of data artifacts.
Metadata tools should allow users to customize views so they can view only a subset of
the data lineage. Figure 4.19 shows a High-Level Forward Lineage of the CUSTOMERS
table in ASG-Rochade. The lineage report shows the “table only” view from the

operational source system to the data warehouse and to the Total Revenue by Country
Report-Schema.
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Figure 4.20 shows a Detailed Forward Lineage of the “column only” view of the
CUSTOMERS table in ASG-Rochade.

o rome w R Detaimd Forna =

Detailed Forward Lineage of Table | View: CUSTOMERS
Fler = ° & Zeowm IE -

Mast  Comemn vy v Deges ¥ - Oapey A2 = Ll Detaled Forwad Lnaage =

%
Rnge i s mnbge S0 T e W e g oay Bepe ¢ MSE Sepat Sam g
oot 5 mem s tua Uowrna by Doy

e X0

Figure 4.20: A Detailed Forward Lineage using the Column view in ASG-Rochade.

In Figure 4.21, we can see the more detailed Map level, which shows the Extract-
Transform-Load (ETL) steps as diamonds between the columns or fields. A filled

diamond indicates that a transformation occurs within a step, rather than just moving data
from source to target.

W rie a Y Detabed Forww =

Detoled Forward Lineage of Table | View CUSTOMERS
Fler = ° O S ]

B 1§ a1 (e o by Pt B Fmred L sime
Eé ]

Meis Mas * Depin ¥+ Dugley A T el Dutiaind ¥ ot Lonasge -

Figure 4.21: A Detailed Forward Lineage using the Map view in ASG-Rochade.

In Figure 4.22, a user highlights the way that Region was built in the Total Revenue by
Country Report Schema in ASG-Rochade.
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Figure 4.22: Highlighting the way Region was built in the Total Revenue by Country Report
Schema.

In Figure 4.23, the user further customizes the view to show only the highlighted
boxes in ASG-Rochade.

T
| #atome Py HoghlowiBack  « fy Dwisled Forww =
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Figure 4.23: Further customizing the view to show only highlighted boxes in ASG-Rochade.

Finally, the user can also view a one-hop source to target lineage at the column level,
as shown in Figure 4.24.

Figure 4.24: Viewing a one-hop source to target lineage at the column level in ASG-Rochade.
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Manage Permissions in the Metadata Repository

Administrators need to set up permissions to control access to the metadata repository.
Permissions determine the privileges assigned to the users of the metadata repository.
For example, IBM InfoSphere Information Server centralizes core administrative tasks
across various repositories such as IBM InfoSphere Business Glossary, IBM InfoSphere
Metadata Workbench, and IBM InfoSphere Metadata Asset Manager.

Users are created in the Administration console of IBM InfoSphere Information
Server. The administrator can then assign suite roles to the users. These roles grant
top-level and administrative access to IBM InfoSphere Information Server. The suite
component contains a list of roles to be assigned to the users of the metadata repository.
As shown in Figure 4.25, the user named “Dorothy” is assigned a number of roles,
including the Business Glossary Administrator and Business Glossary Author roles within
the suite component. As a result, Dorothy has administration rights for IBM InfoSphere
Business Glossary and can create, update, and delete assets.

o Select Users to Work With
7 Open User

Role and group changes will not affect the current users until their next login.

1 R R A SRR
w | 7 Suite ?
Passwiord: T ’ I

[T | Role | Inherted
Confirm Password: [T Common Metadata Administrator
Courtesy Titke: [T Common Metadata Importer
[T Common Metadata User
: |
Fiest Name: {Gven Naros): ¥ Sute Administrator
Dorothy
Last Name (Famiy Name): [ Sutte User
4 gavier T e
Xavier Ikt e AR S a2
Instant Messaging ID: L2 3uke Comoanent : |
rir | Inhertted
Job Title: :

[ Business Glossary Administrator

ssigner

‘AA

<

Home Phone Number:

3

Business Glossary Author

Office Phone Number:

Data Quality Console Review Manager

[¥  Business Glossary Basic User
Mobide Phone Number: [ Business Glossary User

[T DataqQu Console Administrator
Pager Number: sty e !

[T Data Quality Censole Business Steward
Fax Number: r

r

Data Qualty Console Reviewer

Email Address:

Figure 4.25: Assigning roles to a user in IBM InfoSphere Information Server.
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Business Glossary Administrators should also be able to restrict specific users from
accessing certain glossary content. Figure 4.26 shows how IBM InfoSphere Business
Glossary manages the Published Glossary permissions for Jackie Smith with the security
role Business Glossary User. Only Jackie has the right to view the contents of the
Information Asset category.

= CATEGORY:Information Asset

All users and groups have access
s Only selected users and groups have access

ISdcct... '] (1)
1-4 of 4 W 4 Page lf'-i"']dl ' m,'?
& Dorothy Xavier

USER [CipaL TD: Dorothy

v & Jackie Smith
USER NAME: Jack

r~ (3 Joey Hambuchen
USER NAME/PRINCIPAL 10: Joey

[ yanxin shi

USER NAME/PRINCTPAL [D: Yamin

Figure 4.26: Published Glossary permissions in IBM InfoSphere Business Glossary.

As shown in Figure 4.27, Data Advantage Group MetaCenter maintains metadata
permissions at the group level. The Data Steward group has the Manage Repository,
Dashboard—Manage, Dashboard—Templating, and Dashboard—View permissions. The
remaining permissions are set to inherit from their parents.
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Security: Manage Permissions - Report
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Figure 4.27: Establishing privileges for the Data Steward Group in Data Advantage Group
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Support the Search for Assets in the Metadata Repository
The metadata repository should also support complex and fuzzy search. For example,
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Figure 4.28 shows the results for a search for “Customer” within the Global IDs metadata

repository. The search returns the CustomerlD column from the ORDER_INFORMATION

table, the Customer_Code column from the CUSTOMER table, the Customer_Name column
from the SALESDATA table, the CUSTOMER table from the CRM schema, and the Customer_

Code column from the CONTACTS table.
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Figure 4.28: Searching for “Customer” within the Global IDs metadata repository.

Summary

In this chapter, we learned that metadata repositories need to integrate with key enterprise
data repositories. These include logical models, physical models, relational databases,
data warehouse appliances, legacy data sources, custom code, ETL tools, reporting tools,
analytic engines, data quality tools, and Hadoop. Metadata hubs need to support critical
functionality such as data lineage reporting, managing permissions, and searching.



CHAPTER

DATA PROFILING

ata profiling is the process of understanding the data in a system, where it is

located, and how it relates to other systems. This process includes developing

a statistical analysis of the data such as data type, null percentages, and
uniqueness. While there might be some nuances, we will use the terms “data profiling”
and “data discovery” synonymously. In the absence of tools, data analysts have
historically resorted to the use of SQL queries to discover and profile data. Data profiling
tools can automate a number of tasks associated with data governance.

Conduct Column Analysis

The first step in any data profiling exercise is to conduct an analysis of the columns. In
Figure 5.1, IBM InfoSphere Discovery displays a column analysis for the HQ_EMP table.
The column analysis displays basic metadata about each column, as discussed below (not
all metadata is shown in the screenshot):

e #—The sequence number of the column.

e Column Name—The name of the column as shown in the database table.

e Data Type—The data type, such as NumberString, Varchar, and DateTime. For
example, the data type for the EMPLOYEE_ID column in Figure 5.1 is NumberString.

e Length—The defined length of the column. For example, the length of EMPLOYEE_
ID is seven characters.



60

Data Governance Tools

Precision—The maximum number of digits that can be present in a number. For
example, EMPLOYEE_ID can have a maximum of 31 digits.

Scale—The maximum number of decimals after the decimal point. For example,
EMPLOYEE_ID has zero digits after the decimal point.

Cardinality—The number of unique values in a column. For example, FNAME and
LNAME have 228 and 219 unique values, respectively.

Selectivity—The degree of uniqueness of the values (including nulls) in the
column, calculated as Cardinality / (Row Count — Null Count). Selectivity is
calculated on each column individually and is not the result of comparison to
another column. This value is never greater than one.

Min—The smallest or lowest value in the column, calculated numerically for
numeric columns and alphabetically for other columns.

Max—The largest or greatest value in the column, calculated numerically for
numeric columns and alphabetically for other columns.

Mode—The most common value in the column, not including null values. This
value is calculated only if a particular value is displayed in more than five percent
of the rows. In Figure 5.1, the mode for STATE is TX.

Mode%—The number of times the mode (the most common value) is displayed in
this column, as a percentage of all values in the column. For example, TX appears
eight percent of the time in STATE.

Sparse—Indicates whether the column is sparse, based on the Mode %. A sparse
column contains mostly the same value except for a few exceptions.

® Null Count—The number of rows where the column value is null.
e Blank Count—The number of rows in the column that are blank (empty).
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Figure 5.1: IBM InfoSphere Discovery displays the column analysis for the HQ_EMP table.’

Discover the Values Distribution of a Column

Data discovery tools should also display the most frequent values of a specific column.
As shown in Figure 5.2, Trillium TS Discovery displays the Values Distribution, which
shows the top five values for the Name column. The names “Michelle,” “Dorothy,”
“Joey,” “Royson,” and “Sunil” appear 28.571%, 14.286%, 14.286%, 14.286%, and
14.286% of the time, respectively.

1 From the IBM Redbook Metadata Management with IBM InfoSphere Information Server, October 2011,
Jackie Zhu et al.
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Figure 5.2: The Values Distribution for the Name column in Trillium TS Discovery.

Discover the Patterns Distribution of a Column

Data discovery tools should also display the patterns distribution of a specific column.

As shown in Figure 5.3, Trillium TS Discovery displays the Patterns Distribution,

which shows the top five patterns for the Name column. The most common patterns are
alphanumeric six characters and alphanumeric eight characters, each with 28.571% of the
records. These are followed by alphanumeric four, alphanumeric five, and alphanumeric
seven, each with 14.286% of the records.



Chapter 5: Data Profiling 63

-~ e
¢

. Ust View
QY E¥ & Q0 R
G| M T Get e
W e e T R W"W’“ﬁﬁm

Dicover Iwbmvumm:m-:

Andpsn Ecibes | Ubeary | Findrgs |

Structural Summary Relatonsheg Summary About (g

Attredite Metadsts

: 0 o DesBnct Vakses

¢ [ Supessiore Subset Excel h

* B Wodd Bark Incatons Top 5 Patterns B ety Htadata

& @ Swe2

y . 9. . . -
& B R Attribute Butness Rules
: = ::::- Qerrved Metadats Rutes

D Mata St Matb 25571 Mas 28570 BB a4 14286 M aS 14286
@ State a7 14286

B Dewcrpten € Masks Dwtnibution
Cushomees O Soundexes Dustnbubon
© Metaphones Datrbution
Im: O Completeness

Irdos: b
1! ! » 0 Vahdity

Oewttop § O Consmtency

Peadteas

Figure 5.3: The Patterns Distribution for the Name column in Trillium TS Discovery.

Discover the Length Frequencies of a Column

Data discovery should also display the length frequencies of columns. In Figure 5.4,
IBM InfoSphere Discovery displays the length frequencies for CHECKING. ACCOUNT.
BALANCE. For example, values with a length of eight and seven occur 559 and 337 times,
respectively. The bottom of the screen shows a preview of the rows where the length of
CHECKING.ACCOUNT_BALANCE is seven.
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Figure 5.4: Length frequencies in IBM InfoSphere Discovery.?

Discover Hidden Sensitive Data

Data discovery tools can also discover hidden sensitive data, which is a specific form of
pattern matching. The sensitive nature of the data might not be reflected in column or
table names. For example, U.S. Social Security numbers might be hidden in a field called
EMP_NUM. Figure 5.5 shows that credit card numbers have been discovered by the Global
IDs Profiler within the CoffeeChainSheet.txt, MedSpan2.5_DataSample.txt, and customer_
sample_value.csv data sources.

2 From the IBM Redbook Metadata Management with IBM InfoSphere Information Server, October 2011,
Jackie Zhu et al.



Chapter 5: Data Profiling 65

1, &8 HRM
_m—?] F“;ig e T T 5 o
Ve @Q
e ~ FeName | RowCout |  Columncount | MetsdstaDiscoversd |  FlsOwner |  RecordsFound |
Fies
@ 109 €479
B USA_PHONE_NUMBER 202
Bl CREDIT CARD NO 1027
B D
B Test_Fles
CoffeeChanSheet .txt ™| BUIL TIN\Administr ator s 18
MediSpan2.5_DataSample.txt .| BUILTIN\Administrators 9
£l Test Fies
B8 US_SN 632
B b
B Test_Fies
something.pdf (] BUIL TIN\Administr ators H
& random_data.xis BUIL TIN\Admanistrators 311
Random Sample Data [™] 311
e — B R4 TTAS Acden shas a3i
£ E v
(] Show Faise Positive £ Fles: 22 # sheets: 26 #R
YVeaq't
[customer_c..[CompanyName] ContactThle | Addess | Cly | Regon | PostalCode | Country | Phone |  Fax | FirstName | LastName | Driving
LALFKI1 Affreds Futt... Sales Repre... Obere Str, 57 Berin 12209 Germany 030-0074321 030-0076545 Maria Anders RE3-32
2ALFKI2 Ana Truilo ... Owner Avda. de la ... Mexico D.F. 5021 Mexico (5)555-4729 (5)555-3745 Ana Trujo F46-58
JALFKI3 Antorio Mor ... Owner Mataderos ... Mexxo D.F, 5023 Mexico (5) 555-3932 Antonio Moreno M10-38
4 ALFKI4 Around the ... Sales Repre... 120 Hanove,.. UK WAL IDP  London (171) 555-7... (171)555-6... Thomas Hardy 089-45
SALFXIS Bergunds s... Order Admin... Berguvsvey... Lulee 5-958 22 Sweden 0921-12 34 65 0921-12 34 67 Christina Berghund 451-30
6 ALFKI6 Blsusr See ... Sales Repre... Forsterstr, 57 Mannheim 68306 Germany 0621-08460 0621-08924 Hanna Moos Ma?-13

Figure 5.5: The Global IDs Profiler discovers credit card numbers within multiple data sources.

Discover Values with Similar Sounds in a Column

The data discovery tool should also discover column values with similar sounds. As
shown in Figure 5.6, the Soundexes Distribution in Trillium TS Discovery shows the
Name values with a similar sound that are grouped together as soundexes when the data
is analyzed. The soundex is based on the first four values of every attribute. Trillium TS
Discovery also checks for the Metaphone, which is based on the entire attribute value,
helping to check for misspellings and data discrepancies.
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Figure 5.6: The Soundexes Distribution for the Name column in Trillium TS Discovery.

Agree on the Data Quality Dimensions

for the Data Governance Program

According to DAMA UK in “The Six Primary Dimensions for Data Quality Assessment”
(October 2013), a data quality dimension is a recognized term used by data management
professionals to describe a characteristic, attribute, or facet of data that can be measured
or assessed against defined standards in order to determine the quality of data. The next
step is to select the data quality dimensions that need to be measured in the scorecard.
Although there are no industry-standard definitions for data quality dimensions, Table 5.1
lists some data quality dimensions and the way they are used in business rules.

Table 5.1: Data Quality Dimensions
Data Quality Dimension Definition Sample Business Rule

1. Completeness The degree to which data Customer phone number should
elements are populated not be null or blank.
2. Conformity The degree to which data State should be from the agreed

elements correspond to expected  upon list of code values for state.
formats or valid values or ranges

Phone number should be in the
of values

format NNN-NNN-NNNN. Further,
“000-000-0000,” “111-111-1111,"
and “999-999-9999” are not
allowed.
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Table 5.1: Data Quality Dimensions (continued)

Data Quality Dimension

Definition

Sample Business Rule

3. Consistency

The degree of relational integrity
between data elements and other
data elements

Minors should have guardians.

The insurance policy expiration
date should be greater than or
equal to the policy effective date.

4. Synchronization

The degree to which data
elements are consistent from one
data store to the next

The transaction database should
only contain orders for customer
records that already exist in the
master data hub.

A student’s date of birth has the
same value and format in the
school register as that stored
within the student database.®

5. Uniqueness

The degree to which data
elements are unigue within a data
store

U.S. Social Security numbers
should not be repeated in the
customer database.

Employee |Ds should not be
repeated in the employee
database.

6. Timeliness

The degree to which data is
available on a timely basis

Emergency contacts should be
entered into the system within
two days of being provided by
the employee. For example,
Tina Jones provides details of
an updated emergency contact
number on June 1, 2013, which
is then entered into the student
database by the administration
team on June 4, 2013. This
indicates a delay of three days.?

7. Accuracy

The degree to which data
elements are accurate

Email addresses should be
validated by customer service
every six months.

Mail items should not be returned
by the United States Postal
Service as undeliverable.

Develop Business Rules Relating to the Data Quality Dimensions

The data governance team should document business rules in the business glossary. These
business rules should relate to only one data quality dimension. This is important because

3 From the IBM Redbook Metadata Management with IBM InfoSphere Information Server, October 2011,
Jackie Zhu et al.
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the data profiling results for each business rule will roll up by data quality dimension and
ultimately for a data entity such as customer. We will discuss this topic in the context of
data quality scorecards in the next chapter.

hanlib o e

Figure 5.7 shows seven business rules in Collibra Data Governance Center:

Completeness—The customer code should not be null.

Conformity—The customer name should consist of six alphanumeric characters.
Consistency—The shipped date must be greater than or equal to the order date.
Synchronization—The sales database must only contain customers numbers that
already exist in the data warehouse.

Uniqueness—Each customer record should have a unique name and country
combination.

Timeliness—A police report should be loaded into the claims system within 30 days
of the effective date of the report.

Accuracy—Customer service representatives should validate email addresses when
talking to the customer.

Each of these business rule relates to a data profiling rule discussed in the sections that

follow.

Customer Code should not be null

Customer Name should consist of six alphanumeric characters

Customer Service Representatives should validate email addresses when talking to the customer

Customer records should have a unigue name and country combination

Police reports should be loaded into the claims system within 30 days of the effective date of the police report
Sales database must contain only customer numbers that aiready exist in the data warehouse

Shipped Date must be greater than or equal to Order Date

Figure 5.7: Business rules in Collibra Data Governance Center.
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Profile Data Relating to the Completeness Dimension of Data Quality
Data profiling tools should highlight the null and space values in columnar data. In Figure
5.8, Trillium TS Discovery shows that the Code column has one empty data row for Joey.
This results in “null count = 1,” which accounts for 14.286% of the number of records.
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Figure 5.8: The completeness of the Code column in Trillium TS Discovery.

Profile Data Relating to the Conformity Dimension of Data Quality

The conformity dimension of data quality should be tested based on attribute business
rules. Examples of an attribute business rule might be a null check that tests for the
existence of null values within a column. In Figure 5.9, we set the expression for the
Patterns Check attribute business rule to “Customer Name pattern equals a6.” This means
that the business rule will pass only if all the data rows for the attribute called Customer
Name are six characters long. We also set the Passing Fraction to 100 percent, so that

the rule will fail unless all rows are compliant. The business rule failed because not all
the data rows are six characters in length. The Passing Fraction turned out to be only 75
percent.
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Figure 5.9: The Patterns Check attribute business rule within Trillium TS Discovery.

We can drill down to view the failing rows, as shown in Figure 5.10. These are all the
rows where Customer Name is not six characters long.

Atribute Metadaty
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Enbity Matadats
Attnibute Business Rules

Derived Matadata Rules

Ml Dorothy 25 B Michelle 25 8 Royson 25 M Sunit 25

Order D e
i omne

2 Doty 15 Qmna 15 ®Rue 0
3 Mchele 10 0mne o B 10
4 Roywon 2 M & 05m e 2

Figure 5.10: Drilling down into rows where Customer Name is not six characters long.
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Profile Data Relating to the Consistency Dimension of Data Quality
Data profiling tools should also test business rules relating to the consistency dimension
of data quality. Trillium TS Discovery supports business rules that are created at the
entity level to run against multiple attributes in that entity. Figure 5.11 shows the Validate
Shipped Date business rule in Trillium TS Discovery. The expression for this business
rule states that Shipped Date must be greater than or equal to Order Date. The passing
threshold for this business rule is 100 percent. At the bottom of the screenshot, you can
see that the business rule has passed, indicating that the rows are 100 percent compliant.

OuU B
Back - 3 Client  Server
e by T )

? (7] ELW.— (Wi SO
Descrption:

s
™~ GEtern
e

|

*

I «
¥

*l-l'!!l(l}l'ltid
Parg it [0 % oo eoxessonsenmrtsrontharts L[ 1F[B] |
Index oot [Nomal =] i Thwsshe ? ‘ :
oty [TProay 2] o fFunectoms
M : ey Operators

Figure 5.11: The Validate Shipped Date entity business rule in Trillium TS Discovery.

Profile Data Relating to the Synchronization Dimension

of Data Quality

In the synchronization dimension of profiling, we check whether values in one or more
columns also occur in another set of columns. Figure 5.12 shows the Define Redundancy
Task in the Data Insight module within SAP Information Steward. This task compares
the customer numbers in two data sources. We will check that values in the CustomeriD
column in the Views.US_Customers sales database also exist in the CUSTOMER_NR column
in the MDM_DW_Customer.dbo.CUSTOMER data warehouse. If the sales database contains
customer numbers that don't already exist in the data warehouse, we have a problem.
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Figure 5.12: The Define Redundancy Task in SAP Information Steward. (Image courtesy of SAP

Community Network.)

As shown in Figure 5.13, the profiling shows that there are nine customer IDs in the

sales database that do not exist in the data warehouse. The details are shown at the bottom

of the SAP Information Steward screen. These anomalies need to be explored in further

detail.
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Community Network.)
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Profile Data Relating to the Uniqueness Dimension of Data Quality
The data profiling tool should also discover the uniqueness of the values in a given
column or set of columns. In this section, we will explore how the Data Insight module
within SAP Information Steward can uncover the number of customer records with the
same name and country combination. As shown in Figure 5.14, we define a uniqueness
task within the Data Insight module of SAP Information Steward. For the MDM_DW._
Customer.dbo.CUSTOMER_MASTER_MDM_DW table, we select the COUNTRY and NAME]1
columns.

Neme®  Uniqueness 2011.02.23 15:12:07
Select atable® 17 MOM_DW_Customer.dbo.CUSTOMER_MASTER_MOM DW=

e e |
i QS R i

LN

| FcoubloinlcnlvimeibathN |

Figure 5.14: Uniqueness profiling for the COUNTRY and NAME1 columns in SAP Information
Steward. (Image courtesy of SAP Community Network.)

In Figure 5.15, SAP Information Steward produces a pie chart with the results of the
uniqueness profiling. The pie chart shows that 74.27 percent of the customer records
had unique combinations of country and name. On the other hand, 25.73 percent of the
customer records had non-unique combinations of country and name. The user can drill
down to view sample records.
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Figure 5.15: SAP Information Steward produces the results of the uniqueness profiling. (Image
courtesy of SAP Community Network.)

Profile Data Relating to the Timeliness Dimension of Data Quality
Data profiling tools should also test against the timeliness dimension of data quality. For
example, suppose an insurance carrier has a standard that police reports should be loaded
into the claims system within 30 days of the effective date of a report. In many instances,
however, the police report is not obtained in a timely manner, resulting in delays in
claims processing due to non-availability of the report. In Figure 5.16, Informatica
PowerCenter has a simple mapping to flag all police reports loaded more than 30 days
after the effective date:

POL_REPORT_LOAD_DATE - POL_REPORT_EFF_DATE > 30
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Figure 5.16: Informatica PowerCenter tests the timeliness dimension for police reports within an
insurance claims process.

Profile Data Relating to the Accuracy Dimension of Data Quality
The accuracy dimension of data quality is generally the most difficult to measure and
requires some creativity. For example, suppose an insurance carrier wants to measure
the accuracy of its customer email addresses. The carrier institutes a policy that requires
customer service representatives to validate email addresses when on the phone with a
customer.

In Figure 5.17, Informatica PowerCenter includes an expression to flag all email
addresses where the email validation date is less than 180 days ago. This metric is a good

proxy for the accuracy of email addresses. In other words, if an email address has not
been validated in the previous 180 days, its accuracy is suspect.
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Figure 5.17: Informatica PowerCenter tests the accuracy of email addresses based on the
validation date.

Discover Data Overlaps Across Columns

Data discovery tools should also discover overlapping data across columns within the
same data source or across data sources. Figure 5.18 shows the overlap analysis in IBM
InfoSphere Discovery. IBM InfoSphere Discovery looks at the values of the columns
(not just the column names) to produce this cross-domain analysis. We can see that the
Community, Region, and CRM data sets each have three tables. These tables have 31, 31,
and 33 columns, respectively. The analysis also shows that the CRM data set has three
columns that have been flagged as Critical Data Elements (CDEs). Based on an analysis
of the column values, it appears that the Community data set has 20 overlapping columns
and 11 exclusive (non-overlapping) columns.
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Figure 5.18: Overlap analysis with IBM InfoSphere Discovery.

Figure 5.19 shows the results of drilling down further to view the overlaps for the
Community data set. In this example, the COMMUNITY_BRCH.F_NAME column has
overlaps with the Region and CRM data sets, as shown in the right panel. On a left-to-right
basis, 50 percent, or 25 unique values, in the COMMUNITY_BRCH.F_NAME overlap with
Region. On a right-to-left basis, 51 percent, or 25 unique values, in Region overlap with
COMMUNITY_BRCH.F_NAME.
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Figure 5.19: Drilling down to view the overlaps for the Community data set in IBM InfoSphere
Discovery.

In Figure 5.20, the drill-down shows the overlaps for the COMMUNITY_BRCH.F_NAME
column with REGION_BRCH.FN and REGION_BRCH.MI. On the right, the left-to-right row
hit rate is 52% (27/72). This means that 52 percent, or 27 out of 52 rows in COMMUNITY_
BRCH.F_NAME, overlap with REGION_BRCH.FN. Similarly, the right-to-left hit rate is 53%
(27/51). This means that 53 percent, or 27 out of 51 rows in REGION_BRCH.FN, overlap
with COMMUNITY_BRCH.F_NAME. The value hit rate focuses on unique values. As a
result, 50 percent, or 25 out of 50 values from COMMUNITY_BRCH.F_NAME, overlap with
REGION_BRCH.FN on a left-to-right basis.
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Figure 5.20: Dirilling down further to view the overlaps for the COMMUNITY_BRCH.F_NAME
column in IBM InfoSphere Discovery.
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Figure 5.21 shows the actual overlapping values between COMMUNITY_BRCH.F_NAME
and REGION_BRCH.FN. For example, the first three rows show overlapping values for
ADABELL, CARL, and CARMEL.
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Figure 5.21: Drilling down further to view the actual overlapping values between COMMUNITY _
BRCH.F_NAME AND REGION_BRCH.FN in IBM InfoSphere Discovery.
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Discover Hidden Relationships Between Columns

Data discovery tools can also discover hidden relationships that can then be formally
reflected in enterprise data modeling tools. Figure 5.22 shows a basic column analysis of
the OPTIM_CUSTOMERS table using IBM InfoSphere Discovery.

Home @muu @Columnlndrlll @"Kﬂvs @Dﬂlﬂhhdl @ml Ouniﬂﬁﬂ:m OWHMSCMNO"Km

Column Analysis Qotim Discovery | No Activity
& OPTIM_CUSTOMERS(FullTable . 3620 row(s))
Tyoekeywerd> v (] Q + % 3 - @ Classification View 1 Value Frequency ~ § Manage Col -

I Tables g
| TIO0PTIM CUSTOMERS| il
" OPTIM_DETAILS

Native Type Data Type SIS0

™ OPTIM_ITEMS - ‘
TUOPTIM_ORDERS  ll ¥ crave [ 2 CUSTHAME AR Varchar b 0 0 NoFormat i
™ OPTIM_SALES u |
3 ADDRESS1 VARCHAR varchar 100 [} 0 No Format t
4 ADORESS2 VARCHAR Verchar 100 ) 0 NoFormat |
§ LOCALITY VARCHAR Varchar % [ 0 Mo Format |
6 crTy VARCHAR Varchar 6 o 0 Mo Format 1
7 STATE VARCHAR Varcher 0 0 0 ho Format |
8 COUNTRY_CODE OAR Varchar 2 ) 0 No Format f
9 POSTAL_COOE VARCHAR varchar 15 [ 0 No Format |
10 POSTAL_CODE PLUS4 CHAR Varcher 3 0 0 Mo Format }
EA 11 EMAIL_ADORESS VARCHAR Yarchar ] 0 0 Mo Format I
UM 12 PHONE _NUMBER VARCHAR varchar 2 0 0 No Format |
13 YTD_SALES DECIMAL Deomal 7 7 2 No Format ‘,
14 SALESMAN_ID HAR vorcher [ [} 0 to Format
15 NATIONALITY VARCHAR varchar 0 ] 0 Mo Fermat I
S5N 16 NATIONAL _ID VARCHAR Varchar » 0 0 Mo Format |
CON, AMEX : 17 CREDITCARD NUMBER VARCHAR NurberString n 3 0 8, 220;(s,380),5,8¢
18 CREDITCARD_TYPE  VARCHAR Varchar ) 0 0 NoFormat !
19 CREDITCARD_EX® OuR Vorcher n 0 0 to Format {
20 CREDITCARD CW  VAROHAR Varchar 3 0 0 o Format {

Figure 5.22: A column analysis of the OPTIM_CUSTOMERS table using IBM InfoSphere Discovery.

In Figure 5.23, a Primary-Foreign Key diagram shows discovered relationships with
IBM InfoSphere Discovery.
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Figure 5.23: Primary-Foreign Key diagram showing discovered relationships in IBM InfoSphere
Discovery.

These newly discovered relationships can also be represented in tabular format, as
shown in Figure 5.24. For example, OPTIM_SALES.SALESMAN_ID is the primary key, while
OPTIM_CUSTOMERS.SALESMAN_ID is the foreign key.

; m {0 = OPTIM_CUSTOMERS SLESMAN_IT)

[ 2 ¥ Refere " OPTDY_ORDERS.ORDER_ID « OPTIM DETARS. ORDER D 0% @I72. 100% (214
TM TBE  CPTIM_pETARS 0 ¥ v Refwewe  Decowed  OPTIM_ITEMS.ITEM IO = CPTM DETALS.ITEM IO 100% (310... 100% (14 300% (310 2% (51072,
T CRDERS  CPTIM_ITEMS o Refece  Dacoveed  CPTIM_ORDERS.ORDER ID = OPTIM_JTEMS LT PRXCE 1% (43RI21) 100% (S30... 100% (922 % (8/530)
PTMSKES  CPTIM_OROERS G aeference o OTDM SAES K0 = OPTIM_OROGRS CROER SAESMAN  100%(110... 100%(12.. 100%(310... 1% (0308..
CPTDM_QUSTOM . QPTIM_OROERS 0 ¥ ¥ Refeexe  Osovered  OPTIM_CUSTOMERS.CUST ID » GETIM CROERS. QST 10 NG 100% (912 100% (ISL. 3% (3177
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Figure 5.24: A tabular view of the relationship between primary and foreign keys in IBM
InfoSphere Discovery.

Discover Dependencies

Data discovery tools should uncover dependencies among multiple columns within the
same data source, or among multiple columns across multiple data sources. This section
shows how the Data Insight module within SAP Information Steward can be used to
uncover customers with missing region information in SAP ERP Central Component
(ECC).



82 Data Governance Tools

In Figure 5.25, the user selects QUA.KNAT.LAND]1 as the primary column because it
contains the country key. The user also selects QUA.KNAT.REGIO as the dependent column
because it contains the region (state, province, or county).

Yrvboemnrt i Kibpanemend o

| Save the task and
i schedde it to run i
! immediately Bo11.02.22 11:28:27 |
i -~ 5 o R P mad - g e
“ w 1a Description | X | Primary Column [Ty
[ esmiz P.0, Box Postal Code - Set X | SAP ECC QUA.KNALLANDI
B £ sz Postel Code "
™ REGIO Region (State, Province, Count A
g o Rm‘:mh S Add | sap ECC QUAKNALREGIO
B sorn Sort field
[ seepn Central posting block ‘
[ sperz Payment Block ;
[ seras Language Key
£ steon Tax Maber 1 ‘ |
[ stcoz Tax Number 2 d *
[ stcon Tax Nunber 3
B srcoe Tax Number 4
[ srcor Tax Number Type
| | Macinputszer At w  Input sampling rate: |

Figure 5.25: Selecting the primary and dependent columns in SAP Information Steward. (Image
courtesy of SAP Community Network.)

The user views the results in Figure 5.26. SAP Information Steward organizes the
entries for a region as dependent on the country. There are 48 regions for the United
States, 17 for Germany, and 9 for Great Britain. Almost 97 percent of the customers are
located in these three countries.
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Figure 5.26: SAP Information Steward organizes the entries for region dependent on country.

(Image courtesy of SAP Community Network.)

In Figure 5.27, the user drills down further into SAP Information Steward to view the
number of customers by U.S. state. We can see that 924 customers are located in Illinois.
In addition, 162 customers have no state assigned.
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Figure 5.27: SAP Information Steward shows the number of customers by U.S. state. (Image

courtesy of SAP Community Network.)
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In Figure 5.28, the user drills down in SAP Information Steward to view the customer
records with missing region information.
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Figure 5.28: SAP Information Steward shows a detailed view of customers with missing region
information. (Image courtesy of SAP Community Network.)

Discover Data Transformations

As part of data migration and consolidation projects, data discovery tools should also
identify transformations between sources and targets. As shown in Figure 5.29, IBM
InfoSphere Discovery automatically shows the summary of a map from the HQ_LOC and

HQ_DEPT source columns to the WDPTO1 target column. The map shows the join and
binding conditions.
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Figure 5.29: IBM InfoSphere Discovery automatically discovers the join and binding conditions
between the source and target columns.

As shown in Figure 5.30, IBM InfoSphere Discovery automatically discovers the

following CASE statement that reflects the transformation between the HQ_EMP (source)
column and the WEMPLG (target) column:

CASE WHEN HQ_EMP.STATUS in ( 'Current', 'Fired', 'Resigned') or
HQ_EMP.STATUS is null THEN HQ_EMP.TERMINATION_DATE ELSE HQ_EMP.RETURN_DATE END
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Figure 5.30: IBM InfoSphere Discovery automatically discovers the CASE statement that reflects
the transformation between the source and target column.

Create Virtual Joins or Logical Data Objects That Can Be Profiled

Data profiling tools should be able to operate on data from multiple sources simultaneously.
For example, IBM InfoSphere Information Analyzer creates a virtual table that filters the
number of rows and columns to produce a much smaller and more focused table on which
analysis and rules can be applied.

Figure 5.31 shows the virtual table definition pane in IBM InfoSphere Information
Analyzer. The base table, Overdue_Reporting_GRM_Credit_units.txt, is too large, and its
analysis would consume too much processing power. The data analyst creates a virtual
table to look at customers with high outstanding amounts. The analyst selects only the
RATING TYPE, RATING AGENCY, YEAR END, CREDIT OFFICER, and Outstandings CAD
columns. In the right panel, the analyst also applies a filter to select only rows where the
Outstandings are greater than CAD 1,000.
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Figure 5.31: The virtual table definition pane in IBM InfoSphere Information Analyzer.

Informatica has the concept of a logical data object (LDO) that describes a logical
entity in an enterprise. A logical data object mapping associated with the LDO can
integrate data from multiple sources and formats into a standardized view. Consider a
scenario where the enterprise data model requires a standardized view of customer data.
This is to be accomplished by creating an LDO. In Figure 5.32, Informatica Developer
contains an LDO for the Customer entity based on Read_Boston_Customers and Read_LA_

Customers.

4 From the IBM Redbook Metadata Management with IBM InfoSphere Information Server, October 2011,

Jackie Zhu et al.
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Figure 5.32: A logical data object for Customer in Informatica Developer. (Image courtesy of
Informatica Community.)

Summary

In this chapter, we learned about the seven dimensions of data quality: completeness,
conformity, consistency, synchronization, uniqueness, timeliness, and accuracy. We also
reviewed certain critical functionality in data profiling tools, including column analysis
and virtual tables. Finally, we discussed data discovery functionality such as sensitive
data, overlaps, transformations, dependencies, and hidden relationships.



CHAPTER

DATA QUALITY MANAGEMENT

improve the quality and integrity of an organization’s data. While data profiling
uncovers issues with the data, data quality actually remediates those issues.
Data quality tools support the automation of key data governance processes.

D ata quality management is a discipline that includes the methods to measure and

Transform Data Into a Standardized Format

Data quality tools need to standardize data that might be in multiple formats. For
example, the addresses in Figure 6.1 are not in a standardized format. One of the issues is
that they include street names with “Ave.”
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Address

190 Newbury Rd. APT 210

192 Newbury R APT 218

186 Remington Garden Ct. APT 122
33 Cummins St APT 318

40 Main Street

143 HiddeQQvelPT 218

10116 River Rd

900§ Crousve)

108 Lien Rd. APT 412

88 Westcott Rd.

801 ComstocPTS

839 Wes

Figure 6.1: These non-standardized addresses contain street names with “Ave.”

Figure 6.2 shows the expression in Informatica Data Quality to standardize the “Ave.”
and “Ave” to “Avenue.” The replace_Ave_with_Avenue mapping on the left accepts the
raw addresses in the inAddress field and outputs cleansed addresses in the outAddress
field. The replace_Avenuenue_with_Avenue mapping on the right accepts the outAddress
from the previous mapping as the inAddress and outputs the results as outAddress.

163 replace_Ave_with Avenue T
]‘ Name o Type Lengt... E ? :;f“ Wm_m "'"“
/ﬁ» inAddress string 50 te] ‘ Name o Type Lengt... j
/ l outAddress string 50 F‘T’—T» inAddress string 50 E
f | 4‘ outAddress string 50 fot"
| |
|
‘ B P | —— ¢

Figure 6.2: Informatica Data Quality mappings.
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Let’s drill down into the expression for the replace_Ave_with_Avenue mapping. As
shown in Figure 6.3, it replaces variations of “ave” with “Avenue.”

91

i) Conversion
I Data Cleansmg

—L B A

1
|

(& Expression R
P e NPy Y i
2 All Functions ’ REPLACESTR(O inAddress, ‘Ave., 'Ave’, ‘ave.,

I Character 1:_]

@

| Cancel

OK

Figure 6.3: The expression for replace_Ave_with_Avenue in Informatica Data Quality.

However, we have one last issue. The expression in Figure 6.3 will replace “Avenue”

with “Avenuenue.” The expression in Figure 6.4 fixes this issue.

Functlons Ports {

i Al Functlons
i) Character
) Conversion
D DataCleansing

By - M + DB 9
1REPLACESTR(0 mAddress, Avenuenue |
;Avenue) i

I
| @

Figure 6.4: The expression for replace_Avenuenue_with_Avenue in Informatica Data Quality.

Validate oK Cancel
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Figure 6.5 shows the standardized addresses.

©outAddress

1 {190 Newbury Rd. APT 210

2 1192 Newbury R APT 218

3 1186 Remington Garden Ct. APT 122
4 33 Cummins St APT 318

5 40 Main Street

6 143 HiddeQAvenuEPT 218

7 10116 River Rd

8 9005 CrousRvenue)

9 108 LienRd. APT412
10 88 Westcott Rd.

11 801 Comstockyenue P S
12839 WesHvenue)

Figure 6.5: The standardized street addresses contain street names with “Avenue.”

Similarly, Informatica Data Quality standardizes phone numbers in the (XXX)XXX-XXXX

format, as shown in Figure 6.6. The actual expression is shown in the middle.

PhoneNumber |

1234567890
1234567891
1234567892
1234567893
1234567894
1234567895
1234567896
1234567897
1234567898
1234567899
1234567900
1234567901

Exprmlon
‘Tl SUBSTR(PhoneNumber13 Iy ||
SUBSTR(PhoneNumber, 4,3) || ||
SUBSTR(PhoneNumber,7 4)

bl G

inPhoneNumber
(123)456-7890

(123)456-7891

(123)456-7892

(123)456-7893
(123)456-7894
(123)456-7895
(123)456-789%
(123)456-7897
(123)456-7898
(123)456-7899
(123)456-7900
(1231456-7901

Figure 6.6: Standardization of phone numbers using Informatica Data Quality.
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Improve the Quality of Address Data

Addresses are critical data that need to be the focus of a data quality program. For
example, the customer service department at a large North American utility saved
$20,000 a day by implementing a data stewardship program around ZIP+4 information
for U.S. postal codes. This resulted in higher discounts from the U.S. Postal Service. In
addition, the billing department improved cash flow by receiving payments faster. Finally,
the utility was able to dramatically reduce complaints that occurred when it sent a bill to
the wrong customer.'

The first step to improve the quality of address data is to conduct address profiling. In
this section, we use the Data Insight module of SAP Information Steward to determine
the percentage of address data that is valid, correctable, or invalid. Valid addresses can
be delivered by the U.S. Postal Service. Correctable addresses can be automatically
corrected by using the Address Transform function in SAP Data Services. Invalid
addresses are undeliverable and cannot be automatically corrected by SAP Data Services.

Figure 6.7 shows the results of an address profiling exercise in the Data Insight
module of SAP Information Steward. The address profiling exercise was conducted on
the US_Customers table, focusing on the Address1, City, State, PostalCode, and Country
columns. The pie chart shows that 40 percent of the addresses are valid, 8.96 percent are
invalid, and the remaining are correctable by SAP Data Services.
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Figure 6.7: The result of address profiling in SAP Information Steward. (Image courtesy of SAP
Community Network.)

1 Soares, Sunil. Selling Information Governance to the Business. MC Press, 2011.
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In Figure 6.8, we drill down into the explanation for why the addresses are not
correctable.
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Figure 6.8: SAP Information Steward supports drilling down into the reasons why the addresses
are not correctable. (Image courtesy of SAP Community Network.)

Many third-party vendors such as Acxiom, Experian, Informatica AddressDoctor, and
PitneyBowes offer a number of services, such as address verification, geocoding, and
National Change of Address (NCOA). Figure 6.9 shows an example using Informatica
AddressDoctor. In the Input panel, we manually enter the address “1600 Pennsylvania

Avenue, Washington DC” (the White House). The Suggestions panel provides the fully
formatted address, and the Result panel shows that AddressDoctor has a high level of

certainty regarding this address.
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Figure 6.9: Informatica AddressDoctor.

Match and Merge Duplicate Records

Data quality tools also need to automate the process of discovering duplicate records.
In Figure 6.10, Talend Studio automates the process of discovering duplicate customer
records. At the bottom of the screen, Talend displays potential duplicate records for
FLAGG BROS. SHOES from SFDC and CRM. The records have the same values for

name, city, and state.

163 Rerne 104 groups

a7

Figure 6.10: Design and refine a record-matching strategy with Talend Studio.
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We drill down further to see that there are five matching attributes, as shown in Table
6.1. (Only the first four attributes are visible in the top left panel of Figure 6.10.)

Table 6.1: Matching Attributes in Talend Studio

Matching Attribute Matching Function Confidence Weight
name Jaro-Winkler 3
city Exact 1
state Exact 1
postal Exact 1
contactPhone Jaro-Winkler 2

There are a few important terms that need to be defined when dealing with duplicate
records:

® Matching attribute—An attribute that is used to match two or more records as
duplicates.

® Matching function—The specific algorithm that is deployed to match two or more
records. In this case, Talend Studio deploys either the Jaro—Winkler or Exact
matching function.

o Jaro—Winkler—A measure of similarity between two strings. The higher the Jaro—
Winkler distance, the more similar the strings are. The Jaro—Winkler distance
metric is best suited for short strings such as customer names. The score is
normalized such that zero equates to no similarity, and one is an exact match.?

e FExact—A matching algorithm that requires two strings to be exactly the same.

In Figure 6.11, the Match Rule Settings in Talend Studio allows the data analyst
to define rules that decide whether two or more data records match, and to configure
survivorship rules for the matching records to create a golden record. In this example, the
data analyst creates a rule called “MyMatchRule.” The data analyst identifies Iname and
fname as matching attributes. The matching function is set to Jaro—~Winkler. The threshold
is set to 0.75, which means that two data records match when the probability is above
this value. Finally, the data analyst assigns confidence weights to each attribute. In other
words, Talend will assign a much higher weighting if two records have the same last
name than if they share the same first name.

2 http://en.wikipedia.org/wiki/Jaro-Winkler distance.




Chapter 6: Data Quality Management

¥ et

Process Run  Extensions Look'n'feels Data types

ver Connectors  C

FomIAM Simulation
i 5] % Profiling 28 Mediation [3] Mapping [TJ Form perspe...

(=]

a

=
Match Rule Settings
* Match Definition Metadatd
Set the properties of Matching Rule.
| 9
Name: MyMatchRule

Purpose:
Description:

| Auther smudie&tatend com
Status: development ~
+ Record linkage algorithm

@ MDM T-Swoosh Algorithm
" Simple VSR Matcher

» Match and Survivor

Match Key Name Matching Function Custem Match Threshold C

nfid

Weight Handie N

Figure 6.11: The Match Rule Settings feature in Talend Studio.
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As shown in Figure 6.12, Talend Data Quality helps find the best fit for de-duplication

at design time. Talend does this by visually highlighting the potential false positive and

false negative until the matching algorithm is fine-tuned.
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Create a Data Quality Scorecard

Practitioners can use data quality tools to produce scorecards or dashboards. In this
section, we use the Data Insight module in SAP Information Steward to create a data
quality scorecard for customer data. The steps to create a data quality scorecard are
documented in the sections that follow.

Select the Data Domain or Entity
Figure 6.13 shows an input box within SAP Information Steward. We type Customer
Master, which is the data domain for which we want to create a data quality scorecard.
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Figure 6.13: Select Customer Master as the data domain within SAP Information Steward.
(Image courtesy of SAP Community Network.)

Define the Acceptable Thresholds of Data Quality

The next step is to define lower and upper thresholds of data quality. Data quality scores
above the threshold will “pass,” those below the threshold will “fail,” and those in the
middle will be subject to ongoing review. SAP Information Steward flags scores within
these tiers as green, red, and yellow, respectively. In Figure 6.13, we configure the lower
and upper thresholds to be 7 and 9, respectively.
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Select the Data Quality Dimensions to Be Measured for the Specific Data
Domain or Entity

The next step is to select a subset of data quality dimensions to be measured for the

specific data domain or entity. In Figure 6.14, we select the Completeness, Conformity,
and Consistency dimensions for Customer Master within SAP Information Steward.

¢ Save |
gy s | -

Figure 6.14: Select the data quality dimensions in SAP Information Steward. (Image courtesy of
SAP Community Network.)

Select the Weights for Each Data Quality Dimension

The next step is to calculate the weights to be assigned to each data quality dimension.
In Figure 6.15, we assign the weights 34 percent, 33 percent, and 33 percent to
Completeness, Conformity, and Consistency, respectively.



100 Data Governance Tools

T e midan e Mesarussaen: o’
) valow v:.:d ure the rules. - '
. You the rules Motapodia | Cleansing Package Bulider Welcome: Administrator = Obaec Tray  Lag Off  About

i Completeness. For this
| tutorial, the rules for the
|| other quali
i
I

dimeneions ISR S Sy e S T R R S L
will be selected for you.
’1-,‘-“ rule scores, not the actual scores persistad in the database, See the user documentation for more nformation, 7
Rules
Thave e ro res avalabie

}:'ir' Consistency A o - .

{4 .

Y Add || Edk . Remove | (g Totalweght: 100% Add | Remove | Add
i | Sizmning
1.{} Rule Bindings

2y 1 iatie

Add

e B Ve - (L

Figure 6.15: Enter the weights for each data quality dimension in SAP Information Steward.

(Image courtesy of SAP Community Network.)

Select the Business Rules for Each Data Quality Dimension

In the next step, we have to select the business rules from each data quality dimension. In
Figure 6.16, we select Customer Country Exists and Customer Region Exists from the
Completeness dimension for Customer Master. These business rules were already created

earlier and assigned to the Completeness dimension.
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Figure 6.16: Select the business rules for the completeness dimension in SAP Information
Steward. (Image courtesy of SAP Community Network.)

Assign Weights to Each Business Rule in a Given Data Quality Dimension
The next step is to assign weights to each business rule within a given data quality
dimension. In Figure 6.17, we assign 50 percent weights to the Customer Country Exists
and Customer Region Exists business rules within the Completeness dimension of the
Customer Master.
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Figure 6.17: Assign weights to business rules within the Completeness dimension in SAP
Information Steward. (Image courtesy of SAP Community Network.)
Bind the Business Rules to the Relevant Columns
The final step is to bind the business rules to the relevant columns that contain the actual
data values. In Figure 6.18, we bind the business rule Customer Region Exists to the

REGION and REGIO columns, each with a 50 percent weighting. The scorecard has now
been fully set up. The next section discusses how to view data quality scorecards.
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Figure 6.18: Bind business rules to columns in SAP Information Steward. (Image courtesy of SAP
Community Network.)
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View the Data Quality Scorecard

Data governance tools should also expose data quality results in the form of a dashboard.
As shown in Figure 6.19, Collibra Data Governance Center produces a data quality
scorecard for a business term called “Customer.” Trillium TS Discovery is used to profile
the source Customer data consisting of 32,636 rows. The results were then passed from
Trillium to Collibra using an application programming interface (API). The weighted
average score for Customer data is 90.6 percent. This score can be decomposed into
Accuracy (94.2 percent), Conformity (99.5 percent), Completeness (98.5 percent), and
Consistency (57.5 percent).

In Figure 6.19, Accuracy, Conformity, and Completeness have upward-pointing
arrows, indicating that they have exceeded the acceptable threshold. On the other hand,
the overall Customer score and the Consistency dimension have downward-pointing
arrows, indicating that they are below the acceptable threshold. The scorecard also allows
a drill-down for the data quality score for each data quality dimension and business rule.
For example, 8,840 rows out of 10,000 passed the Date of Birth Verification business
rule, which resulted in a data quality score of 88.40%.
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Figure 6.19: The data quality scorecard for the “Customer” business term based on Trillium TS
Discovery and Collibra Data Governance Center.
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Highlight the Financial Impact Associated with Poor Data Quality

Data governance tools should highlight the cost and business benefits associated with
poor data quality. Figure 6.20 shows how SAP Information Steward displays the financial
impact associated with the poor quality of email addresses. Based on assumptions, the
tool estimates the total cost of poor customer data at $468,000. Of this, the accuracy
dimension accounts for $242,000, of which invalid email addresses result in losses of
$103,000, while incorrect countries result in an additional $139,000. In addition, the
completeness dimension accounts for losses of $44,300, which is largely due to missing
addresses.
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Figure 6.20: SAP Information Steward provides a financial impact analysis for customer data.

Conduct Time Series Analysis

Data governance teams also need to view the history of data quality results for
comparison purposes. For example, IBM Information Analyzer stores data rules as
executable objects that can be run as needed or on schedule. Each object generates a set
of results, statistics, and detailed results recorded in the InfoSphere Analyzer Database,
which is a special database workspace designated for storing analysis and data rules
execution results. Because these objects run repeatedly, they create a time series of events
that can be tracked, reported, and trended over time.



Chapter 6: Data Quality Management 105

InfoSphere Information Analyzer’s presents the current results, as shown in Figure
6.21. On the right, each red icon with an X indicates a down or worsening trend, while
each green icon with a check mark indicates an improving trend.
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Figure 6.21: The data quality alert report in IBM InfoSphere Information Analyzer.?

As shown in Figure 6.22, the data analyst can view a longer history of results in a
graphical format for a given data rule.
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Figure 6.22: IBM InfoSphere Information Analyzer shows the trend for a business rule.

3 From the IBM Redbook Metadata Management with IBM InfoSphere [nformation Server, October 2011,
Jackie Zhu et al.
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Data analysts should be able to gather data quality results in intervals such as hours,
days, weeks, and months. Users should also be able to specify a start date and time, an
end date and time, and the frequency. As shown in Figure 6.23, Trillium TS Discovery
supports the creation of a new entity after every interval.
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Figure 6.23: A time series analysis in Trillium TS Discovery.

Manage Data Quality Exceptions
Data quality tools also need to support an exception handling process with data stewards.

This means that human tasks such as manual data cleansing and de-duplication should be
integrated with automated tasks such as auto-matching and data standardization. Figure
6.24 shows a schematic of a workflow in Informatica Data Quality that includes both
automated and human tasks.



Chapter 6: Data Quality Management 107

‘ ) ot bvent X
o O (8] (@ e

B (3 exepvon e et Cotomu O Aevion Coviom
| e_Cleanse_Aa

Figure 6.24: This workflow in Informatica Data Quality includes human and automated tasks.

As shown in TaLle 6.2, the data governance team establishes upper and lower
thresholds for match probability within Informatica Data Quality. As a result, records
with a match probability above 80 percent will be auto-matched. Records with a match
probability below 60 percent will be auto-rejected. Finally, Informatica Data Quality
initiates a human workflow for records with a match probability between 60 percent and
80 percent. As part of this workflow, Informatica sends an email to the appropriate data
steward with a link to the data stewardship interface.

Table 6.2: A Triage of Duplicates in Informatica Data Quality
Tier Match Probability Action

Lower 0%-60% Informatica Data Quality automatically rejects the
records as matches.

Middle 60%-80% Informatica Data Quality initiates a human workflow
and sends the data steward an email with a link to
the data stewardship interface.

Upper 80%-100% Informatica Data Quality automatically accepts the
records as matches.
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The data steward clicks on the link in the email to go to the data stewardship interface
in Informatica Data Quality. As shown in Figure 6.245, the task list includes a number of
tasks that have been queued up for the data steward.
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Figure 6.25: Data stewardship interface in Informatica Data Quality.

In this chapter, we discussed how tools can support an overall data quality management
program. We discussed data standardization, address cleansing, duplicates, scorecards,
time series analysis, data stewardship, and linkage to financial benefits.



CHAPTER

MASTER DATA MANAGEMENT

aster data management (MDM) refers to the discipline associated with
Mestablishing a single version of the truth for multiple data domains, such as

customer, vendor, product, location, asset, employee, and chart of accounts.
MDM vendors include IBM, Informatica, Oracle, Orchestra Networks, Riversand, SAP,
SAS, Semarchy, Stibo Systems, and Talend. In this chapter, we review critical data

governance tasks that are automated by MDM hubs.

Define Business Terms Consumed by the MDM Hub

MDM hubs consume critical data that needs to be defined. As shown in Figure 7.1,
Semarchy Convergence for MDM lists the definition of “Customer” as “an individual or
organization to whom we deliver goods or services for payment.” The matching behavior
for customer records has been set to Fuzzy Matching.



110 Data Governance Tools

Flomon.i3, =

;U Entity: Customer e &

‘I Q: CustomerAndFinancaiMOM [T Customer =
i
| ~ Name and Description

@ Inherited Atributes () b System Properties

B petais
| © atvibotes
‘ Ke Matching Behavior:  Fuzzy Matching
| 1 Unique Keys
() vabdations Physical Table Name: CUSTOMER
i ‘ﬂ Enrichers Label: Customer
Attribute Groups Plural Label: Cu;
[0 Table Views S e
An ndividual or erganization to whom we deliver goods or services for payment, 4_‘.@-/
| g Form Views
[ - i
1 Da Is Referenced By Detaits
i Da Refer Extends Enbty:
| [ sub-entites Display Mame: (& Cystomer

Figure 7.1: The definition of the term “Customer” in Semarchy Convergence for MDM.

Some organizations may elect to store key business terms in a separate tool such
as IBM InfoSphere Business Glossary, Informatica Metadata Manager, or Collibra
Data Governance Center. Figure 7.2 shows a similar definition for the business term
“Customer” in Collibra Data Governance Center.
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Overview Definition

+ Aadd
An individual or organization to whom we deliver services for payment.

Figure 7.2: The definition of the term “Customer” in Collibra Data Governance Center.

Orchestra Networks EBX provides a unified platform for the business glossary, data
modeling, MDM, and reference data management. In Figure 7.3, the left panel shows the
EBX business glossary that is compliant with the ISO/IEC Metadata registry standard.
The glossary includes a definition for NAICS code. This definition can then be reused
within an EBX data model for MDM, as shown in the right panel. At the bottom of
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the screen, the definition for NAICS is also available as a tool tip when reviewing the
industry classification for GE as provided by Dun & Bradstreet (D&B).
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Figure 7.3: The business glossary in Orchestra Networks EBX is integrated with data models and
MDM.

Manage Entity Relationships

Many MDM hubs also manage logical and physical relationships between data entities.
Figure 7.4 shows a diagram view of a manufacturer’s entities in Semarchy Convergence
for MDM. The diagram view contains a logical view of the Customer, Employee,
Contact, and CostCenter entities. The diagram also contains the attributes and data
types for each entity. For example, Customer 1D, Customer Name, Total Revenue, Input
Address, Geocoded Address, and Account Manager are attributes of the Customer Entity.
In addition, the diagram defines relationships between these entities. For example,
Employees manage Customers in an Account Manager relationship. Some Employees
manage other Employees as Managers. In addition, Contacts relate to individuals within
Customers.
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B9 -8 &HR B k-

* Customer ID: LongIntager
€)* Customer Name: GenericNameType
€) Total Revenue: Integer

(® Input Address: SimpleAddressType

T Contact

Q‘ Contact [D: UUID

€} First Name: GenericNameType
€Y+ Last Name: GenercameType
€ Gender: GenderLOV

Job Titie: GenericNameType
€ Is Influencer: Boolean
€ Emai Address: String(256)
€ Phone L: String(128)
e € Phone 2: String(128)
(..1) (D * Customer: Customer

;.-* Employee Number: String(20)

€} First Name: GenericNameType

€} * Last Name: GenericNameType

€} * Gender: GenderLOV

j €) Spoken Languages: LanguageLOV)

€) Email Address: String(256) €)* Cost Center Name: GenerichameType|

€) Phone Number: String(128) €) Division Code: GenericNameType

€ Picture: Binary Reportng e |{B_Parent Cost Center: CostCenter

€) Hire Date: Datetime v

} {d* Cost Center: CostCenter
{» Manager: Employee

# * Cost Center ID: String(50)

Figure 7.4: A diagram view of entity relationships in Semarchy Convergence for MDM.

Manage Master Data Enrichment Rules
Data enrichment rules add more context and richness to data. These rules are often
not written down, or are in people’s heads. In Figure 7.5, the data enrichment rule in
Semarchy Convergence for MDM implements a plug-in for the Google Maps Enricher.
The data enrichment rule accepts Address Line, City, Country, and Postal Code as basic
input. The data enrichment rule then outputs a fully geocoded address, including east-
bound longitude, north-bound longitude, south-bound longitude, west-bound longitude,
and latitude.

As shown in Figure 7.6, the business rule to enrich “address” master data is
documented in plain English in Collibra Data Governance Center.
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} Hame and Description

57 Detads
* Condition

Fiter:

2w
o

» Plug-in Params

* Plug-in Inputs 34 b
Input Name Expression
) address Line InputAddress. Address
3% ity Name InputAddress.City
I country InputAddress.Country
3} postal Code InputAddress PostaiCode 2

* Phig-in Outputs &

Atuibute Name Qutput Name
4 GeocodedAddress BoxEast East bound longitude =

¥ GeocodedAddress.BoxNorth North bound labtude
4 GeocodedAddress.BoxSouth South bound latitude
42 Geocodedaddress. Boxviest West bound longitude
4 GeocodedAddress.CoordLatitude Latitude

Figure 7.5: A master data enrichment rule for the customer address in Semarchy Convergence for
MDM.

° Master data enrichment rule for address
e Sk
r

Attiites

+ A
Address data needs 1o be enrichmaent 10 have business value Basic address data includes address line and postal code In addition, the MDM hub needs 1o

Mierarchy also conmain a fully geocoded address including eastbound longitude, northbound longtude. southbound longitude, westbound longitude, and latitude

Figure 7.6: The business rule for master data enrichment of address data in Collibra Data
Governance Center.

Manage Master Data Validation Rules

MDM hubs also need to contain rules to validate key master data. Figure 7.7 shows
a sample MDM data validation rule that requires a source address to contain at least
one address line and either a postal code or a city. The ValidateAddressCompleteness
rule is written using a SQL-like script. In addition, the scope of the validation is
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pre-consolidation only. This means that the rule validates the records before they are
matched, de-duplicated, and consolidated. Only valid records for these validations
participate in the matching, de-duplication, and consolidation phase. Once again, this
business rule can be documented in plain English in the business glossary.

T

95 CustomerAndFnancisMOM v [ Customer v [T valdateAddressCompletness ¥

B De.lais‘ * Name and Description
Auto Fill:
Name: vakdateAddressCompletness
Labal: vahdate Address Completness
Description: Make sure source address contains at least an address ine and either of a postal code or aty B )
Conditon: | InputAddress. Address 1s not null and ( not { InputAddress.PostalCode i null and InputAddress, City is mull ) ) B jm]
Validation Scope:  Pre-consoidation only by

SemQL Validation: ValidateAddressCompletness ®

» System Properties

Figure 7.7: An address data validation rule in Semarchy Convergence for MDM.

Manage Record Matching Rules
MDM hubs match records to capture duplicates. These record matching rules need to be

properly managed and governed. In Figure 7.8, the record matching rules for customer
data are as follows:

e The records belong to the same country.
e The records have a strong similarity based on their names. This similarity is

greater than 65 percent using the Levenshtein distance algorithm. The Levenshtein
distance is a string metric for measuring the difference between two sequences.
The Levenshtein distance between two words is the minimum number of single-
character edits (insertions, deletions or substitutions) required to change one word
into the other.'

The records have a strong similarity on their address lines and cities. This similarity
is greater than 65 percent using the Levenshtein distance algorithm.

http://en.wikipedia.org/wiki/Levenshtein_distance.
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Data stewards may document these plain English business rules in a business glossary.
The business rules are then implemented in Semarchy Convergence for MDM. We first
create a so-called “binning expression” by country, so that the matching algorithm only
works for records within a given country. This speeds up the matching algorithm. We
then create a SQL-like expression to implement the rest of the matching algorithm.

Y SemQL Matcher: SemQLMatcher - Customer

6 CustomerAndFnancalMOM + [™ Customer v '7) SemQUMatcher - Customer ¥

Y Detais

* Description
Descrpton: | Find customer dupicates using name and address
¥ Binning Expressions

Binming Expression
:B“' InputAddress.Country

* HMatching Expression
Expresson:
SEM_EDIT_DISTANCE_SIMILARITY( Record 1. CustomerName, Record2.Customerame ) > 65

and SEM_EDIT_DISTANCE _SIMILARITY{ Record1.InputAddress. Address, Record2. InputAddress. Address ) > 65
| and SEM_EDIT_DISTANCE_SIMILARITY( Record 1.InputAddress.City, Record2. InputAddress.City ) > 65

i

Figure 7.8: A record matching rule for customer data in Semarchy Convergence for MDM.

Figure 7.9 shows the matching policy for the Third Parties entity in Orchestra
Networks EBX. EBX offers a wide range of out-of-the-box matching algorithms.
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Figure 7.9: A matching policy in Orchestra Networks EBX.

Manage Record Consolidation Rules

Data stewards need to define rules to consolidate source records into a golden record.
In Figure 7.10, the following record consolidation rules are implemented in Semarchy
Convergence for MDM:

e The customer name in the golden record should be based on the most frequent
value in the source records.

e The employee or account manager name follows a similar rule.

e The lines in the geocoded address use manual data entry, the CRM application,
the Marketing application, the Finance application, and the HR application, in
descending order of priority.
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¥ Field Level Consolidators

 Attribute Name  Field Level Consolidation Strategy
' € CustomerName Most frequent value
€ Employee Most frequent value

€ GeocodedAddress.B: Preferred Source (DE,CRM,MKT FIN,HR)
@ GeocodedAddress. B Preferred Source (DE,CRM,MKT FIN,HR)
[ €) GeocodedAddress.B: Preferred Source (DE,CRM,MKT FIN,HR)
3 O GeocodedAddress.B: Preferred Source (DE,CRM,MKT FIN,HR)
‘ €) GeocodedAddress.C Preferred Source (DE,CRM,MKT,FIN,HR)
% €) GeocodedAddress.C Preferred Source (DE,CRM,MKT ,FIN,HR)
| @ GeocodedAddress.C Preferred Source (DE,CRM,MKT,FIN,HR)
E €) GeocodedAddress.C Preferred Source (DE,CRM,MKT,FIN,HR)
‘ €) GeocodedAddress.L« Preferred Source (DE,CRM,MKT,FIN,HR)
€) GeocodedAddress.P: Preferred Source (DE,CRM,MKT,FIN,HR)

Figure 7.10: A customer record consolidation rule in Semarchy Convergence for MDM.

View a List of Outstanding Data Stewardship Tasks

All the above-mentioned master data rules generate exception tasks that need to be
handled manually by data stewards. The MDM hub needs to generate a list of outstanding
data stewardship tasks, as shown in Figure 7.11.
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¥ Activities

H
¥

% start Data Entry Activity...
@ Start Duplicates Management Activity...
[v% Pending (1)
[v¢ Claimed by me (0)
[v$ Claimed by others (0)
[v] Al tasks (1)

Figure 7.11: Data stewards can view a list of pending tasks in Semarchy Convergence for MDM.

Figure 7.12 shows the Data Stewardship Console in Talend MDM. The Talend Data
Stewardship Console organizes the outstanding tasks associated with a data steward. In

this example, the data steward wants to look at all the records that need a decision before
de-duplication.
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Figure 7.12: A data steward views outstanding tasks in Talend MDM.
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Manage Duplicates

Human workflows enable business users to manage the data in the MDM hub via an
application. When stewards want to manage the master data, they initiate an activity
based on a human workflow. Figure 7.13 shows a duplicate management workflow in
Semarchy Convergence for MDM. This is a simple workflow to allow data stewards

to override the decisions taken by the automated matching rules in the MDM hub.
Through these workflows, stewards can either manually match unmatched records or split
duplicate groups that were incorrectly matched because they were false matches.

¥ Diagram @ = 100% -
I
B (DemoDatasteward)
> Verify and Validate Customer Duplicates Submit Data —*-*io
/
\\
Cancel Data
e =

Figure 7.13: A duplicate management workflow in Semarchy Convergence for MDM.

In Figure 7.14, we drill further into how a data steward might manage duplicate
records in Semarchy Convergence for MDM. For example, a data steward can view the
golden record for a customer called “Gadgetron.” He or she can also view the associated
source records that were used to create the golden record. The consolidation rule is that
the customer name should be the most frequent value in the group of matched records.
As a result, Gadgetron is the consolidated name. The account manager is Matthew Weiss
because the consolidation rule is also the most frequent value. However, total revenue in
the golden record is $123,000 because the consolidation rule is the largest value in the
group of matched records. Finally, the input address is the one that was manually entered
by the steward, which has a higher priority than any other in the consolidation rule.
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Figure 7.14: A data steward views a golden record based on consolidation rules in Semarchy
Convergence for MDM.

On further inspection, the steward determines that the fourth record should actually be
its own golden record. In other words, this record was incorrectly matched. As shown in
Figure 7.15, the steward manually splits the fourth record into its own golden record. As a
result, Customer ID 2 and Customer ID 101 represent separate golden records.

¥ Ccustomer Duplicates Management Process: Verify and Validate Customer Duplicates Complete Task... - o

Vel Bl W = Acos v (Fitered) 1-20 L) 1 B
omerie., s Confimed  Customer Name Address Gty Country |
“ ) GADGE -TRON 711 KAPIOLANI BOULEVARD HOMOLULU usa =]
T 126( GADGE-TRON HONOLULU UsA I
‘ CRM.125 ° HONOLULU usa |
: R 120 711 KAPIOLANT BOULEVARD HONOLULU USA r
%) GADGETRON 711 KAPIOLARI BLYD HONOLULU USA |
{ R X34 ‘ GADGETRON 711 KAPIOLANI BLVD HONOLULU USA |

Figure 7.15: A data steward manually splits Customer ID 101 into its own golden record in
Semarchy Convergence for MDM.

Figure 7.16 shows a manual de-duplication process within Talend MDM. The data
steward views the record for CASTLE REALTY CO within the CRM and 1-A source
applications. The data steward then creates the golden record manually from the three
applications.
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Figure 7.16: A data steward creates a golden record manually within Talend MDM.

View the Data Stewardship Dashboard |

Data stewards need dashboards to highlight critical metrics relating to the MDM hub. As
shown in the top left area of Figure 7.17, the Workflow Activities section of the Semarchy
Convergence for MDM dashboard shows the number of activities pending for the user,
claimed by the user or claimed by other users. Data Certification Jobs (top right) shows
the status of the certification jobs in progress, queued, or completed. Data Location
Statistics (lower section of the screen) shows key metrics for the entities in the hub.

The highlighted customer entity in Figure 7.17 shows that there are 81 golden records
relating to a total of 96 master records or source records. The Selected Entity Details
section also shows additional statistics relating to records with duplicates. Of the 25
master records with duplications, Semarchy created 10 golden records.
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Figure 7.17: The data stewardshrp dashboard in Semarchy Convergence for MDM.

Manage Hierarchies

Hierarchy management is a key component of master data governance. In Figure 7.18,
Orchestra Networks EBX maintains a legal entity hierarchy. For example, the D&B
DUNS number for Advanced Services is associated with four DUNS numbers through a
parent-child relationship. Hierarchy management features also allow authorized users to
maintain the hierarchy. For example, a user can attach a child record to another parent,

create a new record, duplicate an existing record, delete a record, or export the hierarchy
as a CSV file.

Improve the Quality of Master Data

MDM vendors and third party providers offer tools to monitor the quality of data in

the master data hubs. Figure 7.19 shows an example of a data quality dashboard for
member (customer) master data at a health plan (insurer). The member data resides in
IBM InfoSphere Master Data Management, but the dashboard is produced by InfoTrellis
Veriscope. The dashboard provides charts on the quality issues backlog, issue discovery
trends, issue resolution trends, and issue backlog trends. In addition, we can see that there
are 7,930 high priority issues, 2,709 medium priority issues, and six low priority issues.
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Figure 7.18: The legal entity hierarchy in Orchestra Networks EBX.
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Figure 7.19: A data quality dashboard based on InfoTrellis Veriscope.
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Figure 7.20 shows an example of detailed data quality metrics for member master
data. In this figure, InfoTrellis Veriscope exposes data quality issues within IBM
InfoSphere Master Data Management. Based on the report, we note the following high-
severity issues:

® Birth date—There are 588 instances where the member is too old.

e Social Security number—There are 5,644 instances where the Social Security
number is invalid.

e Social Security number—There are 1,697 instances where the Social Security
number is missing.

e Name—There is one instance where the company name is stored as a person’s last
name.

Time Breakdown for Quality Issue and Resolution
Duality Issue : Birth Date: Invalid Value (too old Unit Cost : S0

- Towal
Fime Dimcasinn o hange "o { hange

Outstanding

2013 Year-o-Date Ll . 0 - S5k
Total 588 0 533

Figure 7.20: InfoTrellis Veriscope exposes detailed data quality metrics for health plan member data
within IBM InfoSphere Master Data Management.

Once master data quality issues have been identified, they need to be rectified. Figure
7.21 shows how the web user interface in Talend MDM allows the data steward to
manually manipulate the data for XYZ ABC INC., provided he or she has the appropriate
access rights.
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Figure 7.21: The web user interface in Talend MDM.

Integrate Social Media with MDM

MDM hubs should enrich business insights by integrating social media. Informatica
has been highlighting the integration of MDM with social media data. For example,
Informatica has showcased the ability of a retailer to do the following:?

e Gain a customer’s permission to leverage his or her Facebook data by offering the
ability to participate in a VIP rewards program.

e Reconcile the customer’s Facebook and MDM profiles based on the entity
resolution and stewardship capabilities of Informatica MDM.

e Enrich the current MDM profile with additional relationships from the customer’s

Facebook profile.

e Discover additional linkages between the customer and other people in the network
(for example, they shop at the same store and have the same concierge).

e Use this additional insight to make compelling offers to the customer.

As shown in Figure 7.22, Informatica Master Data Management includes a number
of attributes about the customer, including address, telephone numbers, email address,
products, transactions, names, wish list, and relationships, as well as his or her social
profile from Facebook.

2  http://www.informatica.com/videos/demos/1826_socialmedia_mdm/default.htm.
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Figure 7.22: Informatica Master Data Management includes the customer’s social profile from
Facebook.

Manage Master Data Workflows

MDM tools should also support workflows to manage tasks such as de-duplication,

data enrichment, and data cleansing. Figure 7.23 shows a data stewardship dashboard

in Informatica Master Data Management. The dashboard includes a list of open tasks. It
also integrates with pre-built workflows to allow the data steward to manage and reassign
tasks.
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Figure 7.23: The data stewardship console in Informatica Master Data Management.

Figure 7.24 shows how Orchestra Networks supports collaborative workflow for new
master data on-boarding and approval. As part of the Create Account xx78 workflow,
BartS in Finance has a Create a Cost Center task. After this task is completed, the Link to
the Hierarchy and Validate/Enrich the Account tasks need to be addressed.
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Figure 7.24: Orchestra Networks EBX includes collaborative workflow for new master data on-
boarding and approval.

Compare Snapshots of Master Data

MDM hubs should support the creation of snapshots of master data. Figure 7.25 provides
an example of data spaces and snapshots in the context of Orchestra Networks EBX.

A data space allows an organization to make concurrent updates to a data repository. A
snapshot is a type of data space that represents a static view of the data and relationships
for a given set of records at a given point in time. A snapshot allows an organization to
revert to a more stable version of the data. In the example, the organization has created
a Finance data space, which represents a historical snapshot of customer data. The
organization has also created a Q2 Changes data space, which has incorporated changes
from the Finance data space. The data steward can now compare the two data spaces and
determine which changes need to be merged back into the Finance data space.
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Figure 7.25: Orchestra Networks MDM allows users to compare snapshots of master data.

Provide a History of Changes to Master Data
MDM hubs should also record a history of changes to master data in terms of who
changed what record, when the change was made, and how the change was made. In
Figure 7.26, Orchestra Networks EBX provides a history of changes to the master
data for the Third Parties record. EBX provides critical data in terms of the audit trail,
including the transaction 1D, data space, transaction date, operation type, and user.
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Figure 7.26: Orchestra Networks EBX provides a history of changes to individual master data

records.

Offload MDM Tasks to Hadoop for Faster Processing

MDM hubs are increasingly required to deal with large datasets that may run into the

millions of records. In these scenarios, MDM hubs should integrate with Hadoop to

enable faster processing. (This topic is discussed in detail in chapter 16.)
Talend MDM supports de-duplication for very large datasets natively in Hadoop. As

shown in Figure 7.27, Talend MDM generates a de-duplication job that executes natively

in Hadoop.
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Figure 7.27: Talend MDM generates a data de-duplication job that executes natively in Hadoop.

Figure 7.28 shows a stub of the MapReduce code that is generated to support data

de-duplication in Hadoop.

2541 job.setInputFormat(rowlStructInputFormat.class);
2542

2543 /R

2544 * [tHDFSInput_1 mrconfig ] stop

2545 v/

2546 fye

2547 * [tGenKey_ 1 mrconfig ] start

2548 o

2549

2550 ChainMapper.addMapper(job, tGenKey_1lMapper.class,
2551 NullWritable.class, rowiStruct.class,

2552 NullWritable.class, row2Struct.class, true,
266 new JobConf(false));

2554 /e

2555 * [tGenKey..l mrconfig ] stop

2556 i

2551 /ee

2558 * [tMatchGroup_1 mrconfig ] start

2559 v/

2568

2561 ChainMapper .addMapper(job, tMatchGroup_1Mapper.class,
2562 NullWritable.closs, row2Struct.class,

2563 mOutKey_tMatchGroup_1Struct.class,

2564 row2Struct.class, true, new JobConf(false));
2565

2566 ChainReducer.setReducer(job, tMatchGroup_1Reducer.class,
2567 mOutKey_tMatchGroup_1Struct.closs,

2568 row2Struct.class, NullWritable.class,

2569 row3Struct.class, true, new JobConf(false));
'S 7D VAL

2571 ¥ [tMatchGroup_ 1 mrconfig ] stop

0572 v/

Figure 7.28: Talend MDM automatically generates MapReduce code to support data

de-duplication.
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Summary

In this chapter, we discussed how MDM hubs can support data stewardship and
governance. From a master data policy and rules perspective, we reviewed support for
business terms, relationships, enrichment, validation, matching, and consolidation. From
an operational master data perspective, we reviewed task management, stewardship

consoles, duplicates, hierarchy, data quality management, workflows, snapshots, change
history, social media, and Hadoop integration.






CHAPTER

REFERENCE DATA MANAGEMENT

by other applications. Reference data is sometimes referred to as code tables,
ode lists, code sets, and lists of values. The following are good examples of
reference data:

Rference data is relatively static and may be placed in lookup tables for reference

Country codes

State and province codes

Zip or postal codes

Currency codes

Industry codes such as the North American Industry Classification System
(NAICS)

Country dialing codes

Current Procedural Terminology (CPT) codes in healthcare

Race and ethnicity codes

Organizational unit codes

Value Added Tax (VAT) codes

Let’s consider a simple example that distinguishes master data from reference data.
Table 8.1 is a small table with master data on customers. Mr. John Smith is a male, Ms.
Jane Doe is a female, Dr. Jim Donahue is a male, and Ms. Susan McMahon is a female.
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able O aster Data 1o 0

Salutation First Name Last Name Gender
Mr. John Smith Male
Ms. Jane Doe Female
Dr. Jim Donahoe Male
Ms. Susan McMahon Female

Table 8.2 includes the reference data values for salutation, which are Mr., Ms., and Dr..

Table 8.2: Reference Data for Salutation

Salutation
Mr.

Ms.

Dr.

Finally, Table 8.3 includes the reference data values for gender, which are Male and
Female.

Table 8.3: Reference Data for Gender
Gender

Male

Female

Reference data management tools support the automation of key data governance
processes.

Build an Inventory of Code Tables

Data governance teams should use tools to build an inventory of code tables. Figure 8.1
shows a catalog of code tables including Office Codes, Regions, and Sales Territories in
Data Advantage Group MetaCenter.
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Figure 8.1: Reference data inventory in Data Advantage Group MetaCenter.

Agree on the Master List of Values for Each Code Table
The next step is to create a master list of values for each code table. In Figure 8.2,

Collibra Data Governance Center contains a master list of values for U.S. states based on
the ISO 3166-2:US standard.
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Name

Alabama AL X
Alaska AK ¥
American Samoa AS X
Arizona AZ *
Arkansas AR ¥
California CA *
Colorado co -~
Connecticut cT ?
Delaware DE *
District of Columbia DC *
Florida FL ¥
Ceorgia CA ¥
Cuam | CuU %
Hawaii HI #
Idaho ID =

Figure 8.2: A master list of code values for U.S. states based on the ISO 3166-2:US standard.
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Build Simple Mappings Between Master Values

and Related Code Tables

The reference data hub should maintain simple mappings between master values and
related code tables. As shown in Table 8.4, the ISO 3166-1 alpha-2 country codes are
inconsistent with the Bank of England Two Letter codes for United States territories. For
example, Puerto Rico is listed as “PR” in the first code list, but “US” in the second. As

a result, a bank needs to use different codes when submitting regulatory reports to the
United States Federal Reserve and to the Bank of England.

Table 8.4: Inconsistencies Between ISO 3166-1 Alpha-2 and Bank of England

Two Letter Codes

Country ISO 3166-1 alpha-2 Bank of England Two Letter Code
50 states and District of Columbia us us
American Samoa AS us
Guam GU us
Midway Islands UM usS
Puerto Rico PR us
Wake Islands um us
Northern Mariana Islands MP us

Figure 8.3 shows a simple mapping between the two code tables for Puerto Rico in
Collibra Data Governance Center.

Code

| Bame m Deasnpllon m Effective Dade E Oamain m 4]
PR Country Codes n
us Bank of England Country Codes ®

|
Figure 8.3: A mapping of Puerto Rico country codes in Collibra Data Governance Center.

Build Complex Mappings Between Code Values

Data governance tools should also support complex mappings between code values.
Figure 8.4 shows how individual code values for regions, sales territories, and offices
are mapped within Data Advantage Group MetaCenter. The Illinois sales territory
contains two offices with the codes 033 and 034. We created a custom relationship called
“Contains” to manage this association. Similarly, the Illinois sales territory is part of the
Central region. Once again, we created a custom relation called “Is Part Of” to associate



138 Data Governance Tools

the Sales Territories and Regions code tables. As a result, the sales territory Illinois
contains office codes 033 and 034 and is part of the Central region.

Ninois 8 0 G D (E) (o

Name llinois
Application MetaCenter
Environment Insurance
Type Code Value
Location  insurance / Administrative Reference Data / Sales Terntories / Hinols
Created By Administrator
Created Date  2013-12-26 11.07
Last Updated By Administrator
Last Updated Date  2013-12-26 11.38

EEEEEEEEEE

{*) Relationships (3)

ks

Insuranc

4 W S S A X AR W i RS s L R e LA 28 2 P HEYE R e
Conlains  MetaCenter Code & 033 e / Administrative Reference Data / Office e
Value Codes /
Conﬂns MetaCenter Code @ 034 Insurance / Administrative Reference Data / Office o
; Vaiue Codes / b
@ Is Part Of MetaCenter Code © Central Reglon  Insurance / Adminisirative Reference Data / Regions / o
Vaiue :

Figure 8.4: A mapping of the lllinois sales territory to office codes and to the Central region in Data
Advantage Group MetaCenter.

Figure 8.5 shows another example of a complex mapping between code tables in Data
Advantage Group MetaCenter. Certain U.S. states permit insurance companies to offer
uninsured motorist coverage. The first code table includes “Y™ or “N” as allowable values
for uninsured motorist coverage. The second code table contains a list of U.S. states.
MetaCenter allows the mapping of the uninsured motorist coverage indicator with a
subset of states using the “Applies to” relationship. In other words, insurance companies
can only offer uninsured motorist coverage in certain states.
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Figure 8.5: A mapping of the Uninsured Motorist Coverage indicator to state codes in Data
Advantage Group MetaCenter.

Manage Hierarchies of Code Values

The reference data hub should also support the creation of hierarchies of code values. In
Figure 8.6, Collibra contains a code value called “Vehicle” that groups three other code
values: 2 Wheeler, 3 Wheeler, and 4 Wheeler. Each of these code values groups other
code values. For example, 2 Wheeler groups Cycle and Motorcycle.
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Figure 8.6: A hierarchy of vehicle code values in Collibra Data Governance Center.

Builld and Compare Snapshots of Reference Data

Users might need to create a snapshot of their reference data at a given point in time.
These snapshots contain a list of code values and relationships, allowing administrators
to go back in time to see how the data might have looked then. Snapshots also allow
administrators to roll back any changes. The reference data hub should also allow users to
compare versions of snapshots of reference data. In Figure 8.7, the user is working with
reference data relating to the 2012 version of the North American Industry Classification
System (NAICS) codes. The user has created two snapshots on July 29, 2013 and July 30,
2013 in Collibra Data Governance Center. The user has the ability to filter on items that
have been added, changed, removed, or other.
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Figure 8.7: A comparison of snapshots of 2012 NAICS codes in Collibra Data Governance
Center.

Visualize Inter-Temporal Crosswalks Between Reference Data
Snapshots
The reference data hub should also support the visualization of inter-temporal crosswalks
between reference data snapshots. In other words, because reference data sets are subject
to revision over time, the reference data hub needs to map changes to reference data sets
for comparison purposes.

In Figure 8.8, Orchestra Networks EBX compares the snapshots of NAICS industry
codes between 2007 and 2012. EBX highlights that “Industry 22111 — Electric Power
Generation” has changed between 2007 and 2012.
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Figure 8.8: Orchestra Networks EBX highlights changes to NAICS data between 2007 and 2012.

In Figure 8.9, we can see that a firm classified in 2007 as NAICS code 221119 is
classified in 2012 as 221114, 221115, 221116, 221117, or 221118,
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Figure 8.9: Orchestra Networks EBX visualizes changes to NAICS code 221119 between 2007

and 2012.

Summary

In this chapter, we learned that reference data hubs need to support critical functionality
such as code table inventories, simple and complex mappings, hierarchy management,

snapshots, and inter-temporal crosswalks.






CHAPTER

INFORMATION PoLiCcY MANAGEMENT

any large institutions, especially those in the financial services industry, are
subject to intense scrutiny from regulators regarding their data management
practices. These institutions need to demonstrate that they have the appropriate
practices to improve the trustworthiness of their data. A best practice is for these institutions
to use Internal Audit as the “first line of defense” with the regulators. The data governance
teams should document information policies and then request Internal Audit to report on
the adherence to these policies.
Organizations have their own nomenclature for information policies. One approach is
to maintain a hierarchy of information policies, standards, and processes as follows:

e Information policies—These provide a broad framework for how decisions will be
made regarding data.

e Information standards—These provide detailed information on how information
policies will be implemented by the organization. Each information policy relates
to one or more information standards.

e [nformation processes—These provide detailed information on the procedures to
implement information standards. Each information standard relates to one or more
information processes.
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Figure 9.1 shows a sample information policy hierarchy. At the highest level, the
organization has an information policy relating to data ownership. At the next level, the
organization has an information standard relating to data roles, such as stewards. At the
lowest level, the organization has an information process relating to data stewardship
meetings.

N
Information Data Ownership
Policy
Y,
N
(
Information Data Roles
Standard
1\
N
Information Data Stewardship
Process Meetings

Figure 9.1: A hierarchy of information policies, standards, and processes.

Information policies, standards, and processes need to be reviewed and approved by
the data governance council. There are several approaches to manage these artifacts:

1. Artifacts are stored on file shares.

Information policies, standards, and processes may be documented in Microsoft
Word or PDF format and stored in Microsoft SharePoint. This is the most cost-
effective approach, but there is limited governance over these artifacts.

2. Artifacts are stored in GRC tools.

Information policies, standards, and processes may be maintained within
Governance, Risk, and Compliance (GRC) tools, such as EMC RSA Archer GRC
or IBM OpenPages GRC. The challenge is that GRC tools do not provide the
granularity required for information artifacts.

3. Artifacts are stored natively in the business glossary.

Several business glossary vendors have added support for information policies.
These business glossaries allow users to link the policies, standards, and processes
with the underlying data artifacts.
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4. Artifacts are stored externally but hyperlinked from the business glossary.
Some organizations choose to manage their data artifacts in Microsoft
SharePoint or other custom tools. However, they add a hyperlink from the business
glossary to the location of these artifacts.

This chapter will focus on the third option.

Manage Information Policies, Standards, and Processes Within the
Business Glossary

Business glossaries should allow users to govern information policies, standards, and
processes. For example, Figure 9.2 shows the “Metadata” policy in IBM InfoSphere
Business Glossary. This policy is associated with a number of standards, such as
“Audit Trail” and “Business Glossary.” Each standard provides additional detail on
the overall policy.

Develapment (losary Publdhed Gossiny

Term Details 8 &= 1

™ Metadata

Company should should establish an enterprise metadata repository to manage business terms, technical metadata, business
rules, data quality rules, master data rules, reference data, data lineage and impact analysis.

Parent Category W nformaton-Assct - M Entererse Dot Pobdes and Standards - il Enterorse Data Pobcies
Status Candidate

b General Informaton

¥ Agsociated Terms (21)

Has Types (21) Y AudtTead
| Ry Busness Gossany
| W8y Creatng » herarchy of date poboes, standards, ey, busness tarms, reference data end techncal metadata.

i Y Custodanshg

} Q Sazstom Attrbates

| st s st

| iy Custom Relatooshos

5 ) Custon Rokes

\ ) Cawlneage

\ % Oaia Stevardshp -

Figure 9.2: The Metadata policy has a number of standards in IBM InfoSphere Business Glossary.

Manage Business Rules

Data governance tools should also manage business rules, especially for critical data
elements. In Figure 9.3, the Data Validation Advisor in SAP Information Steward
contains the following business rules:
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There are specific allowed values for AddressType.

The U.S. postal code must be nine digits.

Customer address information must be entered. (It cannot be null or blank.)
The Customer_PostalCode must be valid.

The state or province abbreviation pattern must be checked.

’1 Data Vabdation Advisor

= ‘ o . . P
= [ sadentye X Remove
@ o3 Ay esaType alowed values Proposed Rue Possbie bad velue{s): Dwong @ Accept
! X Remove
£33 US Postal Code must be 9 do's Proposed Bndng Rule sesocated wih content type: Postode @ Acoept
1 5 Customer Address nformeton mut be entered Daatrg
5 Customer_Postakcode must be vald Lestrg
: - m X Reronve
; 2 Oreck state abbrevieton patten Preposed Brdng Rule 20s00sted wh content type: Regon Q@ Acorot

Figure 9.3: SAP Information Steward’s Data Validation Advisor contains a list of business rules.

In Figure 9.4, we drill into the Rule Editor for the rule about U.S. postal codes in SAP
Information Steward. The rule states that the U.S. postal code must be nine digits and in
the 99999-9999 format. The financial impact is $50 for each failure. The rule is bound to
the US_Postal_Code field, which is of the VARCHAR data type.

Jeetapean | Cleansrg Package fudder

14 Managemert |
Rule Editor

Properties  Custom Attributes

Norne: = US Postal Code must be 9 digits

Descripton: Postal Code Patten 99999 9999

Francisl Impact Per Falre: §  50.00 Eﬂ.

Statm:  Editing

Approver:® iy
Quality Dimension:* | Conformty

Parameters:
Nane Data Type Content Type Score  Descripton
X s posts_Code varchar Postcode i
AdG par arma
Expression:
Definition Fiters.
Parymeter Functon valve
X | 3uS_Postal_Code «| Maich pattern ) lo990n.9908

Acd Expresson

Figure 9.4: The Rule Editor in SAP Information Steward for the U.S. postal code rule.



Chapter 9: Information Policy Management 149

Leverage Data Governance Tools to Monitor and Report on
Compliance

Data governance tools should also allow teams to monitor and report on compliance with
information policies. For example, a key information policy relates to data ownership

of applications, data repositories, schemas, code tables, business terms, categories, and
other data artifacts. Data governance tools should support the formalization of this data
ownership.

Figure 9.5 shows an example of a data ownership matrix in Data Advantage Group
MetaCenter. The organization has established a policy that every data repository needs
to have a Data Executive, Managing Data Steward, and Data Steward. The administrator
has created these custom roles in MetaCenter. The administrator has also imported a list
of data repositories into MetaCenter and has produced a view showing the roles for each
system. This makes it easy for Internal Audit to monitor the adherence to the overall data
ownership policy.

oo Asset EDM v A ¥ ExectMatch (Manage Fempiates

Search Results - 3 resuits (0.048 seconds)

Figure 9.5: Data ownership of enterprise applications in Data Advantage Group MetaCenter.

Manage Data Issues

Data governance tools should provide capabilities to document, assign, reassign, track,
close out, and report on data issues. Data governance tools should also support OOTB
and custom workflows to deal with data issues. Several data governance tools have built-
in issue resolution capabilities. In addition, some organizations have repurposed general-
purpose issue management tools like BMC Remedy, HP Quality Center, and JIRA to
handle data issues.

Let’s walk through a detailed issue management workflow using Collibra Data
Governance Center. In Figure 9.6, an auto insurer has two applications. Application A
has a field called AGE, and Application B has a field called Youthful_Driver. The data
governance team uses IBM InfoSphere Discovery to infer a hidden business rule that the
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AGE field in Application A, which shows the age of drivers in an insurance application, is
related by the CASE statement to the Youthful_Driver field in Application B.

The business rule is that a driver is flagged as Youthful_Driver if his or her age is
less than or equal to 25. However, not all rows of data follow this business rule. In the
example, an 83-year-old driver has a “Y” in the Youthful_Driver field. This row of data is
automatically flagged as not following the discovered rule. Someone identifies this data
issue, and the entire data issue resolution process kicks off.
Transformation
| CASE WHEN AGE <=25 THEN
| Y outhful_Driver = ‘Y’ ELSE ‘N' END

Hit Rate = 90%
Application A Application B
AGE Youthful_Driver

Exceptiony

REBBBEBER
zzz<zZzzZzZzZ <<

Figure 9.6: IBM InfoSphere Discovery discovers anomalies in customer data at an insurance carrier.
(Image courtesy of IBM.)

John Smith is the user who discovered the data issue. As shown in Figure 9.7, John
Smith clicks the Log Issue button on the home page of Collibra Data Governance Center.
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Figure 9.7: John Smith clicks “Log Issue” in Collibra Data Governance Center.

As shown in Figure 9.8, John Smith now populates the Log Issue form in Collibra
Data Governance Center. He types “Non-Youthful Drivers” in the title box. In the
description box, he types, “An 83 year old is listed as a Youthful Driver in Application
A.” In the Priority box, he selects “Normal.” In the Responsible Community box, he
types “Underwriting Dept.” In the Relevant Data Assets box, he types “date of birth.”
In the Issue Classification box, he selects “Accuracy Issue.” This information allows
Collibra to create and log the issue within the system.
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Log lssue X

Title

Non-Youthful Drivers

Description
iBIA‘SZ&ﬁﬁ‘_‘--E‘%Sﬁ o @

| An 83-year old is listed as a Youthful Driver in Application A

Priority

Normal B

Responsibie Community

Underwriting Dept

Relevant Data Assets

. Create Issue

Figure 9.8: John Smith fills out an issue form in Collibra Data Governance Center.

In Figure 9.9, the administrator can now view the Non-Youthful Drivers data issue that
was requested by John Smith.
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Figure 9.9: The administrator views the list of open issues in Collibra Data Governance Center.

The administrator then needs to accept, reject, or reassign the data issue. As shown in
Figure 9.10, the administrator formally accepts the issue and assigns it to Jane Smith in
Collibra Data Governance Center.

R TR A PR A Y T T
Q fesreh

Non-Youthful Drivers

Overvien
+ Aae Assign role | Asyignee totowsers | SR Sanesmin X |

— we EXEEE
B

Traceabitity

An §3-year old « listed as @ Youtnful Driver in Appiication A

3
Normal !
|
|
1
|

Figure 9.10: The administrator accepts and assigns the issue in Collibra Data Governance Center.

As shown in Figure 9.11, Jane Smith can view her list of data issues, along with the
Assignee, Requester, and Reviewer roles.
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Figure 9.11: Jane Smith views her list of open issues in Collibra Data Governance Center.

As shown in Figure 9.12, Jane Smith clicks the Non-Youthful Drivers data issue.
She then types in her analysis: “The Youthful Driver flag is incorrectly set to ‘Y’ in
Application B.” She also enters her resolution: “I changed the Youthful Driver flag to ‘N’

in Application B.”

rﬁ Non-Youthful Drivers
A Vyow

Overview 1 Reaueste # ta
+ Agd SUbDMITtey For Apgrava John Stith !
' ¥
Compliance | J
/|
Deseris |

Traceability |

tan Deinte Craared Or
An 83-year 010 15 listea a5 a Youtnful Oriver in Application A ‘ Fen 26, 2013 6 31 20 PM )E

Qelete }
5 ton Yolete !
The Youthful_Oriver f1ag (s incorrectly st 1o 'Y" in Application B ) —— i
it weviewe
y siete
| changed tne Youthfu! Driver f1ag 1o "N™ in Apalication B . Admin Istrator

signee

‘! Jane Smith

Braascopity )

Figure 9.12: Jane Smith resolves the data issue in Collibra Data Governance Center.
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As shown in Figure 9.13, the administrator clicks the Approve/Reject button to
approve the resolution of the issue in Collibra Data Governance Center.

r_a Non-Youthtul Drivers

e

Overview Sidtus Aequester 7 ofen

g’

+ Ace Submitted For Approval l John Smuth

Compfiance

Traceability

Ar B3-year o0 18 Listed 34 3 Yournful Drwer in Application A

The Youtnfui_Driver Hag s incorrectly st to "Y" in Appiication & Normal

Re40iL )

| enanged the Yournful_Dover ftag 1o "N™ i Agplication B ' Admin Istrator

i Jane Smith

Figure 9.13: An administrator approves the resolution of the data issue in Collibra Data Governance
Center.

As shown in Figure 9.14, the administrator also enters the rationale for the decision to
mark the issue as resolved.

What is your reason for approving/rejecting?

'IBIAS / = B B Is |

1
)
=

LS d

' The solution meets our needs

Approve | Reject

Figure 9.14: An administrator documents the rationale for approving the resolution of the data
issue in Collibra Data Governance Center.
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As shown in Figure 9.15, the administrator then navigates to the list of data issues, and
confirms that the status of the Non-Youthful Driver data issue has been set to “resolved.”

N Collibra

Snapshots

Tasks

Staristics

Comments

+ Ade

Artachments

Figure 9.15: An administrator views the status of the resolved issue in Collibra Data Governance
Center.

As shown in Figure 9.16, Collibra auto-generates an email to notify stakeholders that
the workflow has completed, and the Non-Youthful Drivers data issue has been resolved.
Each step in the workflow can be supported with an auto-generated email.
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Issue management messages

[ The issue Nan-Youthful Drivers was resolved.

Figure 9.16: An automated email notification from Collibra Data Governance Center.

Summary

In this chapter, we learned that data governance tools can support information policies,
standards, processes, and rules. The business glossary should also support the monitoring
and enforcement of information policies. Finally, we reviewed a structured process to
manage data issues.
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CHAPTER I 0

DATA MODELING

ata modeling is a critical exercise to develop an understanding of an organi-
zation’s data artifacts. A data model is a wayfinding tool for both business and
IT professionals, which uses a set of symbols and text to precisely explain a
subset of real information to improve communication within the organization and thereby
lead to a more flexible and stable application environment.’
According to the American National Standards Institute, there are three types of data

models:

1. Conceptual data model—This type of data model describes the semantics of a
domain. It is used to communicate core data concepts, rules, and definitions to a
business user as part of an overall application development or enterprise initiative.
The number of objects should be very small and focused on key concepts.?

2. Logical data model—This type of data model shows a detailed representation
of some or all of an organization’s data, independent of any particular data
management technology, and described in business language.’

1 Hoberman, Steve. Data Modeling Made Simple 2nd Edition. Technics Publications LLC, 2009.

2 Hoberman, Steve, Donna Burbank, and Chris Bradley. Data Modeling for the Business. Technics
Publications LLC, 2009.

3 http://en.wikipedia.org/wiki/Logical data_model.
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3. Physical data model—This type of data model is a representation of a data
design that takes into account the facilities and constraints of a given database
management system.*

Data models start at a high level of abstraction with conceptual models, and become
more granular with logical and physical models. Data modeling and data governance
tools have a strong affinity, which we will discuss in this chapter.

Integrate the Logical and Physical Data Models with the Metadata
Repository

In chapter 2, we discuss the importance of ingesting logical and physical data models
into the metadata repository. That topic is reiterated in this section. In Figure 10.1, SAP
PowerDesigner contains a business glossary in the far left panel, and a logical data model
for Customer in the bottom left panel. The business glossary and the logical data model
are interrelated. For example, the business glossary contains the definition for the term
“Customer” that is the subject of the logical data model.
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Figure 10.1: SAP PowerDesigner contains a business glossary (far left panel) and logical model/
(bottom left panel).

4 http://en.wikipedia.org/wiki/Physical_data_model.
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Expose Ontologies in the Metadata Repository

In computer science and information science, an onfology formally represents knowledge
as a hierarchy of concepts within a domain, using a shared vocabulary to denote the
types, properties, and interrelationships of those concepts. Ontologies are used in library
science, systems engineering, biomedical science, and data architecture as a form of
knowledge representation about the world or some part of it. Figure 10.2 shows the
Global IDs scanner for the Financial Industry Business Ontology (FIBO), which includes
business terms and definitions for the financial industry.
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Figure 10.2: The Financial Industry Business Ontology (FIBO) scanner from Global IDs.

Prototype a Unified Schema Across Data Domains Using Data
Discovery Tools

Data discovery tools can also prototype a unified schema across data domains. Unified
schema prototyping is an important step to prepare for data consolidation and migration
projects. It is important to prototype what the data will look like before actually moving
it. In Figure 10.3, we pick up from the discussion about overlapping columns in chapter
5. IBM InfoSphere Discovery discovers overlapping columns across the Community,
Region, and CRM data sources.
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Figure 10.3: IBM InfoSphere Discovery discovers overlapping columns.

The first step is to define a unified schema across the source data sets. Figure 10.4
shows a unified schema for Customer across the three data sets. The unified schema
includes a number of columns, including FIRST_NAME, MIDDLE_NAME, LAST_NAME,
PHONE, and TAX_ID.

Q tmd lo‘h Sclumo @ Smm:e n»m o Unified Column Aﬂﬂvﬂlv @ Match and Merge Analysis
. 3
X T PAE +X

CRrN ST g 9

2 MIDOLE_NAME ‘ ' ! 0 0

3 LAST_NAME varcher 12 0 0

4 PONE Viw char 15 [} 1]

$ TAX_ID Varcher 12 0 0

e 6 GENDER Varchar 2 0 0
o 7 BIRTH_DATE OateTrme 2 0 0
; 8 ADORESS LD ) varchar 32 0 0
3 9 cry Varchar 21 o 0
10 STATE varchar 3 9 0

11 POSTAL_COOE Deamal 0 n 0

12 COUNTRY Varchar 4 0 0

Figure 10.4: Defining a unified schema for Customer in IBM InfoSphere Discovery.
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The next step is to map the sources to the target, as shown in Figure 10.5. For
example, COMMUNITY_BRCH.F_NAME is the source and Customer.FIRST_NAME is the

target.
Unified Schema: Customer wndad Sche

‘!mTMWu | Target Table Schema [ ,'Mum v Unified Column Analysis Match and Merge Analysis }
v ] e & v
YPE + R Fowm ' '
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| | osta_cooe COMMUNITY_BROAPOSTA, CO deamai{31,0) l
| il commr COMMUNITY_BROM.COUNTRY _NAVE varchar (14) ‘

Figure 10.5: Mapping sources to target column names in IBM InfoSphere Discovery.

Figure 10.6 shows a column analysis of the unified schema for Customer in IBM
InfoSphere Discovery.

Total Source Row Count: 189 - ‘
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Figure 10.6: Column analysis of the unified schema for Customer in IBM InfoSphere Discovery.

Finally, Figure 10.7 shows a match and merge analysis for Customer. ADDRESS_LINE_1
for the merged entity against the COMMUNITY, CRM, and REGION data sources. At the
bottom of the screen, we can view the details for Libby Hopkins in the merged entity, as
well as in the three data sources.
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Figure 10.7: Match-and-merge analysis for the merged entity against the data sources in IBM
InfoSphere Discovery.

Establish a Data Model to Support Master Data Management
Best-in-class master data management (MDM) hubs are model-driven to support rapid
development and time to value. In Figure 10.8, a simple data model has been set up in
Orchestra Networks EBX. The data model supports the MDM implementation of a store
that sells automobiles. The data model includes tables for Categories, Color, AutoName,
Cost, and Inventories. The table contains three foreign keys: AutoName, Color, and Types.
These keys are linked to the AutoName, Color, and Cost tables respectively. In addition, a
Boolean field called Availability has also been defined.
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Figure 10.8: AutoStoreDataModel in Orchestra Networks EBX.
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As shown in Figure 10.9, Orchestra Networks EBX automatically generates the data
authoring user interface from the data model. In this instance, EBX generates the data
authoring user interface so that Human Resources can on-board a new employee.
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Figure 10.9: Orchestra Networks EBX automatically generates the data authoring user interface
from the data model.

Summary
In this chapter, we learned that data modeling tools have a crucial role with respect to
data governance. Metadata repositories need to integrate logical and physical data models

as well as ontologies. Data discovery tools can also support the creation of a unified
schema for data consolidation and migration. Finally, data modeling is critical to MDM.






CHAPTER

DATA INTEGRATION

ata integration technologies fall into three different categories: bulk data
movement, data replication, and data virtualization.

® Bulk data movement—Bulk data movement includes technologies such as Extract,
Transform, and Load (ETL) to extract data from one or more data sources,
transform the data, and load the data into a target database. There are several
variations, such as Extract, Load, and Transform (ELT), which extracts data from
one or more data sources, loads the data into a target database, and transforms the
data in the target database.

® Data replication—According to Information Management Magazine, data
replication is “the process of copying a portion of a database from one environment
to another and keeping the subsequent copies of the data in sync with the original
source. Changes made to the original source are propagated to the copies of the
data in other environments.”

Replication technologies such as Change Data Capture (CDC) allow the capture
of only change data and the transfer of that data from publisher to subscriber
systems. Rather than performing queries directly against the database, CDC tools
improve system performance by capturing inserts, updates, and deletes directly
from the database transaction (redo) logs. As a result, CDC technology can capture
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big data such as utility smart-meter readings in near real-time, with minimal
impact to system performance. Replication tools include IBM InfoSphere Data
Replication, Oracle GoldenGate, Informatica Fast Clone, and Informatica Data
Replication.

e Data Virtualization—Data virtualization is also known as data federation.
According to Information Management magazine, data federation is “a method of
linking data from two or more physically different locations and making the access/
linkage appear transparent, as if the data were co-located. This approach is in
contrast to the data warehouse method of housing data in one place and accessing
data from that single location.”

Data virtualization allows an application to issue SQL queries against a virtual
view of data in heterogeneous sources such as in relational databases, XML
documents, and on the mainframe. Offerings include IBM InfoSphere Federation
Server, Informatica Data Services, and Denodo.

Data integration tools have a few key points of integration with data governance. We
discuss each of these in detail in this chapter.

Deploy Data Quality Jobs in an Integrated Manner with Data
Integration

Several tools, including IBM InfoSphere, Informatica PowerCenter, and Talend Data
Integration, have integrated their data integration and data quality offerings into a single
environment for ease-of-use and ease-of-development. In Figure 11.1, Talend provides
a unified process to load customer master data with de-duplication, survivorship rules,
address standardization, and data enrichment with geographical information.
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Figure 11.1: Talend provides a unified environment for data integration, data quality, and MDM.

Figure 11.2 shows an IBM InfoSphere DataStage job with the Rule Stage. The
developer can create data rules in IBM InfoSphere Information Analyzer and access those
rules within the IBM InfoSphere DataStage and QualityStage Designer. The developer
can see how many rows have been analyzed and how many of the rows are valid and
invalid. The developer can then choose to process the invalid records differently than
the valid records for reporting or automated remediation. Publishing a data rule to the
shared repository from IBM InfoSphere DataStage or from IBM InfoSphere Information
Analyzer makes the rule available for use across jobs or modules. For example, the
developer might execute the IBM Information Analyzer rule first in the data warehouse.
If bad data causes disruptions of the business, the same rule can be embedded in a
DataStage job to ensure that only clean data gets loaded into the data warehouse.
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Figure 11.2: IBM InfoSphere DataStage job with the Rule Stage from IBM InfoSphere Information
Analyzer.’

e

Move Data Between the MDM or Reference Data Hub and the Source
Systems

Data integration tools are critical to extract data from an MDM or reference data hub
and load it into downstream systems. Conversely, data integration tools should also
extract data from one or more source systems and load it into an MDM or reference data
hub. For example, IBM InfoSphere DataStage includes pre-built jobs to support data
extraction from IBM InfoSphere Master Data Management.

Figure 11.3 shows the IBM InfoSphere DataStage and QualityStage Designer client.
The user interface includes stages to retrieve data from IBM InfoSphere Master Data
Management. In Figure 11.3, the DB2_Retrieve_Entrecno stage retrieves records from the
DB2 MDM tables based on the enterprise ID (Entrecno). The Memget_multiple_OutFiles
stage then creates multiple output files, including Name_SSN, All-Segments, and Address_
Birthdt.

1 From the IBM Redbook Metadata Management with IBM InfoSphere Information Server, October 2011,
Jackie Zhu et al.
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Figure 11.3: IBM InfoSphere DataStage and QualityStage Designer client includes stages to
retrieve data from IBM InfoSphere Master Data Management.
Leverage Reference Data for Use by the Data Integration Tool

The data integration tool should re-use data that is governed within the reference data
hub. Figure 11.4 shows a snippet of the reference data pertaining to country codes.

AD ANDORRA

AE UNITED ARAB...
AF AFGHANISTAN
AG ANTIGUA AN..
Al ANGUILLA

AL ALBANIA

amM ARMENIA

AOQ ANGOLA

AQ ANTARCTICA
AR ARGENTINA
AS AMERICAN S
AY AUSTRIA

AU AUSTRALIA
Aw ARUBA

AX ALAND ISLAN. .
Az AZERBAUAN
BA BOSNIA AND..
88 BARBADOS

8D BANGLADESH
BE BELGIUM

BF BURKXINA FASO

Figure 11.4: A snippet of reference data for country codes.

These country codes can then be used as part of data integration jobs. For example,
Figure 11.5 shows a mapping in Informatica PowerCenter where CountryCodesLookup
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is used to look up data in a flat file or relational table. This approach can be extended
further. For example, a health plan used IBM InfoSphere DataStage to discover new
candidates for reference data that was governed in Collibra Data Governance Center.
When loading rows, if the DataStage job found a code value that was not part of the
lookup table, it would “soft insert” that row into the data warehouse. DataStage then
auto-initiated a workflow in Collibra to route the code value for review by the data
steward.

| Name 0 Native Type A |

| g | | Name 0Type

' 3Source Ports f

hi“""‘“*-w-. \. \ _,.-v""""‘“‘“ ‘
o Namel Rl

» Description! 0

' ElLookup Columns | |

| v |

| It r
: ‘ oy > |

( ) | R S S P ———— ‘HFS o ) ’vvv

[ U o g i, |

Figure 11.5: Informatica PowerCenter mapping includes a lookup for country codes.

Iintegrate Data Integration Tools into the Metadata Repository
Metadata repositories need to include scanners for data integration tools to support end-
to-end data lineage and impact analysis. This topic is covered in detail in chapter 4, on
metadata management.

Automate the Production of Data Integration Jobs by Leveraging the
Metadata Repository

Data analysts spend a lot of time building mapping specifications in Excel. These
mapping specifications show the source columns, the target columns, and the
transformations. Data integration tools can automate this process by leveraging content
from the metadata repository. Figure 11.6 shows IBM InfoSphere FastTrack. At the
bottom of the screen, we can see the source columns on the left and the target columns
on the right. The data analyst selects these columns from a list of candidates that are
automatically populated from IBM InfoSphere Metadata Workbench, which is the shared
metadata repository that underlies IBM InfoSphere Information Server. Data analysts
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can also re-use business terms from IBM InfoSphere Business Glossary. This process
eliminates the need to manually re-type column and table names and reduces the potential

for errors.

Mapping Editor

Caers M3
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0 T_AR_GRP.DAT.AR GRP_AR Cri | || | I+ I ACG-xmETA-01

7 1 ‘ 1]
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Figure 11.6: IBM InfoSphere FastTrack.

Summary
In this chapter, we discussed the alignment between data integration and data governance
tools. We learned that data quality and data integration jobs can be integrated. We also
reviewed how reference data and master data can move around using data integration
tools. We learned the importance of reference data to provide lookups for data integration
tools. Further, we learned that metadata hubs need to integrate with data integration tools,
Finally, we covered the automated creation of data integration jobs based on metadata.
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ANALYTICS AND REPORTING

decisions. A number of open-source and proprietary tools can support data
nalytics and reporting. These tools include SAS Business Intelligence, SAS
Analytics, IBM Cognos, IBM SPSS, SAP BusinessObjects, Tableau, QlikView, R, and
Pentaho. There are three key points of integration between analytics/reporting and data
governance tools:

q t the end of the day, organizations need to analyze their data to make business

e Export data profiling results to a reporting tool for further visual analysis.

e Export data artifacts to a reporting tool for visualization of data governance
metrics.

e Integrate analytics and reporting tools with the business glossary for semantic
context.

This chapter covers each of these integration points.

Export Data Profiling Results to a Reporting Tool

for Further Visual Analysis

Several organizations combine the power of their data profiling and reporting tools. In
the example in Figure 12.1, the data governance team profiles the data using Trillium
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TS Discovery. The team then exports the data into Tableau to produce a data assurance
dashboard with eye-catching visualization capabilities.

mxne Data Assurance Dashboard

Chart| Shows the sverage Edit Chack compilance rele by e awm-hm_—:—uhhmuhnll m.__
£ Check Test Complsteress Frrnot Rarge B ey

Assst Cass Covgletna.  Fumwa Rergo !

Augomoive 91.9%  93.2%  85.6% L File Fum

Corrranted 5 kb dens 9UT%  91.5% — - L

Commneniel Resl Estste 93.7% 93.2% 00%

Morigagedame Equly 859%  94.5%

MdYew EndYew MIYewr BuYew IMdYew BuYesr

Figure 12.1: Trillium’s data assurance dashboard, exposed in Tableau.

Export Data Artifacts to a Reporting Tool for the Visualization of Data
Governance Metrics

Data governance teams can also use reporting tools to visualize key data governance
metrics. In the example in Figure 12.2, the data administrator exports business glossary
terms into a spreadsheet. The administrator then imports those terms into Tableau to
visualize the level of progress across the different teams. As we can see, the “HCPCS
Glossary” has the most terms, followed by the “NAICS Terms” glossary.
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NAKCS Terms

Language
Codes
S DRG
‘ Glossary
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CDC Race
Codes
Giossary

ALIONyTNS

Language

Terms

HCPCS Glossary

Figure 12.2: Visualizing business glossary categories in Tableau.

Integrate Analytics and Reporting Tools with the Business Glossary

for Semantic Context

Many business glossary tools ship with a client widget so that users can access the
definitions of key terms directly from the business intelligence environment. For example,

a user views a term called “risk” in a reporting tool such as SAP BusinessObjects. The
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enterprise already has a business glossary within ASG-metaGlossary. The user’s desktop
contains a small widget called ASG-MyInfoAssist. Depending on the configuration,
the user highlights the term in SAP BusinessObjects, presses Shift+F5, and pulls up the

definition in ASG-

yInfoAssist, as shown in Figure 12.3.
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IM L Search

15 results found for term "risk”

Banknuptcy risk  [Financial]

The risk that a firm will be unable to meet its debt
obligations. Also referred to as default or insolvency risk.
Basisrisk  [Financial]

The uncertainty about the basis at the time a hedge
may be lited. Hedging substitutes basis risk for price
risk.

B - .I m - il

The risk that the cash flow of an issuer will be impaired
because of adverse economic conditions, making it
difficult for the issuer to meet its operating expenses.

Call sk [Financial]
The combination of cash flow uncertainty and
reinvestment risk introduced by a call provision.

C alrisk  [F al]
The risk that a foreign debtor will be unable to pay its

debts because of business events. such as bankruptcy.
Company-specific risk  [Financial]
Related: Unsystematic risk

Completion sk  [Financial]
Open ASG-MylnfoAssist Control

Figure 12.3: The search results for the term “risk” in ASG-MylInfoAssist.

Summary

In this chapter, we learned about the symbiotic nature of analytics/reporting and data
governance tools. Data analysts can export data profiling results to a reporting tool for
further visual analysis. Data stewards can export data artifacts to a reporting tool for
visualization of data governance metrics. Finally, business glossaries can integrate with
analytics and reporting tools for semantic context.
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BUSINESS PROCESS MANAGEMENT

usiness process management (BPM) is a holistic management approach to

aligning an organization’s business processes with the wants and needs of

clients.' Business process management tools include IBM Business Process
Manager, Pega Business Process Management, and Talend BPM. In addition, the Eclipse
open-source framework includes a plug-in for Business Process Model and Notation
(BPMN). There are three key integration points between BPM and data governance tools
that we will discuss in this chapter.

Data Governance Workflows Should Leverage BPM Capabilities

Data governance tools should leverage BPM capabilities to enforce data governance
workflows. As part of these workflows, specific roles may be involved in changes to
data governance artifacts, including business terms, data policies, business rules, and
code values. Let’s consider a simple example of a multinational corporation that wants
to do business in Kosovo. The EDM department has a list of approved country codes in
the reference data repository. However, Kosovo is not on the list of ISO 3166-1 alpha-2
country codes. EDM adopts the following workflow to approve a new business term
called “Kosovo™ with country code “KO”:

I http://en.wikipedia.org/wiki/Business_process_management.
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1. The European finance steward proposes the change.
2. The Global finance steward approves the change.
3. EDM adds the new entry to the code table for Country.

The code tables are already maintained in Collibra Data Governance Center. As shown
in Figure 13.1, EDM uses the OOTB approval workflow in Collibra Data Governance
Center. The workflow is based on BPMN and can be customized using the Activiti plug-
in to the Eclipse Integrated Development Environment (IDE) for Java. For the sake of
simplicity, we map the three swim lanes in the workflow to the key actors in the approval
process:

1. Subject matter expert (European finance)
2. Stakeholder (global finance)
3. Steward (EDM)

O ® o

!

Figure 13.1: The OOTB approval workflow in Collibra Data Governance Center.

As shown in Figure 13.2, “Kosovo” is a business term with the status set to
“Candidate.” The administrator clicks the Approval button to initiate the workflow in
Collibra Data Governance Center.
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@ Colliora
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Attributes Code
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KO Code value
Hierarchy

Figure 13.2: The administrator initiates the Approval workflow in Collibra Data Governance Center.

As shown in Figure 13.3, the subject matter expert clicks the Approve/Reject button
to approve the business term.

KOSOvVO

Type

SH
1 [D) Avproval Please review the definitions. i Cratgag e oA Tt o ‘ Approve/Reject Y ¥
Attribuites Code :
Hierarchy
KO Code Value
Fact Types

Responsibilities

Traceability

History

Figure 13.3: The subject matter expert approves the business term in Collibra Data Governance
Center.

In Figure 13.4, the stakeholder clicks the Comment button in Collibra Data
Governance Center. The status is changed to “Under Review.”
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Figure 13.4: The stakeholder clicks the Comment button in Collibra Data Governance Center.
In Figure 13.5, the subject matter expert processes the comments and clicks Done at
the top of the screen.

e KOSOVO
Lype

T ———
:1. £ ({J) Process Comments Please process the given comments.

]
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Hierarchy
KD Code Value

Fact Types
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Traceabilny

omments 'y itk $ays . ~
|
History Adding Kosovo makes a lot of sense Wa are doing a lot of business in that country i

Attachments

2 Sirtilh says minite aga
1 agree with Jane We really need to add Kosovo with its own country code 1

Figure 13.5: The subject matter expert processes the comments in Collibra Data Governance
Center.
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The next step in the approval process is for the steward to vote for approval. In Figure
13.6, the steward reviews the comments from the subject matter expert and stakeholder at
the bottom of the screen. The steward then votes to approve or reject the business term.

Py
Approve/Reject Other t
— =3 &
|
Altribures Codi
+ Add
Ka Code Valus |8
Hierarchy
I relations|
Fact Types 1
!I
Respansibilities |
|
|
Traceability |
Comments 1 Srnit says 9 milutes ag
+ Add
Adding Kosovo makes a lot of sense We are doing a lot of business in that country
History % Reply
Attachments
2 jotin Smiith says 5 Mtes agy .
TPV S B U AT 0.0 S P s S S A B SUPEET—— S S S L

Figure 13.6: The steward votes for the business term in Collibra Data Governance Center.
If all the processes are approved, the status of the business term “Kosovo” changes to
“Accepted,” as shown in Figure 13.7.
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Figure 13.7: The status of the business term changes to “Accepted” in Collibra Data Governance
Center.

Master Data Workflows Should Leverage BPM Capabillities

MDM projects typically involve a number of repetitive tasks, such as duplicate suspect
processing, that should be chained together in a workflow. The MDM hub should have
built-in BPM capabilities to automate these repetitive tasks.

In Figure 13.8, the Talend BPM solution enables collaborative stewardship. In this
example, the data steward does not have the permissions to change Account Company
Name in the MDM hub. The data steward launches an Account Company Name Request
form that is routed for approval to the manager and then to the operations manager via
BPM. Authorized users then receive the form and can process the request.

Figure 13.9 shows further details on the BPM workflow in Talend.
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Figure 13.9: Detailed BPM workflows in Talend.
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Data Governance Tools Should Map to BPM Tools
BPM tools support business processes, but they also need to be integrated with data
governance processes. Put another way, data governance tools should map data policies
and standards to key activities and milestones in BPM tools.

Figure 13.10 shows a simple map for the Know Your Customer (KYC) business

process at a bank. The business process is reflected in Diaku Axon. The business process
consists of seven activities:

1. Initiate KYC
2. Due diligence
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KYC risk classification

Decision

Enhanced due diligence (EDD)/monitor
Activate customer

Escalate

NS R W

Figure 13.10: The KYC business process for a bank in Diaku Axon.

In Figure 13.11, we can see further details on each activity. For example, the Initiate
KYC activity involves sourcing required information according to the type of customer
and the products requested. Diaku Axon then maps each activity to the associated business
glossary “Party Risk Data.” The glossary contains definitions of business terms, as well as
data policies and standards associated with the related activity in the KYC business process.
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Figure 13.11: The KYC activities are mapped to a business glossary in Diaku Axon.

Summary

In this chapter, we reviewed the integration points between BPM and data governance
tools. Data governance workflows should leverage BPM capabilities. In addition, master
data workflows should leverage BPM capabilities. Finally, data governance tools should
map data policies and standards to key activities and milestones in BPM tools.
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DATA SECURITY AND PRIVACY

rganizations need to safeguard the security and privacy of critical data relating

to their customers, employees, financials, and trade secrets. Before proceeding

any further, here is some background on key concepts that will be discussed in
this chapter:

® Data masking—The process of systematically transforming sensitive information
into realistic, but fictionalized, values.'

e Data encryption—The process of rendering sensitive data unreadable so that an
attacker cannot gain unauthorized access to it.

® Data tokenization—The process of substituting a sensitive data element with a
non-sensitive equivalent, referred to as a token, that has no extrinsic or exploitable
meaning or value. The token is a reference that maps back to the sensitive
data through a tokenization system. The mapping from original data to a token
uses methods which render tokens infeasible to reverse in the absence of the
tokenization system, for example using tokens created from random numbers.?

® Database monitoring—A form of security technology that monitors the activities of
the database but operates independently of the database itself. Database monitoring

1 Soares, Sunil. The IBM Data Governance Unified Process. MC Press, 2010.
2 http://en.wikipedia.org/wiki/Tokenization (data security).



190 Data Governance Tools

technologies typically have a limited impact on the performance of the database
system because they do not monitor database logs.

A number of integration points exist between these products and data governance
tools. These will be discussed in the rest of this chapter.

Determine Privacy Obligations

Privacy and data protection laws vary greatly by industry, state, province, and country.
An essential step in compliance is understanding what laws apply to which information
sources and categories. The big data governance program requires tools that can catalog
privacy laws and associate requirements and procedures to specific data sources and
data categories. Tools in this space include IBM Global Retention Policy and Schedule
Management.

Discover Sensitive Data Using Data Discovery Tools

Once sensitive data has been defined, data discovery tools should discover hidden
sensitive data. For example, Social Security numbers may be hidden in a field called
EMP_NUM. Figure 14.1 shows the Column Classifications view in IBM InfoSphere
Discovery, which lists available sensitive data discovery patterns. Examples of sensitive
data discovery patterns include phone number, email address, Social Security number,
and credit card number.

egggsgiggegngviigﬁégééééégésgé'
H
{

Figure 14.1: Sensitive data classifications in IBM InfoSphere Discovery.
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In Figure 14.2, we can drill down into CCN, credit card number, and view the complex
pattern that has been set up in the Administration Console of IBM InfoSphere Discovery.
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Finally, we can view the Column Analysis view with sensitive data classifications for
several columns of the OPTIM_CUSTOMERS table in Figure 14.3. For example, CUSTNAME
has been classified as customer name (CNAME), EMAIL_ADDRESS as email address (EA),
PHONE_NUMBER as U.S. phone number (USPHN), and NATIONAL_ID as U.S. Social
Security number (SSN).

Flag Sensitive Data in the Metadata Repository

Once the data governance team has identified sensitive data, it needs to flag all such
instances in the metadata repository. In Figure 14.4, the data steward has flagged the
business term “Social Security Number” as sensitive data by setting the custom attribute
called “Sensitive Data™ to true.
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Figure 14.3: The Column Analysis view with sensitive data classifications in IBM InfoSphere
Discovery.
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Figure 14.4: Social Security number is flagged as sensitive data in Collibra Data Governance
Center.



Chapter 14: Data Security and Privacy 193

Mask Sensitive Data in Production Environments

Data masking tools need to mask sensitive data in production environments. This
sensitive information includes birth dates, bank account numbers, street addresses, and
national identifiers such as U.S. Social Security numbers, Canadian Social Insurance
numbers, and Italian Codice Fiscale. In Figure 14.5, Oracle, DB2, MySQL, SAP Sybase,
and other databases contain sensitive data such as Social Security numbers. If an
outsourced database administrator or unauthorized user issues a SQL command against
the database, he or she will only be able to view the last four digits of the Social Security
number. This is accomplished by dynamic data masking with IBM InfoSphere Guardium.

No application changes

v" Cross-DBMS policies
Applicati
P servers sat v Mask sensitive data
Unauthorized - v" No database changes
Users v

Issue SQL
Actual data
stored in the
database
Dynamically Mask

Sensitive Data

User view of the data in the database
Figure 14.5: IBM InfoSphere Guardium masks Social Security numbers in production databases.

Mask Sensitive Data in Non-Production Environments

Data masking tools also need to mask sensitive data in non-production environments.
Tools in this space include IBM InfoSphere Optim Data Masking Solution and
Informatica Data Masking solutions. In Figure 14.6, the customer contact database is
a non-production application. The contact database contains an Office Phone field with

sensitive data.
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Figure 14.6: A customer contact database contains office phone numbers that are considered
sensitive data.

In Figure 14.7, IBM InfoSphere Optim Data Masking Solution masks the data in the
Office Phone field.
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Figure 14.7: IBM InfoSphere Optim Data Masking Solution masks office phone numbers.

Monitor Database Access by Privileged Users

Database monitoring tools enforce the separation of duties; all audit data must be stored
in a secure, tamper-proof repository, external to monitored databases. The database
monitoring functionality has a minimal impact on database performance, so it should
not require any changes to databases or applications. Vendors include IBM InfoSphere
Guardium Data Activity Monitor and Imperva Database Activity Monitoring.
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Document Information Policies Implemented by Data Masking and

Database Monitoring Tools

The business glossary needs to contain information policies that are executed by data

masking and database monitoring tools. In this section, we will use the governance of
utility smart meter data as the underlying example.?

Since the inception of electricity deregulation and market-driven pricing, utilities have
been looking for ways to match consumption with generation. Traditional electricity
and gas meters were only read monthly or quarterly. These meters measured only gross
consumption and gave no insight into when the energy was consumed. Several North
American utilities either have rolled out, or are in the process of rolling out, smart meters.
These smart meters typically capture usage data every 15 to 60 minutes for residential
and commercial customers and communicate that information on a daily basis to the
utility for billing and analytics.

These smart meters enable utilities to offer differentiated billing to customers, such as
lower rates during off-peak hours and higher rates during peak hours. As a result, utilities
are able to offer pricing plans that encourage customers to reduce usage during peak
hours. Utilities can reduce generation capacity if they are able to appropriately manage
customer peak demand, avoiding the need to build expensive power generation capacity
that might be used for only a few days in a year. In fact, some utilities believe they can
avoid building one or two expensive power plants altogether as a direct result of the smart
meter program.

From a data management perspective, utilities have to deal with reams of real-time
interval data from smart meters that are brought into their data warehouses. Customers
need to access this data from the web to understand how electricity use affects their
monthly bills. The utility itself can leverage this data to understand customer usage
patterns. The data governance program needs to establish policies around the following:

® Data archiving—The data governance program needs to set policies around data
archiving to avoid runaway storage costs from the explosion of data from smart
meters. For example, one utility decided to maintain meter interval data for a
rolling period of 42 months. Any data beyond that period was moved to secondary
storage to reduce costs.

e Data access—The data governance program needs to set policies around who
within the organization is authorized to access what data. In a purely hypothetical

3 Adapted from Selling Information Governance to the Business, Sunil Soares (MC Press, 2011).
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example, would celebrities want their excessive home energy consumption to

get into the public domain? The answer is probably no, especially if a celebrity
has been a vocal opponent of the harmful impact of carbon emissions. In several
instances, utilities are now implementing solutions to monitor access by privileged
users to smart meter data.

There have been several newspaper reports of the potential privacy threats posed
by smart meters. For example, smart meter data could possibly tell an observer
everything subscribers do in the home, down to how often they wash their towels,
or even what brand of washer they wash them in.* As smart meters become more
mainstream, regulators such as the state Public Utility Commissions (PUCs) in
the United States will become more assertive about protecting consumers’ privacy
rights.

Figure 14.8 shows a number of data governance policies related to smart meters in
IBM InfoSphere Business Glossary.

@ Data Governance Policy Regarding Safeguarding the Privacy of Smart
Meter Customers

Undefined
Long Description Eackground
Tradtiona' dlectrcty and gas metery vare only ready on & monthly or quarterly bass. Thess maters massured only gross consumpton and gave no nsght mto
vihen the energy was consumed, Mowever, smart metens wircduce & new paradgm by captunng usage data every 15 to 60 minutes for res
Parent Category
Labels (0
Steward

Assigned To Terms (0)

P General Information

- Terrss (4)

Figure 14.8: Smart meter data governance policies in IBM InfoSphere Business Glossary.

4 “Smart Meters Raise Privacy Concerns.” Smart Money Magazine, June 3, 2010.
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First, IBM InfoSphere Business Glossary contains a parent policy called
“Safeguarding the Privacy of Smart Meter Customers.” This has four child policies:

1. Data governance policy regarding a Privacy Impact Assessment (PIA) for smart
meters

2. Data governance policy regarding masking of smart meter data in non-production
environments

3. Data governance policy regarding monitoring access to smart meter data by
privileged users

4.  Data governance policy regarding retention periods for smart meter data

In Figure 14.9, we drill down into the policy regarding the masking of smart meter
data in non-production environments. This policy would need to go into detail on the
specific fields that need to be masked. The policy is also linked to IBM InfoSphere Optim
Data Masking Solution via IBM InfoSphere Metadata Workbench. Note that this linkage
is for illustrative purposes only and was not supported in the IBM InfoSphere tooling as
of the publication of this book. However, we anticipate that IBM and other vendors will
introduce tighter policy-based integration between their metadata and data masking tools.

Information Governance Rule Details 8 © 2

¢ Smart meter data in non-production environments should be masked.
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Figure 14.9: A smart meter data governance policy in IBM InfoSphere Business Glossary
theoretically integrated with IBM InfoSphere Optim Data Masking Solution.



198 Data Governance Tools

As of the publication of this book, IBM had introduced limited policy-based
integration between IBM InfoSphere Business Glossary and IBM InfoSphere Optim Data
Masking Solution. Figure 14.10 illustrates the following integration elements:

e C(lassifications—In the left panel in Figure 14.10, we can view a list of data
classifications using the Business Glossary viewer in IBM InfoSphere Optim

Designer. One such classification is “Email Address.”

e Bindings—This classification applies to the DB2.PRD.OPTIM_CUSTOMERS.EMAIL_

ADDRESS column in the middle pane.

e Data masking policies—The far right panel shows a drop-down list of the actual
data masking policies in IBM InfoSphere Optim Designer, including one for Email

Address.

e Data masking routines—The bottom right panel shows the data masking routine for

NATIONALID in IBM InfoSphere Optim Designer.
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Figure 14.10: Policy-based integration between IBM InfoSphere Business Glossary and IBM
InfoSphere Optim Data Masking Solution.

In Figure 14.11, the policy relating to monitoring access to customer names is
documented in IBM InfoSphere Business Glossary. This policy flags customer last name
as sensitive data in the metadata repository. It should also state that any database access
requests by privileged users such as database administrators should be sent to a third
party. The policy is implemented in IBM InfoSphere Guardium Data Activity Monitor.
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As in Figure 14.9, the linkage shown in Figure 14.11 between IBM InfoSphere
Business Glossary and IBM InfoSphere Guardium Data Activity Monitor is only
theoretical; it has not been actually implemented in the tools. However, we anticipate
that IBM and other vendors will introduce tighter policy-based integration between their
metadata and database activity monitoring tools.
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Figure 14.11: Smart meter data governance policy in IBM InfoSphere Business Glossary
theoretically integrated with IBM InfoSphere Guardium Data Activity Monitor.

Create a Complete Business Object Using Data Discovery Tools That
Can Be Acted Upon by Data Masking Tools

Complete business objects are simply lists of tables and the relationships between those
tables. In terms of data masking, understanding and modeling the relationships in the
complete business object allows developers to propagate sensitive data through the data
model if that sensitive data acts as a key. Data masking represents a simple concept, but it
is technically challenging to execute. Developers need the capability to propagate masked
data elements to all related tables in the database, and across databases, to maintain
referential integrity. For example, if a masked data element such as a telephone number

is a primary or foreign key in a database table relationship, this newly masked data value
must be propagated to all related tables in the database, or across data sources. If the data
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is a portion of another row’s data, it must be updated with the same data as well. Without
an understanding of the business object and its relationships, masking data would create
orphans, which again would make the application fail unintentionally.?

In Figure 14.12, the Customers.Cust_ID column is the primary key and Orders.Cust_ID
is the foreign key. The tables on the left contain original data, and those on the right
contain masked data. On the left, we see that Elliot Flynn, Cust_ID 27645, has placed two
orders. On the right, his Cust_ID has changed to 10002, and his name to Pablo Picasso.
However, referential integrity has been maintained by changing the Cust_ID in the Orders
table to 10002, as well. Data discovery tools like IBM InfoSphere Discovery can uncover
these primary key-foreign key relationships to support data masking.°

Original Data De-Identified Data
Customers Table Customers Table
Cust_ID Name Street Cust_ID Name Street
08054 Alice Bennett 2 Park Bivd 10000 Auguste Renoir Mars23
19101 Carl Davis 258 Main 10001 Claude Monet Venus24
27645 Elliot Flynn 96 Avenue 10002 Pablo Picasso Saturn25
Orders Table Orders Table
Cust_ID item # Date Cust_ID Item # Date
| 27645 80-2382 20 June 2006 —*| 10002 80-2382 20 June 2006
27645 80-2382 10 October 2006 10002 80-2382 10 October 2006

Figure 14.12: Masked data needs to be propagated based on primary key-foreign key
relationships.

Summary

In this chapter, we learned about the key integration points between security/privacy and
data integration tools. Data discovery tools should discover sensitive data, which should
be flagged in the metadata repository. Sensitive data should be masked in production and
non-production environments. Data governance teams should establish capabilities to
monitor database access by privileged users. In addition, data stewards should document
key security and privacy policies in the business glossary. Finally, data discovery tools
should identify complete business objects that can be acted upon by data masking tools.

5 *“InfoSphere Optim and the complete business object Part 1: Understanding the complete business
object.” http://www.ibm.com/developerworks/data/library/techarticle/dm-1110optimobjectpart1/.
6 Soares, Sunil. The IBM Data Governance Unified Process. (IBM, 2010.)
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INFORMATION LIFECYCLE MANAGEMENT!

information throughout its lifecycle, from creation through disposal, including
compliance with legal, regulatory, and privacy requirements. ILM encompasses
business processes and policies across legal, records, and IT. ILM programs should
enable the efficient disposition of information at the end of its usefulness to the business,
in accordance with legal and regulatory obligations.
The components of an ILM platform are as follows:

I nformation lifecycle management (ILM) is a process and methodology for managing

e [nformation archiving—As data volumes grow, production systems become
overburdened with information that is less frequently accessed or no longer needed
by business users. Organizations need solutions that enable efficient and timely
archiving of structured and unstructured information while enabling its discovery
for legal requirements and its timely disposition when no longer needed by
business, legal, or records stakeholders.

Content repositories include Microsoft Exchange, IBM Notes and Domino,
Microsoft SharePoint, Oracle, IBM DB2, and SAP. IBM InfoSphere Optim Data
Growth Solution and Informatica Data Archive enable organizations to move
structured data to less expensive storage for later retrieval. This approach reduces

1 This chapter includes content from Big Data Governance, Sunil Soares (MC Press, 2012).
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storage costs and improves application performance. OpenText offers solutions
for archiving SAP data. Vendor offerings such as Symantec Enterprise Vault,
HP Consolidated Archive, IBM Value-Based Archiving Solutions, and EMC
SourceOne also offer unified archives for a variety of data types.

® Records and retention management—Every ILM program must maintain a catalog
of laws and regulations that apply to information in the jurisdictions in which the
business operates. These laws, regulations, and business needs drive the need for
a retention schedule that determines how long documents should be kept. Records
management solutions enforce a business process around document retention.
Vendor tools include IBM Enterprise Records, EMC Documentum Records
Manager, HP Records Manager, and OpenText Records Management.

e Legal holds and evidence collection (eDiscovery)—Most corporations and entities
are subject to litigation and governmental investigations that require them to
preserve potential evidence. Large entities might have hundreds or thousands of
open legal matters with varying obligations for data. A typical legal matter lasts
three years, and many last five or more years.

According to the Information Lifecycle Governance Leader Reference Guide
by Deidre Paknad and Rani Hublou, legal eDiscovery costs are largely a function
of information volume. The guide notes that 97 percent of all matters settle before
trial, and of the three percent that go to trial, 1.5 percent settle before the trial
concludes. Because of these dynamics, improvements in the eDiscovery process
increase transparency, enable the defensible disposal of unnecessary data, and
considerably reduce outside legal fees.

The legal department needs to define evidence obligations; coordinate
with IT, records, and business teams; search large volumes of documents; and
gather evidence. Data sources include email messages, instant messages, Excel
spreadsheets, PDF documents, audio, video, and social media. Vendor tools include
Symantec Enterprise Vault, HP eDiscovery, IBM eDiscovery Manager, Recommind
Axcelerate eDiscovery Suite, Nuix eDiscovery, ZyLAB eDiscovery and Production
System, and Guidance Software EnCase eDiscovery.

e Test data management—The data governance program needs tools to streamline
the creation and management of test environments, subset and migrate data to build
realistic and right-sized test databases, mask sensitive data, automate test result
comparisons, and eliminate the expense and effort of maintaining multiple database
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clones. IBM InfoSphere Optim Test Data Management and Informatica Data
Subset streamline the creation and management of test environments.

Figure 15.1 shows IBM InfoSphere Optim Test Data Management. The panel in
the top right shows statistics for key tables before and after the test data subsetting
process. Source 1 is for post-subset tables, and Source 2 is for pre-subset tables.

We can see that DB2.PRD.OPTIM_SALES has 14 rows before and after the subsetting
process. However, these rows are different, which means that the subsetting process
changed or masked the values. Similarly, DB2.PRD.OPTIM_CUSTOMERS has nine
rows that were also all changed. On the other hand, the other tables remained
unchanged during the subsetting process. In the bottom right panel, a developer can
also test that the values have been masked appropriately. For example, the values of
EMAIL_ADDRESS, PHONE_NUMBER, NATIONAL_ID, and CREDITCARD_NUMBER have
been changed, as expected.

d Open R ORRREN

| bie fdix Nowigate Prog

am fluepring  Wingow  Help

[ 2+ #EAY D VOGO RETOBREREY | Totsl | Unmatched | Equsl | Diferent Rows wih
| WDrecton Bxpl 1\ . 1) Glowary Expio| ' I | [IECUSTOMERSUBSET FROD &0, | Source Table Name | Rows | Rows | Rows | Rows Duplicate Match Keys
4 o * % 7 | Access Definition Editor | 4| [»[4] Iodal [olel [vle Jefal |o]e [»
i [« Data Store Aliases ¢ Use the editor to specify selection crfl | DB?EROOET,‘M-?‘LES Lol 0!' 0 L 0
i 1y, D82 || Selection  Services 2 052 PRO OPTIM_SALES i) 0/ 0
i g 8| o e ] DB2 FRD OPTIM_TEMS ] D 0 — 0
I - ' 2 D82 PRO OPTIM_ITEMS 48 [ 1 0
:: x | Specily tables and criteria for T Dﬂ?ﬂ__~_=0~;ﬂ_iks i T 19J il ot _du_ﬂl
k205 | Peserevon - Exvact B2 andlfy ™ Thg) PR OPTIM_ORDERS [ 1] | I 0
i % Optien Prunary Keys )| - Delai guaiier: 0 DSZPRO. 4 DB2PROOPTMDETALS | 80 50 0 o 0
[l 7 OptmRassonsics ) S 2 DBZ PRD OPTIM DETALS 80w [ i == ===y
bt R T |DB2PRD OFTM CUSTOMERS 9 L) ) O |
S Dz ET ko 107 Loble name: : 0B2.PRD.OPTIM_CUSTONERS % g J 0 :
2 DB2DCV-ORDR-CUST " 4 R - L S (U A A N - .
12 DBZOCY-SHIN-SHTO v Totat 7 7 i] 0 ] ! 0
P DB2OCV-SHTO-CUST X Al Tables 1 8 ] [l 0 0
D DBIDEV-SHIN-SHIO L7 e B 1 7" OPIIM SALES 7 o t— ] 0—{ N e e - Il
1D DB20EV-SHIO-CUST sv e il 2 4" OPTIM ITEMS - ) . .
1B DBZPRD SHIN-SHTO 1102 i ] 3 2" OPTIM_ORDERS A
12 DBIPRD.-SHTO.CUST s il 4 " OPTIM DETAILS Columa Source 1 Source 2
3 02 SHTO-CUST vy 4l S rutOPTRCUSIOMERS . e [r]e]
e s il e o onmsmpOPTM S TICUST D 10578 10578
: i ) | 7 2" ORAPRDOPTIM_SHI <7 T Rates | mala B ™ P = = = 1
 Comoare 2| CUSTHAME __|Betenlomiess _ |Babea Lowiess. -
zcusrwmcuwc_um s \L L T
Sommmomer Lo s —
Column Map Procedures Table Details Table Specificavons | 5| EMAIL_ADDRESS 105781 @spambob.com | Barbra.K.Loveless@spambob.com -
Samptes The table inciudes the tollowng wf  §| PHONE_NUMBER 253920610 | 919.787.7455
MASK CREDITCARD i Setecton ciitena SELECT *F ._Trﬁms T 7‘35“ - Y!‘ssw T T o -
MASKNATIONALIO { =SS
+ Cuntomer Oroers 8| NATIONALTY LA - - R
® Access Defintions \ - S[NATONALD [GUICOXOTPOSLOTSF  |GUICONSGTZSCOMZ )
o IO SUASET. 0D e sracments 10| CREDITCARD_NUMBER | 3000005136433 | 0000087854332
= u;:n:.mu. ‘ _ | Column spectcavons ves |€tCl 11| CREDITCARD TYPE Discover  Dracover
s e S C 4 ol s o o el L v L bl i b A B e =
L - I ]

Figure 15.1: IBM InfoSphere Optim Test Data Management.

There are a few intersection points between data governance and ILM tools, discussed
in the rest of this chapter.
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Document Information Policies in the Business Glossary That Are
implemented by ILM Tools

Business glossaries should document information policies that are implemented by ILM
tools. We continue with the example from the previous chapter, relating to the governance
of smart meter data in utilities. In Figure 15.2, IBM InfoSphere Business Glossary contains
an information governance policy relating to the retention rules for smart meter data. The
policy states that smart meter interval data may be retained in detailed form for a period
of 13 months. This policy is then implemented by IBM InfoSphere Optim Data Growth
Solution. This integration is for illustrative purposes only and is not supported in the tool
as of the publication of this book. However, we anticipate that IBM and other vendors will
continue to pursue policy-based integration between their metadata and ILM tools.

Information Governance Rule Details L= T I ]

¢ Retention rules for smart meter data.

Smart meter nterval data may be retaned in detaled form for a perod of 13 months.
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Figure 15.2: In this theoretical example, IBM InfoSphere Optim implements an Information
Governance Policy in IBM InfoSphere Business Glossary.

Discover Complete Business Objects That Can Be Acted on Efficiently
by ILM Tools?

As discussed earlier, complete business objects are simply lists of tables and the
relationships between those tables. For data extraction through a data archiving tool like
IBM InfoSphere Optim Data Growth Solution, the complete business object is used to
create an immutable historical snapshot of the data at a point in time. The transactional

2 http://www.ibm.com/developerworks/data/library/techarticle/dm-1110optimobjectpart1/.
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data is archived, along with the reference data that gives it context. This context is crucial
in order to give the transactional data meaning when the data in the archives is recalled
and reported on later.

The primary purpose of complete business objects in test data management is to create
relationally intact subsets of data. These subsets allow users to create test databases that
are only as large as they need to be for their particular testing purposes. Figure 15.3
shows the creation of a complete business object, called a Data Object in IBM InfoSphere
Discovery, for OPTIM_ORDERS that also include data from the OPTIM_SALES, OPTIM_
DETAILS, OPTIM_CUSTOMERS, and OPTIM_ITEMS tables.
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Figure 15.3: The creation of a complete business object within IBM InfoSphere Discovery.

Summary

In this chapter, we discussed the different components of an ILM platform, including
archiving, records and retention management, eDiscovery, and test data management.
We discussed how business glossaries may document information policies that are
implemented by ILM tools. We also reviewed how data discovery tools can identify a
complete business object to support ILM.
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processing of large data sets across thousands of computers based on commodity
ardware. The Apache Hadoop project grew out of pioneering work at Yahoo!
and Google, where researchers worked with huge volumes of data across large clusters
of computers. These technologies are gradually making their way into government and
commercial applications and have unleashed the big data revolution.

Because it consists of a bewildering array of technologies with their own release
schedules, Hadoop can be somewhat intimidating to the novice user. As with other open
source software, Apache Hadoop does not come with product support for things like
bug fixes. To address these shortcomings, a number of vendors have released their own
distributions of Apache Hadoop that have undergone release testing. These vendors
bundle product support and offer training for an additional fee. Most enterprises that have
deployed Hadoop for commercial use have selected one of the Hadoop distributions.
Standalone vendors who offer Hadoop distributions include Cloudera, MapR, and
Hortonworks. In addition, IBM offers a Hadoop distribution called InfoSphere
Biglnsights. Amazon Web Services offers a Hadoop framework that is part of a hosted
web service called Amazon Elastic MapReduce (EMR), which distributes workloads
over a cluster of Amazon Elastic Compute Cloud (EC2) instances. EMC Pivotal offers a
Hadoop distribution called Greenplum HD.

q pache Hadoop is an open source software library that supports the distributed
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Figure 16.1 shows the landing page for Apache Hadoop User Experience (Hue) in
Cloudera.

g%mﬁmigi TeAx 81LUPH ¢ @ clouders

Bie Edt View Higory fookmarks Dols tiep
(7 aboutsessionrestore - 3 e Hue - Home x|

€ | 3 localhostiocaldomain 5.7

gl T Ae

[ Most Visitedv [ "ICloudera | ;Cloudera Manager | |Hue [ HDFS ! Hadoop jobTracker | 'HBase Master Soir

Welcome Home.

Hue 1s 2 Wed Ul for Apache Hadoop. Select an apphkcation below

1 Query B Hedoop = Workflow

Hive Files Dashboard

Impala Jobs Editor

Figure 16.1: The landing page for Apache Hue in Cloudera.
The following are a few basic Hadoop technologies:

® Hadoop Distributed File System (HDFS)—Hadoop Distributed File System
(HDFS) is a distributed file system that is designed to be highly fault tolerant and to
run on low-cost hardware.

® MapReduce—MapReduce applications can process vast amounts (multiple
terabytes) of data in parallel on large clusters in a reliable, fault-tolerant manner.
MapReduce is a computational paradigm in which an application is divided into
self-contained units of work. Each of these units of work can be executed on any
node in the cluster. A MapReduce job splits the input data set into independent
“chunks” that are processed by map tasks in parallel. Although the Hadoop
framework is implemented in Java, MapReduce applications do not have to be
written in Java.!

e Hive—Apache Hive is a data warehousing infrastructure that sits on top of Hadoop.
Hive provides a SQL-like interface called HiveQL to query large volumes of data

1  http://publib.boulder.ibm.com/infocenter/bigins/v1rl/topic/com.ibm.swg.im.infosphere.biginsights.
welcome.doc/doc/welcome.html.
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in Hadoop. Because Hive insulates users from having to learn the intricacies of
MapReduce programming in Java, it is a great transition for relational database
programmers who are looking to work with Hadoop.

e mpala—Cloudera Impala allows users to issue SQL (Structured Query Language)
queries against data stored in HDFS and Apache HBase.

e Pig—Apache Pig is a platform for analyzing large semi-structured data sets in
Hadoop. It uses a procedural language called Pig Latin that insulates users from
learning the intricacies of MapReduce programming in Java. Hive and Pig evolved
as separate Apache projects for the analysis of large datasets. Hive is better suited
to users who are familiar with SQL. Pig, on the other hand, is ideal for users who
are familiar with procedural programs like Microsoft Visual Basic and Python.

e HBase—Apache HBase is a column-oriented database that sits on top of HDFS.

It is designed to store large tables, with billions of rows and millions of columns.
HBase is not a relational database and does ot support SQL.

® (Qozie—Apache Oozie is a workflow scheduler to manage Hadoop jobs.

e HCatalog—HCatalog is a table and storage management layer for Hadoop that
enables users with different data processing tools (such as Pig and MapReduce) to
more easily read and write data on the grid.?

e Sgoop—Apache Sqoop is a tool that supports the movement of massive volumes
of data between Apache Hadoop and structured data stores such as relational
databases. Many ETL vendors also support similar functionality.

In the rest of this chapter, we discuss the intersection between Hadoop and data
governance tools.

Conduct an Inventory of Data in Hadoop
Many big data teams start by creating a “data lake” in Hadoop to act as a landing zone
for data across the organization and for big data analytics. Left unchecked, these data
lakes can quickly become unmanageable for data scientists who might have to deal with
multiple copies of the same data set.

Because you cannot govern what you do not know exists, the first step to governing
big data is to build an inventory. In Figure 16.2, we show the Hadoop data inventory
file browser in Waterline Data Science. The data scientist views the search results for
Customer. In the left panel, the data scientist can also view the faceted search with results

2 https://cwiki.apache.org/confluence/display/Hive/HCatalog+UsingHCat.
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classified by categories. For example, there are seven results classified by SAP and three
results in the Northeast.
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Figure 16.2: The Hadoop Data Inventory file browser in Waterline Data Science.

Assign Ownership for Data in Hadoop

Data governance programs need to assign the ownership of data, whether or not it resides
in Hadoop. As shown in Figure 16.3, a retailer uses Data Advantage Group MetaCenter
to manage data ownership for all types of data. For example, the Finance Reporting
application and Data Mart 1 are owned by Finance and Merchandising, respectively. On
the other hand, big data in the form of Twitter and Facebook are primarily managed in
Hadoop and are under the ownership of Marketing. Finally, Supply Chain owns radio-
frequency identification (RFID) data. MetaCenter also contains the names of the data
executive, managing data steward, and data steward for each application or data type.
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Figure 16.3: Data ownership in Data Advantage Group MetaCenter.

Provision a Semantic Layer for Analytics in Hadoop

Although Hadoop is a powerful analytics platform, it is meaningless without the
appropriate semantic layer to provide meaning to key business terms. In the next few
screenshots, we explore a simple MapReduce word-count program that executes within
Cloudera. The business definitions for the key terms are available in Collibra Data
Governance Center. Figure 16.4 shows a list with comma separated values (CSV) of
banking terms related to the Dodd-Frank legislation in the United States.

A | e ek i AL " e
1 Name  definition

2 iffilite Section 20f the Bank Holding Company ActFor purposes of this Act the tem "affiliate” means any company that controls, i controlled by, or s under comman control with another company (see defi

3 agency  Section  of the International Banking Act"Agency” means any office or any place of business of  foreign bank hocated in any State ofthe United States at which redit balances are maintained incidental
4 bank  Section 3of the Federal DepositInsurance Act.The ferm "bank"-- (A) means any national bank and State bank, and any Federal branch and insued branch; and (B] includes any former savings assxiation.
5 bank hoid Section 2 of the Bank Holding Company Act(a)(1] Except as provided in paragraph (5] of this subsection, *hank holding company” means any company which has control over any bank or over any company
§ branch  Section 1 of the Interatonal Banking Act "branch" means any offce o anyplace of business ofafoeign bank located in any State ofthe Uned States &t which deposits re recenved,

7 commera Section 602 of Dodd FrankA company s a“commercial firm'” f the annual gross revenues derived by the company and all ofits afliates from activities that are financialin nature (as defined in saction (K
§ exposure Section 23 of the Federal Reserve ActAn insured depository institution's "exposure” to another depository institution means-A.all extensions of credit to the other depository institution, regardless of na

Figure 16.4: Banking business terms relating to the Dodd-Frank legislation in the United States.
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In Figure 16.5, we compile the WordCount.java file using the command-line interface
in Cloudera.

 Applications Places System &8 ¢ &  MonAx 7, 604AM  clouders

file Edt Yiew Search Jerminal Help )
[clouderaBlocalhost <8 javac -cp fusr/lid/hadoop/*: /usr/1ib/hadoop/client -8.20/* -d wordcount classes lordcounl.)svj 1A

Figure 16.5: Compiling the WordCount.java file using the command-line interface in Cloudera.

In Figure 16.6, we create the wordcount.jar file using the command-line interface in
Cloudera.

§ B Monk 7, 60TAM cloude

File Edit Yiew Search Jermindl Help

[clouderaglocalhost ~]$ javac -cp /usr/lib/hadoop/*: /usr/Lib/hadoop/client-8.268/* -d wordcount classes WordCount.)ava
[clouderaglocalhost ~|$ jar -cvf wordcount. jar -C wordcount classes/ .
added manifest

adding: WordCountsReduce.class(in = 1591) (out= 642)(deflated 59%)

adding: WordCount$Map.class(in = 1918) {out= 795)(deflated 58%)

adding: WordCount.java(in = 1859) (out= 644)(deflated 65%)

adding: org/(1n = 8) {out= 8)(stored 0%)

adding: org/myorg/{in = 8) (out= 8)(stored &%)

adding: org/eyorg/wordCount$Reduce.class(in = 1611) (out= 649) (deflated 59)
adding: org/myorg/WordCountsMap.class(in = 1938) (out= 798)(deflated 58%)
adding: org/ayorg/wordCount,class(in = 1546) {out= 749)(deflated S15)
adding: WordCount.java~(in = 1839 (out= 634)(deflated 65%)

adding: WordCount.class(in = 1516) (out= 749) (deflated 51%)
[clouderaglocalhost ~s |}

Figure 16.6: Creating the wordcount.jar file using the command-line interface in Cloudera.

In Figure 16.7, we execute the MapReduce code on the .csv file with the Dodd-Frank
terms.

In Figure 16.8, we view the results of the MapReduce word-count program in
Cloudera. The words “affiliate” and “bank™ appear once each.
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a* Applications Places System [ @ Mon Apr 7, 6:13AM  cloudera

flle Edit View Search Terminal Help

[cloudera@localhost ~]8 hadoop jar wordcount.jar org.myorg.wordCount /user/cloudera/wordcount/input fuser/cloudera/wordcount/outputl |
14/04/07 66:10:22 WARN mapred.JobClient: Use GenericOptionsParser for parsing the arguments. Applications should implement Tool for the same. I
14/04/07 ©6:10:23 INFO mapred.FileInputFormat: Total input paths to process : 3

14/04/07 66:10:25 INFO mapred.JobClient: Running job: job 201484876409 0663

14/84/07 06:10:26 INFO mapred.JobClient: map 0% reduce 6%

14/04/87 86:11:42 INFO mapred.JobClient: map 56% reduce 0%

14/64/07 06:12:01 INFO mapred.JobClient: map 100% reduce 0% i
14/04/07 86:12:22 INFO mapred.JobClient: map 100% reduce 106%

14/04/07 086:12:29 INFO mapred.JobClient: Job complete: job 201464670469 8065
14/64/67 06:12:29 INFO mapred.JobClient: Counters: 33

14/84/07 06:12:29 INFO mapred.JobClient: File System Counters |
14/64/07 86:12:29 INFO mapred.JobClient: FILE: Number of bytes read=644 il
14/04/87 06:12:29 INFO mapred.JobClient: FILE: Number of bytes written=817183

14/64/07 06:12:29 INFO mapred, JobClient: FILE: Number of read operations=@

14/64/07 06:12:29 INFO mapred.JobClient: FILE: Number of large read operations=0

14/04/87 ©6:12:29 INFO mapred. JobClient: FILE: Number of write operations=0

14/04/07 86:12:29 INFO mapred.JobClient: HOFS: Number of bytes read=1414

14/84/07 86:12:29 INFO mapred.JobClient: HOFS: Number of bytes writtens541

14/64/07 06:12:29 INFO mapred.JobClient: HDFS: Number of read operations=9

14/04/07 06:12:29 INFO mapred.JobClient: HOFS: Number of large read operations=

14/04/07 86:12:29 INFO mapred.JobClient: HOFS: Number of write operations=2

14/84/87 06:12:29 INFO mapred.JobClient: Job Counters

14/04/07 06:12:29 INFO mapred.JobClient: Launched map tasks=4

14/04/07 06:12:29 INFO mapred.JobClient: Launched reduce tasks=1

14/04/07 ©6:12:29 INFO mapred.JobClient: Data-local map tasks=4

14/64/67 86:12:29 INFO mapred.JobClient: Total time spent by all maps in occupied slots (ms)=176572

14/04/07 06:12:29 INFO mapred.JobClient: Total time spent by all reduces in occupied slots (ms)=19842

14/04/07 86:12:29 INFO mapred.JobClient: Total time spent by all maps walting after reserving slots (ms)=8

14/04/07 06:12:29 INFO mapred.JobClient:

14/04/07 086:12:29
14/64/07 96:12:29

INFO mapred.JobClient:
INFO mapred. JobClient:
INFO mapred.JobClient:

Total time spent by all reduces waiting after reserving slots (ms)=@ ﬂ

Map-Reduce Framework
Map input records=9
Map output records=100

14/04/87 86:12:29
@ Usage... | & coud... [clodd. M Comp.. [B/  @usr

) vl
‘Eﬁ . QW‘Aliw, | 8 training | (5 wordk... | @ wordC...| i

Figure 16.7: Executing MapReduce code on the .csv file with Dodd-Frank business terms.
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file Edit Yiew Search Terminal Help

[cloudera@localhost ~]1% hadoop fs -cat /user/cloudera/wordcount/output/part-60660
“raffiliate"* 1

“*bank 1

""bank""-- 1

““branch"* 1

“texposure™* 1

(5) 1

(A) 1

(B) 1 |

(as ] !

(including 1

(see 1
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Act 3

Act""Agency"" 1

Act(a)(1) 1

Act." 1

Act.The 1

ActAn 1

ActFor 1

ActThe 1

B.all 1
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Banking 2 v
| @ Hue-File ... | @ Accessing... | @ Index of /p... m ® Java-trai... | @ doudera | (@ wordcount... | & [Downloa...| [ cloudera@... | G WordCoun... .!_ﬁ

Figure 16.8: Viewing the results of the MapReduce word-count program in Cloudera.
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Finally, we can view the business definitions of these terms in Collibra Data
Governance Center, as shown in Figure 16.9. In this way, Collibra provides the semantic
layer for Hadoop analytics in Cloudera.

D Dodd Frank Terms
ype

Assers

+ A
2E
More
Responsibilities = save L
& | Default giae © @
Snapshots
Hierarchy &4 S & @ Dscover  § Expert - T 42 0f 53 records Fiter ' 0@ $§
Tasks —
affiliate Section 2 of the Bank Hoiding C Candigate Business Term
agency Saction 1 of the Internanionai Ba Canoigare Business Term
bank Section 3 of the Federal Deposi Candidate Business Term
bank holding company Section 2 of the Bank Halding C Candigate Business Term
brarnch Section 1 of the Internaticnal Ba Candidate Business Term
commerciai firm Section 602 of Dodd FrankA co Candidate Business Term
exposure Section 23 of the Federal Reser Candidate Busmess Term

Figure 16.9: Viewing definitions of business terms in Collibra Data Governance Center.

View the Lineage of Data In and Out of Hadoop

As Hadoop becomes more mainstream, organizations will use the platform for mission-
critical applications. This means that data governance teams will need to include Hadoop
within their data lineage views. In Figure 16.10, ASG-Rochade displays the metadata
relating to the EMP_EXPENSE_FACT table, which resides within the Oracle system, the XE
database, and the GOSALESDW schema. We can see that EMP_EXPENSE_FACT “contains
expense details of employees working for the Great Outdoors Company.”
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EMP_EXPENSE_FACT [Table | View)

\#Add Metanote [ Open Summary View  gPNavigation g Refresh g Publish »  5iLayout 5

$30racteDefaultSystem = XE = GOSALESDW =P EMP_EXPENSE_FACT | Lastchange: Tue 04/08/2014 D7:11.50 AMPDT | By user: ADMIN
General  Column | Index = Implements Dependency = Foreign Key  Stewardship = Ongin Table or View = History

Definition:

Warehouse table EMP_EXPENSE_FACT contains expense detaifs of employees working for the Great Outdoors Company

SQL Statements:

Table or view type: table

Figure 16.10: The EMP_EXPENSE_FACT Oracle table in ASG-Rochade.

In Figure 16.11, ASG-Rochade shows the high-level forward lineage of the EMP_
EXPENSE_FACT table to the emp_expense_fact table in Hive.

High Level Forward Lineage of Table | View: EMP_EXPENSE_FACT

'Filte_r:”E . & Zoom: 100%

Mask: Table only + Depth: 99 ~ Display. All v Level: High Level Forward Lin
DB-System Hive
Database default

Figure 16.11: The high-level forward lineage of the EMP_EXPENSE_FACT table in ASG-Rochade.

In Figure 16.12, ASG-Rochade shows the detailed forward lineage of the EMP_
EXPENSE_FACT table. The lineage report shows the emp-expense-fact Hive table, as well
as two sets of Sqoop ETL jobs.
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2 Home I EMP_EXPENSE_FACT x = W1 GOSALESOW x "% Detailed Forwar.  x

Detailed Forward Lineage of Table | View: EMP_EXPENSE_FACT

Finer. [+] * & Zoom 80% -

Mask: Transformation > Depth 99 ~ Display Al ~ Highlight *  ~ Level Detaiied Forward Lineage ~

333545888888

FPYPF

Figure 16.12: The detailed forward lineage of the EMP_EXPENSE_FACT table in ASG-Rochade.

In Figure 16.13, ASG-Rochade displays the detailed forward lineage of the EMPLOYEE-
KEY column in the EMP_EXPENSE_FACT table. The data goes through two Sqoop jobs
before landing in the employee-key column in the emp_expense_fact Hive table.

2 Home | W)EMP_EXPENSE_FACT x  J§§ GOSALESOW x " Delailed Forwar. . x |

Detailed Forward Lineage of Table | View. EMP_EXPENSE_FACT

Fiter [+] = & Zoom 100% -

Mask Map + Depth 99 ~ Display Al ~ Highight *  » Level Detaied Forward Lineage +
O DB-System Hive
v Databasa default
o —
»O . alday key double
w0l rpantzation_key double
O ) double

employee_key double

> 1| expense_type | double
-0 | account_key double
:‘g 3| expense_unit_quantity |double
ne> | expense_total double
s-.()

~d

=
-
&

Figure 16.13: The detailed forward lineage of the EMP_EXPENSE_FACT table in ASG-Rochade,
with EMPLOYEE_KEY highlighted.
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Manage Reference Data for Hadoop

Hadoop implementations also need high-quality reference data. In Figure 16.14, the
GDP_Test.csv file contains the Gross Domestic Product (GDP) in millions of U.S. dollars
by country. This data is in an unsorted format and will be used as the input file for a Pig
script.

o) B MonApc14, 359AM cloudera

Ble Edit View Search Tools Documents Help

Lo v Zsve o Gk AN
(i ——

GDP_Testcsv X

USA, 1,United States, 16244600 .06 |
(N, 2,China, 8227193.60 b
JPN, 3, Japan, 5961066. 68

IRN,21,Iran, Islamic Rep.®, 552397.60

CAN, 11, Canada, 177963560

DEU, 4, Germany, 342813160
FRA,5,France,2612878.00
GBR,6,United Kingdom,2475782.60
1TA,9,Italy, 2014670089

IND, 19, Ind1a, 1858740.00

RUS,8,Russian Federation,2014775.00
AUS, 12, Australia, 1532408 09
ESP, 13,5pain, 1322965.00

MEX, 14 Mexico,1178126.060
KOR, 15, "Korea, Rep.*,1129598.00
10N, 16, Indonesia, 878043 00
TUR, 17, Turkey, 789257.80

HLD, 18, Netherlands, 77855500
SAU, 19, Saudi Arabja,711050.66
CHE, 20, Switzerland,631173,00
BRA,7,Brazil,2252664.00

SWE, 22, Sweden, 523942.00

NOR, 23, Norway , 50003400

POL, 24, Poland, 489795 .06
BEL,25,Belgiunm, 483262.00

ARG, 26 Argentina, 475502.00
AUT, 27, Austria, 394708.66

FAC W Fassh Bdmisa AAANTY AA

Figure 16.14: The GDP_Test.csv file contains GDP by country.

In Figure 16.15, we have created a Pig script to sort the countries in descending order
of GDP. The script runs in Cloudera and takes the GDP_Test.csv file as an input file. The
script places the result in a file called “output.”
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Eddor Scrips  Dashboard

Unsaved script

data = LOAD '/user/cloudera/InputForPig/GDP Test.csv' using PigStorage(' ') AS {countrycode:chararrav,ranking:int,economy name::na:
describe data;

| dump data;

) outputdata = ORDER data BY ranking ASC;

5 describe outputdata;

i dump outputdata;

7 store outputdata into ' fuser/cloudera/InputForPig/output/output ;

Figure 16.15: A Pig script to sort countries in descending order of GDP.

Figure 16.16 shows the results of the Pig script in sorted format.

Viewing Byles: 1 4096 of 4667 (4096 B block size)
o I
/ Edt e Warning: some binary data has been masked out wih 'Baxtid
. countrycode conony nane
B Ve usa United States 1.62446€7
2 Ralrg ChN 2 China 8227183.0
IPN 3 Japan  5961066.9

, DEU L] Germany 3428131.8
Last modified FRA 5 France 2612878.0

April 14, 2014 GBR 6 United Kingdos 2478782.6

338am BRA 7 Brazal 2252664.0
User RS ] Russian Federation 2014775.9

cloudera ITA 9 Italy 2014670.0
Group N 10 Ingls 1858746.9

cloudera CAN 1 Canada 1779635.0
Size AUS 12 Australia 1532408.9

46KB ESP 13 Spain  1322985.0
Mode NEX 14 Mexico 1178128.0

100644 KOR 15 "Korea -

%

Figure 16.16: The output of the Pig script shows a sorted list of countries in descending order
of GDP.
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Figure 16.17 shows the reference data for country codes in Data Advantage Group
MetaCenter. The left panel shows a list of country codes. In the Description field of the
right panel, you can see that “FR” represents France.

{metacentar

0062 @ @

b Name  FR
i Application  MetaCenler
1 Environment  Information Assel
il Type  Code Value
. Location - Information Asset/ Counlyy Codes FR
{ Al Created By Adminisiator
& |0 Created Date 2014-04-14 06:00
oo Last Updated By Administralor
b (O] LastUpdated Dale 20140421 1106
| Al Description FRANCE

b
Y PN i il

Figure 16.17: Data Advantage Group MetaCenter contains country codes relating to the
GDP Pig script.

Profile Data Natively in Hadoop

Organizations also need to profile data natively in Hadoop without moving large volumes
into structured data stores. Figure 16.18 shows the Global IDs HDFS File Profiler. The
screenshot shows a column analysis for the product data in semi-structured format

in the Inventory.txt file. The profiler has uncovered 49 columns, including FAMILY,
PRODUCTGROUP, COMMODITYGROUPID, PRODUCT_TYPE, and SELL_SWAP_INDICATOR.
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'3
| OoamentedOstatype | InfervedDatatyoe |  Omcwpwon | PrmaryKey | %Unques | ProfledOn
Text o 1472013 10 21, 16:45:15
Text (] S.732013 10 21, 16:45:14
Text &l 87.812013 10 21, 16:45:12
Text J 75.992013 10 21, 16:45:12
Text (] 8.96 2013 10 21, 16:45:18
Text (W] 8.962013 10 21, 16:45:13
Uninown (W] 0.02013 10 21, 16:45:15
Uninown ow | 0.02013 10 21, 16:45:14
Unknown [ 0.02013 10 21, 16:45:15
Text (w] 0.36 2013 10 21, 16:45:15
Text (] 3232013 10 21, 16:45:16
Unimown o 0.02013 10 21, 16:45:36
Uninown i 0.02013 10 21, 16:45:15
Text () 3.232013 10 21, 16:45:15
OCATION. NARCMAR Yext. - SRS - P —e AT MeeASa? L
#Columrg: 49 sProfled Columns: 49

Figure 16.18: The Global IDs HDFS File Profiler.

In Figure 16.19, Talend Data Quality profiles data natively in Hive. By leveraging the
Hadoop MapReduce distributed architecture, Talend Data Quality can cleanse, match,
and de-duplicate large volumes of data without having to move it prior to processing.

| Analysis Result
| = Ry Sarweary
Consatesn Rae_ ¥ Ereruton Dide Ot} 2912
Catweg el Eratslon Dheslon BT
Tatletal  promaty Evesidon Suny nicess
Warminl Pesegart o Enndiliin
Last Sucaastal Evecution 7
v bnayos Rrvaliy

Vater
STRRTITREY

| Bom Cowre €05 180 &%

Figure 16.19: Talend Data Quality profiles data natively in Hive.
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Discover Data Natively in Hadoop

Data profiling tools should also natively discover hidden data in Hadoop. Figure

16.20 shows how Informatica PowerCenter Big Data Edition can be set up to discover
IPAddress and StockSymbol data within a WebLogs Logical Data Object in Apache Hive.

Single Data Object Profile. é;
Select the columns and other configuration options for column profing, pnmary key profing, functional
dependency profing, and data doman dscovery.
= Column Profing | [7 Enabled s part of the "Run Profle” action
Cohmn Sdﬁion f det data. tmi'l
Samphg Options ! |
& Pimary Key Profing } Name Description Data Doman Group
Column Selection ; r-r All Data Domans
Inference Opbions ¥ Eraddress valdates rput for IP addr... Undefined
= Funcnona Dependency Frofing } [T &ilogn The lagin state of the user.., Undefined
Colimn Selection ¥ [4stocksymbol Undefined
Inference Ophons }
= Data Domain Discovery ;
Data Doman Selection ;
Column Selection
[nference Opbons !
Drildown Opticns l
RUN Setngs '
|
o 0 g £
; mummnmm Lty :

Figure 16.20: Informatica PowerCenter Big Data Edition supports data domain discovery within
Apache Hive.

In Figure 16.21, Informatica PowerCenter Big Data Edition shows the results of the
data domain discovery for the WebLogs Logical Data Object. We can see that 100 percent
of the values in the IP_Address column conform to the IPAddress pattern. The same holds
true for the Stock_Symbol column relative to the StockSymbol pattern.
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Figure 16.21: Informatica PowerCenter Big Data Edition shows the results of the data domain

discovery exercise.

Execute Data Quality Rules Natively In Hadoop

Data quality tools should also execute rules natively in Hadoop. Figure 16.22 shows a

sample web log file called DailywWebLogDump.txt.

File: luserIDemoSourcelNewWebLogleainWebLoggump.txt

oo iuseﬂDﬂmnSmxcaﬂkwnNeﬁia

bo bk ln @ faling
B8N 0D vy AR T cptani

e Maed Cofond

VISITOR_ID [15954283)VISIT_ID[1dbf84201380abeldde68d761f{6da76] HEADER-SessionData [[endpg-
pent=10, 1p=71.232.231.242, gcit=Abington, endgmt=1340529783925, gccd=United States,
tpt1=00002bd21380abeld4e7b23 711871273, ua=Mozilla/5.0 (®indows NT 6.0; crv:12.0) Gecko/20100
Mid=1db184201380abe0d4e68d761116da76, stqmt=1340528886816,q=240, bver=12.0, strpge=maln:onbri
btypelire{ox, gregeMA)] EventCount [10], Counts By Event [[im=10))

EVBNTIOI- VERSION [1], EVENT [({pti=AAPL, vid=1dbi842012680abuld4e68d761{(6du6, t=134052888
f 1tp=Signup start, ru=httpu://www.puaypal.com/us/cgi-bin/webscr?end= flowdSESSION=33-

NEOQs 1 YbBYBAABOS2 TXUTO3 fpvDOt PeHF fHNLaz 30023bpQq04NzXSVBadiopatch=5885d80a13c0dbl f8¢2636634d]
Dee0la0Sc, pt=8ign Up - PayPal, flmnm=onbrd:signup:,pu=https://www.paypal.com/us/cgi-bin/we]
de_flowsSESIION=yr03VmpGnSuHjgl kyquFdqNMo2qpEs06nZs0pKINIqSucCuGaKrput0I6yadispatch=5885
94db9703d295b4a21164680=e01a05¢,bh- 710, ua-Mozilla/5.0 (Windows NT 6.0; rv:12.0) Gecko/2010
age main:onbrd:signup::start:personal::64.3-test-n, goal scAdd, calc fe%aef8d94bad, sh B64
gst-1340528878, teal GYWpRIE2{32C9BXAHIQCUZdOYCAUMEIpBYdiyt2 f3PGSBPVTYISRBgUI Iwi3dt3d 1381d|
e=1, sw-1152, 1p=71.232.231.242, host=t.paypal.com, rsta=en_US, vers=parsonal::64.3-test-n

Figure 16.22: A sample web log file in semi-structured format.
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Figure 16.23 shows the mappings in Informatica PowerCenter Big Data Edition. The
DailyWebLogDump.txt is read as a binary source file in the Read mapping on the left. The
file is then parsed in the POC_Session transformation in the middle, and the results are
passed to the Joiner mapping on the right.
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Figure 16.23: Mappings in Informatica PowerCenter Big Data Edition.

Figure 16.24 provides further detail on how the binary file is parsed in Informatica
PowerCenter Big Data Edition. The parser conducts a text search for Visitor_id. It then
populates any associated text found in parentheses in the VISITOR_ID element in the
VISITOR object in a pre-defined schema.
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Figure 16.24: Complex data parsing with Informatica PowerCenter Big Data Edition.

Iintegrate Hadoop with Master Data Management

MDM hubs generally contain a lot of information about internal data relating to
customers, materials, equipment, and vendors. However, there is a huge volume and
variety of external data, such as Twitter, Facebook, and blogs, that can enrich internal
master data. Hadoop can parse this external data, as well as match it with the internal
master data.

As shown in Figure 16.25, IBM InfoSphere Biglnsights Hadoop distribution uses
advanced text analytics techniques and business rules to derive insight from unstructured
information relating to a hypothetical individual named Jane Doe. It uses the location
on her Twitter account to discern that she is a football fan and lives in Tampa, FL.

Jane Doe’s Tweet indicates that she is interested in yoga and that Tony C. is part of her
network. Since the blog contained a reference to her Twitter handle, IBM InfoSphere
Biglnsights was also able to figure out that Jane Doe blogs about food-related topics.
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Name: Jane Doe
Id: @jaydee

| Address: Tampa, FL

| Interests: running,

yoga, football...
Network: Tony C. ~

@tonyc Sore after my

morning yoga class j fai Rt
P p— TR 12 —— ’. sxr’t?l Mfu m § : food
2. Partial Name similarity Hobbles: ¥ ,
3 3. Partial Address e e

Jane’s blog:

Pinkberry fans, be sure to
follow us also on i
@Jaydee and be pa
Pinkberry fun!

Name: Jane
Twitter 1D @jaydee
Biog Topic: food
Location: Tampa, FL

Figure 16.25: The creation of an unstructured entity from social media with IBM InfoSphere
Biginsights.

As shown in Figure 16.26, IBM InfoSphere Biglnsights extracts entities from social
media. These entities are then fed into IBM InfoSphere Master Data Management, where

they are linked with existing customer master data records using probabilistic matching
techniques.

Applications
and Views

Data services
Queries

Text Analytics
and

Entity
Integration

IBM InfoSphere
BigInsights IBM InfoSphere MDM

Social Media Data

Figure 16.26: The integration of IBM InfoSphere Biginsights and IBM InfoSphere Master Data
Management.
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As shown in Figure 16.27, the data steward can view a customer’s profile and social
media feedback in IBM InfoSphere Master Data Management. The data steward can view
the customer’s name, Twitter handle, and Tweets relating to key products like camping

and golf equipment. The steward can see that the customer was disappointed with the
Mapreader product, as well as the Course Pro golf bag.

arty Maintenance

External Social Media Profile

I - IMIMATHNNIY  hein22

ac

* Ceedo

FRESLY MAPAEADER

Recent Produd Buzt | Race~t Frocus irsent et Froded Sevbmest  Togiomer Than

Zamgory Date Product | Company
CAMBND EQUIBMENT Mrris e e Tha Gt v | sl vy Saw Finlly Magrmaden i aaught o3 fow
tuazgcired

GOLF EQUIPMENT W10-2807 54N COURSE FAS GOLF BAD | 8007t inow what Course Pre Geif Bag was ¥ying Io d¢. tut

Figure 16.27: The data stewardship console in IBM InfoSphere Master Data Management displays
the customer’s social profile and feedback.

1t hailed

As shown in Figure 16.28, the data steward can also drill down to view the customer’s
Twitter followers and follows. The steward can see that the customer follows Jacob
Hitt and Emily Keller, both of whom are also customers. If the customer is Tweeting
negatively about the company’s products, it might adversely affect the sentiment of

these customers. As a result, the company might want to proactively reach out to these
customers.
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Figure 16.28: The data stewardship console in IBM InfoSphere Master Data Management
displays the customer’s followers and follows, and locates additional master data matches.

Port Data Governance Tools to Hadoop for Improved Performance
Organizations can leverage the power of Hadoop to turbo-charge their data governance
platforms. For example, marketing organizations often need to match lists of prospects
against internal records to remove any customers who have made do-not-call elections.
These large datasets push the limits of existing computational resources when IT needs
to match 200 million prospects against a database of 100 million customers and turn
around the results to marketing in 24 hours. The largest bulk entity resolution on the IBM
InfoSphere Master Data Management platform was approximately one billion records.
However, this exercise typically required manual partitioning of the data across several
large machines and took multiple days to process.

As shown in Figure 16.29, IBM has implemented the IBM InfoSphere Master Data
Management probabilistic matching engine within the IBM InfoSphere Biglnsights
platform. This offering is also known as “Big Match.” This has helped organizations
implement probabilistic matching on ultra-large datasets in hours, rather than days or
weeks.
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Input table person | v i 1Entity 1d iScore FirstName  LasiName  SSN SSNIssuer  SIN 4
Algorithm mdmper |~ ! 387083757320571842 98 BARBARA GONZALEZ  915-05-8610 £55-42-0292 F
N 1
! 4
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Search ‘
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|
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\
Gender 1 ;
i
Birth Date 1944-08-24 |
[ 4
Streel id

Figure 16.29: The probabilistic matching engine in IBM InfoSphere Biginsights (“Big Match”).

In a similar vein, Figure 16.30 shows fuzzy matching with Informatica Master Data
Management in a Hadoop MapReduce cluster.
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Figure 16.30: Fuzzy matching with Informatica Master Data Management in a Hadoop
MapReduce cluster.
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Govern Data in NoSQL Databases

NoSQL (“Not Only SQL”) databases are a category of database management systems that
do not use SQL as their primary query language. These databases might not require fixed
table schemas, and they do not support join operations. These databases are optimized

for highly scalable read-write operations rather than for consistency. Apache HBase is a
type of NoSQL. Other NoSQL databases include Apache Cassandra, MongoDB, Apache
CouchDB, Couchbase, and Riak, as well as Amazon DynamoDB, which forms part of the
Amazon Web Services software as a service platform.

NoSQL databases are slowly becoming a viable alternative to relational databases for
certain applications. For example, Cassandra is in use at organizations such as Netflix,
Twitter, Constant Contact, and Cisco, with the largest known cluster having over 300
terabytes of data across over 400 machines.’

Because these databases contain data that is starting to become mission critical, data
governance tools need to support data ownership, semantics, data lineage, reference data,
data profiling and data quality for NoSQL data as well. Figure 16.31 shows the Global
IDs Graph Database Profiler. A graph database is a type of NoSQL database that uses
graph structures with nodes, edges, and properties to represent and store data.*
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Figure 16.31: The Global IDs Graph Database Profiler.

3 http://cassandra.apache.org/.
4 http://en.wikipedia.org/wiki/Graph_database.
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Mask Sensitive Data in Hadoop

Big data teams also need to mask sensitive data within their Hadoop data lakes. Many
vendors such as IBM and Informatica support data masking functionality in Hadoop.
Figure 16.32 shows the batch interface on HDFS that uses IBM InfoSphere Optim Data
Privacy Solution to mask sensitive data.
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Figure 16.32: IBM InfoSphere Optim Data Privacy Solution masks sensitive data in Hadoop.

Summary

In this chapter, we emphasized that Hadoop and NoSQL also need data governance
discipline. This discipline can be enforced by data governance tools that support data
ownership, business glossaries, data lineage, reference data, data profiling, data quality,
MDM integration, and data privacy.
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STREAM COMPUTING

s discussed in the previous chapter, Hadoop is well suited to handle large

volumes of data at rest. However, big data also involves high-velocity data

in motion. Stream computing refers to a class of technologies that leverage
massively parallel processing capabilities to analyze data in motion, as opposed to
landing large volumes of structured, unstructured, and semi-structured data on disk.
Incorporating stream computing into a big data solution can support low latency
responses (such as alerts) based on the receipt of new data, as well as filtering,
correlating, and enriching data before it is stored on disk.

A related term is complex event processing (CEP), which combines data from multiple
sources to infer events or patterns that suggest more complicated circumstances. The goal
of CEP is to identi{’y meaningful events (such as opportunities or threats) and respond to
them as quickly as possible.! CEP applications include surveillance, homeland security,
intelligence services, and financial services algorithmic trading.

There are a number of different open source and vendor-proprietary tools in this space.
For example, Apache Flume uses streaming data flows to collect, aggregate, and move
large volumes of data into HDFS. IBM offers a tool called InfoSphere Streams, shown
in Figure 17.1, which grew out of early work with the United States government. TIBCO
StreamBase and SAP Sybase Event Stream Processor also offer CEP platforms.

1 http:/en.wikipedia.org/wiki/Complex_event_processing.
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Figure 17.1: A streaming application flow graph in IBM InfoSphere Streams. ?

Data governance tools can support multiple aspects of stream computing applications,
as discussed in the following sections.

Use Data Profiling Tools to Understand a Sample Set of Input Data
Stream computing applications need to consider two aspects relating to the underlying
data:

e Sources—This refers to data available as input to the stream computing application.
This data could be from a socket connection, database query, Java Message Service
(JMS) topic/queue, or file. A schema can usually define each source, although the
transport medium may vary.

e Sinks or destinations—This refers to data produced by a stream computing
application and sent or written to a socket connection, database table, JMS topic/
queue, file, or web service.

Before building a stream computing application, big data teams need to understand
the characteristics of the source data. If Marketing wants to analyze Twitter feeds, for
example, the big data team would use the Twitter API to download a sample set of Tweets
for further analysis. The profiling of a sample set of stream data is similar to traditional
data quality projects. It may leverage tools such as IBM InfoSphere Information
Analyzer, Informatica Data Quality, and Trillium TS Discovery. Both types of projects
need to understand the characteristics of the underlying data, such as the frequency of

2 http://www.ibm.com/developerworks/data/tutorials/dm-1004infospherestreamscluster/index.htm1?ca=dat,
“IBM—Installing and configuring InfoSphere Streams on a virtual machine,” by Edward J. Pring.
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null values. However, the profiling of stream data also needs to consider two additional
aspects of the source data:

e Temporal alignment—Stream computing applications need to discover the temporal
offset when joining, correlating, and matching data from different sources. For
example, a stream computing application that needs to combine data from two
sensors needs to know that one sensor generates events every second, while the
other generates events every three seconds.

® Rate of arrival—Stream computing applications also need to understand the rate of
arrival of the source data:

* Does the data arrive continuously?
* Are there bursts in the data?
* Are there gaps in the arrival of data?

Govern Reference Data to Be Used by the Stream Computing
Application

The stream computing application also needs high quality reference data that can be
managed in tools such as Collibra Data Governance Center, Orchestra Networks EBX,
and IBM InfoSphere Master Data Management Reference Data Management Hub. For
example, consider a bank that uses real-time feeds of hundreds of data sources, including
stock prices, currency rates, commodity prices, and weather reports, to make split-
second buy-sell decisions on stocks. The bank builds complex algorithms using a stream
computing application. The stream computing application needs consistent reference data
on the allowable values for stock ticker symbols and commodities.

As another example, consider the data quality and reference data management
considerations associated with a stream computing application that monitors sensor data
in a school building. A simple stream computing application correlates data from motion
and temperature sensors in a school building. The big data team has profiled the data to
understand its characteristics. Data from the motion sensors arrives every 30 seconds,
while data from the temperature sensors arrives every 60 seconds. The stream computing
application uses this information to conduct a temporal alignment of the motion and
temperature sensor data that arrive at different intervals. It accomplishes this by creating
a window during which it holds both types of sensor events in memory, so that it can
match the two streams of data.

The stream computing application also uses reference data that room A is a classroom
and room B is the boiler room. The stream computing application stores temperature data



236 Data Governance Tools

every 10 minutes in Hadoop. The analytics team has used Hadoop to build a normalized
model over several months, indicating that the average temperature readings of the boiler
room and classroom are 65 degrees at 3:00 a.m. and 75 degrees at 9:00 a.m., respectively.

Finally, the stream computing application will use the available data to generate alerts,
such as when sensor data does not arrive for five minutes, the temperature of the boiler
room rises to 75 degrees at 3:00 a.m., or the motion sensor detects movement in the
classroom at 5 a.m.

Govern Business Terms to Be Used by the Stream Computing
Application

The stream computing application also needs high quality business terms that can be
managed in tools such as Collibra Data Governance Center, IBM InfoSphere Business
Glossary, and Informatica Metadata Manager. Figure 17.2 shows a composite flow graph
called “POS_TxHandling” in IBM InfoSphere Streams to handle point-of-sale (POS)
transactions. The bottom of the screenshot shows how the Streams Processing Language
sets up the graph. The key elements of the graph are as follows:

e TCP-Source—We define two source-type operators to get data from the outside
world by means of a Transmission Control Protocol (TCP) link. These operators
fetch POS_Transactions and Deliveries data, respectively. Both POS_Transactions
and Deliveries should be defined in IBM InfoSphere Business Glossary to ensure
the appropriate semantic context for the stream computing application.

e Operator I—This operator produces the stream Sales, which should also be defined
in IBM InfoSphere Business Glossary.

e Operator 2—This operator produces TaxableSales while consuming Sales. The term
“TaxableSales” should also be defined in IBM InfoSphere Business Glossary.

® Operator 3—This operator produces TaxesDue, which should be defined in IBM
InfoSphere Business Glossary.

e Operator 4—This operator produces Inventory, which should be defined in IBM
InfoSphere Business Glossary.

e Operator 5—This operator produces Reorders, which should be defined in IBM
InfoSphere Business Glossary.

e TCP-Sink—This is a sink-type operator, which has no output stream but sends data
to the outside world via the TCP link.
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Figure 17.2: A composite flow graph to handle POS transactions with IBM InfoSphere Streams.

Summary

In this chapter, we reviewed the importance of data governance tools for stream
computing projects. We discussed the applicability of data profiling, reference data, and
business glossaries.
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TEXT ANALYTICS

rganizations increasingly need to derive insights from large volumes of

unstructured content within call center agents’ notes, social media, IT logs, and

medical records. Text analytics is a method for extracting usable knowledge
from unstructured text data through the identification of core concepts, sentiments, and
trends and then using this knowledge to support decision-making. Text analytics results
can then be incorporated into models used for predictive analytics. Offerings include
SAS Text Miner, Oracle Endeca Information Discovery, IBM text analytics solutions, and
Clarabridge. Figure 18.1 shows a screenshot of Oracle Endeca Information Discovery.
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Figure 18.1: Oracle Endeca Information Discovery.

This chapter is devoted to analyzing the data governance issues relating to text
analytics at a large hospital system. The details of this example have been disguised.

Big Data Governance to Reduce the Readmission Rate for Patients
with Congestive Heart Fallure*
A hospital system consisting of 15 facilities offered a broad range of services, including
emergency care. A significant portion of its patient population was indigent. The hospital
implemented a pilot program to leverage big data analytics using IBM SPSS, aimed at
reducing the readmission rate of patients with congestive heart failure.

The study had two objectives:

1.  Reduce costs not reimbursed by insurance.

The United States Medicare and Medicaid programs were moving to approaches
that would reduce or eliminate payments for care of patients who were readmitted
for the same disease.

2. Increase the quality of patient care by proactively implementing early intervention
to prevent the progression of disease.

Because the hospital system had limited funds for programs such as smoking
cessation and home health care, it wanted these programs to be targeted at
patients who were more likely to be readmitted within 30 days. For example, if

1 Modified from Big Data Governance, Sunil Soares (MC Press, 2012).
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smoking was a key predictor of patients who were readmitted within 30 days, then
the hospital system wanted to target those individuals with smoking cessation
programs.

The analytics department built a predictive model based on 150 variables and 20,000
patient encounters over five years. This data was sourced from a variety of applications,
including electronic medical records, the admissions system, and the cost accounting
database.

The analytics team implemented data governance in a number of different areas. The
team adopted manual processes rather than using data governance tools. These processes
are discussed in the remaining sections of this chapter.

Leverage Unstructured Data to Improve the Quality of Sparsely
Populated Structured Data
The hospital system’s analytics team determined that a number of variables were
significant predictors of a patient’s readmission rate, including smoking status and drug
or alcohol abuse.

Smoking status is a significant factor associated with heart disease. Surprisingly,
the hospital did not have a complete history of patient smoking status, including years
of smoking and frequency. At the outset, only 25 percent of the structured data around
smoking status was populated with binary yes/no answers. However, the analytics team
was able to increase the population rate for smoking status to 85 percent by using content
analytics. The content analytics team was also able to unlock additional information, such
as smoking duration and frequency.

There were a number of reasons for this discrepancy. For example, some patients
indicated that they were non-smokers, but text analytics revealed the following from the
doctors’ notes:

e “Patient is restless and asked for a smoking break.”
e “Patient quit smoking yesterday.”
° “QUit.”

The clinical team also knew from experience that drug and alcohol abuse were
significant predictors of hospital readmission rates. Only 20 percent of the patients
checked off the box at admission to indicate whether they were addicted to drugs and
alcohol. However, the analytics team used unstructured data sources to expand the
population of the data to 76 percent of the encounters.
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Extract Additional Relevant Predictive Variables Not Available in
Structured Data

The analytics team discovered clinical factors such as assisted living and pharmacology
that were not available in a structured format. By adopting natural-language processing
technology, important clinical factors were unlocked and available for clinical and
reporting purposes.

For example, the clinical team knew from experience that patients in assisted living
facilities were more likely to take their medications than patients who lived alone.
However, the hospital system was not capturing this information in a formalized
manner. The business intelligence team analyzed the text in discharge summaries,
echocardiograms, patient histories, doctors’ notes, and physicals to find that 25 percent of
the patients were in assisted living facilities. The analysis confirmed that residence in an
assisted living facility did indeed reduce the likelihood that a patient would be readmitted
within 30 days.

Information on pharmacology compliance was also critical to clinicians and case
managers because it indicated the degree to which patients were taking their medications
as part of their treatment plans. The business intelligence team analyzed doctors’ notes
and electronic medical records to populate this data.

Define Consistent Definitions for Key Business Terms
The analytics team had to drive for consistent definitions of key business terms. For
example, the term “readmission” had at least three different definitions:

1. Clinical perspective: 30 days, all causes
A patient was readmitted to the hospital whether or not the condition related to
congestive heart failure.
2. Clinical perspective: 30 days, same diagnosis
A patient was readmitted to the hospital where the dominant ICD-9 diagnosis
code was related to heart failure.
3. Finance perspective: quarterly and annually
Finance had definitions of readmissions that were based on longer periods,
including three to 12 months.

Ensure Consistency in Patient Master Data Across Faclilities
The information technology department also struggled with the lack of consistent patient
data within the hospital system, which was caused by the proliferation of identification
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numbers for each patient. The hospital personnel were not able to track medical events
for the same patient across different facilities. As a workaround, the hospital system
instituted a lengthy manual process to reconcile the medical events that related to the
same patient. As a result, the team lost significant time in retrieving a patient’s medical
history when he or she was readmitted to another hospital in the same system within

a very short period. This had the potential to adversely affect the medical personnel’s
decision on treatment plans and clinical outcomes.

Adhere to Privacy Requirements

Adhering to privacy requirements is key to successful data governance in healthcare. The
medical research and analytics departments wanted to analyze clinical data to improve
patient care and improve outcomes. However, this data constituted protected health
information (PHI) governed by United States HIPAA regulations.

In a specific instance, the analytics department wanted to optimize the use of
expensive paramedic services. The goal was to identify patients who could use a
complimentary pick-up service to the hospital instead of expensive paramedic services.
However, the analytics team had to address privacy issues because the patient’s address
constituted PHI. The hospital adhered to the privacy requirements by obtaining patient
approvals before using the address in research.

Manage Reference Data

ICD-9 reference data is a well-defined database with great granularity. For example, ICD-
9 assigns code 428 for heart failure. There are different ICD-9 codes that describe details
of heart failure conditions, such as 428.1 for left heart failure and 428.2 for systolic heart
failure. Medical researchers tried to analyze comorbidity—the presence of one or more
diseases or disorders—associated with congestive heart failure using ICD-9 data. Being
able to categorize ICD-9 codes into similar diseases helped to manage the results more
effectively. The analytics team collaborated with clinicians to categorize over 21,000
ICD-9 codes into 20 disease groups. Based on this exercise, the analytics team was able
to minimize the noise in their analysis and yield better clinical insights.

Summary

In this chapter, we reviewed an example relating to the use of text analytics in an
advanced analytics project in healthcare. In this context, we discussed the applicability
of the core data governance disciplines, including semantics, master data, reference data,
data quality, and privacy.






PART FIVE

EVALUATION CRITERIA AND THE VENDOR
LANDSCAPE






CHAPTER I 9

THE EVALUATION CRITERIA FOR DATA
GOVERNANCE PLATFORMS

categories of data governance tools. For example, the chapter on MDM in Part

2 includes evaluation criteria that are specific to those tools. The chapter on
data modeling in Part 3 includes evaluation criteria relating to the integration of those
tools with data governance. Finally, Part 4 includes evaluation criteria relating to big
data governance. However, there are additional criteria that pertain to the entire data
governance platform. This chapter includes a comprehensive set of evaluation criteria for
data governance platforms.

Parts 2, 3, and 4 of this book include evaluation criteria relating to specific

The Total Cost of Ownership
Organizations should consider the following cost categories when evaluating data
governance tools:

e The software license cost

e The upfront cost to implement the tool

e The ongoing cost to maintain the tool, including the cost of labor and the annual
software maintenance expense
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e The ongoing cost to use the tool, including time allocation from data stewards and
business analysts

Data Stewardship

Data governance tools should support stewardship over data artifacts. This means that
administrators should be able to add and delete data stewards. Data stewards should
also be able to manage categories, business terms, code lists, code values, data policies,
data standards, data quality rules, data quality metrics, data issues, master data rules,
and other data artifacts. Figure 19.1 shows the data stewardship interface in Orchestra
Networks EBX.
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Figure 19.1: The data stewardship interface in Orchestra Networks EBX.
Approval Workflows

Data governance tools should support OOTB and custom workflows for different
processes, such as adding a business term, adding a code value, resolving a data issue,
updating master data, and adding a business rule. Figure 19.2 shows a Simple Approval
Workflow in Collibra Data Governance Center. The workflow has three roles: Start User,
Steward, and Stakeholder. These roles perform a number of tasks, as defined by the
workflow.

Every Collibra user is assigned a role within the tool. A workflow developer
creates this workflow in BPMN format using an open source tool such as Activiti. The
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administrator then imports this workflow into Collibra and configures it for specific
activities such as Add New Business Term, Modify Code Value, and Add Business Rule.

Whenever a new business term is added in Collibra, the relevant users will perform
their tasks based on the workflow configuration. For example, if John Smith is the
steward for risk terms, he will receive an email to vote for approval for any business
terms that are added to that category.

& )

Start User

Notify Start User

Simple Approval Process
Steward
§
H
-3
X

Figure 19.2: The Simple Approval Workflow in Collibra Data Governance Center.

The Hierarchy of Data Artifacts

Data governance tools need to support a hierarchy of data artifacts. In the example in
Figure 19.3, a data policy addresses the data quality process for rating attributes at an
insurance carrier. A rating attribute is a data attribute that can affect insurance premiums.
Examples of rating attributes might include date of birth, gender, smoking status, and city
of residence.

A child policy deals specifically with data quality for National Change of Address
(NCOA). An associated data rule validates the state against a list of states based on the
ISO 3166-2:US standard. The data rule relates to the business term “State.” Finally, the
business term “State” links to the Address table and to the ISO 3166-2:US code table. The
data governance tool should support the management of this hierarchy of data artifacts.
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Figure 19.3: The hierarchy of data artifacts at an insurance carrier.

Now, let’s implement these data artifact hierarchies in a data governance tool. In
Figure 19.4, an insurance carrier has documented a data policy in IBM InfoSphere
Business Glossary. In this section, we will use the terms “data policy” and “information
governance policy” synonymously. Similarly, we will use the terms “data rule,” “business
rule,” and “information governance rule” synonymously. The data policy states that I'T
cannot change rating attributes without approval from the underwriting department. In
practical terms, even if IT discovers data quality issues with these attributes, it needs to
consult the underwriting department before making any changes.
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Figure 19.4: IBM InfoSphere Business Glossary contains a data policy relating to data quality for
rating attributes.

In Figure 19.5, the insurance carrier has documented an information governance
policy relating to NCOA in IBM InfoSphere Business Glossary. The insurance carrier has
implemented NCOA software to identify all customers whose addresses have changed.
NCOA is a registry of address changes maintained by the United States Postal Service.
Organizations use NCOA to maintain their bulk mailing discounts from the Postal
Service.

The data policy states that the carrier cannot just change the addresses on policies
without further validation from the customer. This is because the customer address is
a rating attribute that drives the premium on an insurance policy, especially for homes.
For example, a customer whose address changes from Illinois to a coastal area of Florida
might see his or her homeowner’s premium increase dramatically due to increased risk of
loss from hurricane damage.

The data policy includes a list of steps that must be followed as part of the NCOA
process:

1. IT strips off addresses from insurance policies and marketing lists on a monthly

basis.
2. IT runs these addresses through the NCOA software.
3. 1T receives a list of customers whose addresses have changed.
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4. A customer service representative (CSR) calls the customer to verify the address
change.

5. If the customer confirms the address change, the CSR forwards the record to the
Underwriting department to deal with premium adjustments.

6. In cases where the customer might be going through a divorce or separation and
might not know his or her future address, the CSR creates a reminder to contact the
customer in a few months, when circumstances have firmed up.
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Figure 19.5: IBM InfoSphere Business Glossary contains an information governance policy relating
to National Change of Address.

In Figure 19.6, the insurance carrier documents an information governance rule in
IBM InfoSphere Business Glossary. The rule states that the U.S. State Code is a two-
letter abbreviation for 50 states, the District of Columbia, and six outlying areas of the
United States based on the ISO 3166-2:US standard.

“infoSphere Business Glossary

rate w

Information Governance Rule Details o @ 7

¢ Data Validation for U.S. State

U.S. State Code is a two-letter abbreviation for 50 states, District of Columbia, and six outlying areas of the United States based on
ISO 3166-2:US.

Figure 19.6: IBM InfoSphere Business Glossary contains a data validation rule for U.S. State.
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In Figure 19.7, the insurance carrier then links the child policy for NCOA with its
parent policy for data quality for rating attributes and to the information governance rule
relating to data validation for U.S. State.
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Figure 19.7: The NCOA data policy in IBM InfoSphere Business Glossary.

In Figure 19.8, the insurance carrier then links the “State” business term with the
information governance rule relating to the data validation for U.S. State.

Term Details 2 o 1
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Figure 19.8: The “State” business term is linked to the information governance rule for data
validation for U.S. State in IBM InfoSphere Business Glossary.

Next, the insurance carrier needs to link the business term to the code table for U.S.
State. An extract from the code table for U.S. State is shown in Figure 19.9.
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Alabama AL
Alaska AK
Arizona AZ
Arkansas AR
California CA
Colorado CcO
Connecticut CT
Delaware DE
Florida FL
Georgia GA
Hawaii HI
Idaho ID
Illinois IL
Indiana IN
lowa A
Kansas KS
Kentucky KY
Louisiana LA
Maine ME
Maryland MD
Massachussetts MA
Michigan M
Minnesota MN
Mississippi MS

Figure 19.9: An extract of the U.S. State code table.

In Figure 19.10, the information governance rule for data validation for U.S. State is
implemented by the U.S. State code table in IBM InfoSphere Master Data Management
Reference Data Management Hub. This governs the business term called “State” in
IBM InfoSphere Business Glossary. At the time of publication of this book, IBM did not
provide a direct linkage between IBM InfoSphere Master Data Management Reference
Data Management Hub and IBM InfoSphere Business Glossary using the “implemented
by” relation. Rather, this linkage is attained by linking the business term in IBM
InfoSphere Business Glossary with the URL for the code table in IBM InfoSphere Master
Data Management Reference Data Management Hub.
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Figure 19.10: The information governance rule for data validation for U.S. State.

Finally, in Figure 19.11, the insurance carrier is able to link all the way back to
the Address column in the database based on technical metadata in IBM InfoSphere
Metadata Workbench.
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Figure 19.11: IBM InfoSphere Metadata Workbench contains the technical metadata for Address.

Data Governance Metrics

Data governance teams need to establish metrics to monitor the ongoing performance of
the program. Data governance tools should provide the following metrics on an overall
basis and for different views, including by data steward, data owner, data repository,
application, CDE, and data domain:

dimension.
Master data—The number of outstanding tasks, the number of duplicates, and the
average number of days for workflow execution.

Business glossary—The number of candidate terms, the number pending approval,
and the number approved.

Reference data—The number of candidate code values, the number pending
approval, and the number approved.

Data issues—The number of outstanding data issues and the number resolved in
the previous period.
Data quality scorecard—The data quality score by application, CDE, or other

Figure 19.12 shows a data governance dashboard in Collibra Data Governance Center.
The dashboard shows the number of open tasks, new issues, open issues, domains, reference
data domains, all assets, approved assets, business terms, code values, applications,
processes, data assets, policies and rules, and key performance indicators (KPIs).
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Figure 19.12: The dashboard in Collibra Data Governance Center.

In Figure 19.13, Orchestra Networks EBX provides key master data metrics. In the top
panel, EBX provides a filter into master data quality metrics relating to Employees. In the
bottom panel, EBX provides a view into the trends relating to the cycle time to complete
workflows. When this cycle time is combined with participant compensation per hour, we
can generate key metrics relating to the human cost associated with key workflows.
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Figure 19.13: Orchestra Networks EBX provides master data quality and execution time metrics.
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The Cloud

Organizations are turning to the cloud because of perceived flexibility, faster time-to-
deployment, and reduced capital expenditure requirements. A number of vendors offer
data governance platforms in the cloud, including the following:

e Data brokers such as Acxiom, Reed Elsevier, Thomson Reuters, and literally
thousands of others that specialize by dataset or industry. These companies offer
many types of data enrichment and validation services to organizations.

e Collibra Data Governance Center includes Business Glossary, Reference Data
Accelerator, and Data Stewardship Manager as a cloud offering with a monthly fee.

e Harte-Hanks Trillium Software TS Quality on Demand provides data validation,
cleansing, and enrichment of names, email addresses, and street addresses as a
service.

e Informatica Cloud provides data loading, synchronization, profiling, and quality
services for Salesforce and other cloud applications.

Summary

In the earlier chapters of the book, we learned about the evaluation criteria for specific
data governance categories, such as business glossaries and data profiling. In this chapter,
we reviewed the evaluation criteria for data governance platforms that are not covered
within individual chapters earlier in the book. These criteria include the total cost of
ownership, data stewardship, approval workflows, hierarchy of data artifacts, data
governance metrics, and cloud.
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ASG

SG has a strong footprint and is a market leader in metadata management. ASG’s
data governance tools fall into three categories:

e ASG-metaGlossary
e ASG-Rochade
e ASG-becubic

ASG-metaGlossary
ASG-metaGlossary is the company’s business glossary, as shown in Figure 20.1.
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Figure 20.1: ASG-metaGlossary.
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ASG-Rochade

ASG-Rochade is a market-leading metadata repository, with a number of scanners and a
rich set of reporting capabilities. Figure 20.2 shows a detailed forward lineage report for
the CUSTOMERS table in ASG-Rochade.
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Figure 20.2: A detailed forward lineage report for the CUSTOMERS table in ASG-Rochade.

ASG-becubic

ASG-becubic extends the power of ASG-Rochade by recognizing transformations in
custom code and legacy applications. ASG-becubic is an application discovery and
understanding solution specifically designed to address the complex issues associated
with custom applications. It identifies the primary composition and structure of core
applications, their complexity, code redundancies, and duplications.

ASG-becubic identifies problems in the code base, reducing operational risk at runtime
and minimizing the downtime for an application. It recognizes over 125 application
components, including programming languages, script languages, control languages,
monitors, screen generators, middleware, database management systems, and schedulers.
These include COBOL, MFS, CICS, JCL, MQSeries, DB2 Stored Procedures, AS/400
RPF, Java, PHP, ASP, ASP.NET, Visual Basic, and Oracle PL/SQL.

Figure 20.3 shows how ASG-becubic is able to discover data within a Visual Basic
form. The Visual Basic project CALENDAR.VBP contains the MAIN.FRM and CALENDAR.
FRM forms. The CALENDAR.FRM form contains the PICMONTH, LBLMONTH, LBLPREV, and
LBLNEXT data attributes. These attributes can then become part of a data lineage report in
ASG-Rochade.
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7 Data Defined on ¥ Forms
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Figure 20.3: ASG-becubic discovers data elements in a Visual Basic form.
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COLLIBRA

Data Governance Center has a slick user interface that is targeted at business
users. The capabilities that Collibra offers, either directly or via integrations with
third parties, are discussed in this chapter.

Collibra is a high-growth startup focused exclusively on data governance. Collibra

|
Business Glossary
Collibra Business Glossary offers a highly customizable approach to semantic modeling
for business terms, policies, rules, and other data artifacts. It is shown in Figure 21.1.
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Figure 21.1: Collibra Business Glossary.

Reference Data Management
As shown in Figure 21.2, Collibra Reference Data Accelerator manages code values, code
mappings, and snapshots.
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Figure 21.2: Collibra Reference Data Accelerator.
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Data Stewardship
As shown in Figure 21.3, Collibra Data Stewardship Manager supports the assignment
and management of data issues and tasks.
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Figure 21.3: Collibra Data Stewardship Manager.

Workflows
Collibra Data Governance Center ships with OOTB workflows that can be customized

using BPMN.

Metadata

As of the publication of this book, Collibra does not ship with a metadata repository.
However, the company is developing integrations with key metadata repositories. For
example, consider a large financial institution that allows users to author business terms
in Collibra. Collibra then invokes the Representational State Transfer (REST) API to
move the terms into a third-party metadata repository.

Data Profiling

Collibra does not ship with a data profiling tool. However, Collibra and Harte-Hanks
Trillium have developed an integration so that users can run data profiling jobs in
Trillium TS Discovery and view the results in Collibra.
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GLoBAL IDs

that tackles ultra-large implementations. For example, Global IDs has a data

profiling program at a large organization that covers 50,000 databases across
2,000 CPUs and 200 servers. Figure 22.1 shows the Global IDs product suite, which
includes capabilities for metadata management, data quality, master data management,
data governance, and big data.

Globa] IDs has established a niche as an “extreme data management” tools vendor
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Figure 22.1: The Global IDs product suite.

In this chapter, we cover a few of the capabilities of the Global IDs product suite.

Data Profiling

Global IDs can profile a wide variety of data sources in diverse formats, including
relational databases, mainframe data, data warehouse appliances, and Hadoop.

Figure 22.2 shows the Global IDs Hive Profiler. The Profiler shows the underlying
characteristics of the accounts entity, which contains fields including account, stock_code,
internal_rating, sector_desc, and market_sector. In the bottom of the screen, we can also
view data about the length of the stock_code field.
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Figure 22.2: The Global

Data Quality
Global IDs can also remediate data and produce

IDs Hive Profiler.

data quality dashboards. Figure 22.3

shows a data quality scorecard in Global IDs that displays the number of errors by
business rule. At the bottom of the screenshot, the Global IDs dashboard has flagged
seven data quality errors in the consistency dimension for the MS-SQL@CODD schema
relating to the Reference Data Check on USA City business rule.
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Figure 22.3: The data quality dashboard within Global IDs.
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Metadata
databases, data warehousing appliances, Hadoop, NoSQL databases, and various

ontologies. Figure 22.4 shows the Global IDs Web Ontology Language (OWL) ontology

scanner. OWL is a family of knowledge representation languages or ontology languages
for authoring ontologies or knowledge bases. OWL has been endorsed by the World Wide

Web Consortium and has attracted academic, medical, and commercial interest.'

Global IDs also has metadata scanners for a wide variety of sources, including relational
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Figure 22.4: The Global IDs OWL scanner.

1 http://en.wikipedia.org/wiki/Web_Ontology Language.
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IBM

BM has a robust, end-to-end Information Integration and Governance platform, as
shown in Figure 23.1. We discuss each component of this platform in this chapter.
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Figure 23.1: The IBM Information Integration and Governance platform.
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Metadata

IBM InfoSphere Business Glossary supports a business-driven user interface to govern
information policies, rules, and terms. These data artifacts can be linked to technical
metadata within IBM InfoSphere Metadata Workbench. IBM InfoSphere Blueprint
Director allows IT departments to manage end-to-end blueprints for information projects
like data integration, data archiving, test data management, application retirement, and
business intelligence. These blueprints serve to align business requirements with the
technical implementation and can be linked to data artifacts like terms in IBM InfoSphere
Business Glossary.

Information Integration

IBM InfoSphere DataStage is a data integration tool. IBM InfoSphere Data Replication
supports data replication, including change data capture. IBM InfoSphere Federation
Server supports data virtualization.

Data Quality

IBM InfoSphere Information Analyzer supports data profiling, including the analysis of
data at the column, key, source, and cross-domain levels. IBM InfoSphere QualityStage
supports data standardization, validation, verification, enrichment, and matching.
Figure 23.2 shows a customer data governance dashboard based on IBM Cognos, IBM
InfoSphere Information Analyzer, and IBM InfoSphere Business Glossary. The top left
corner shows business rules, including the following:

e Emails validated in the previous 30 days
e Null emails

e Null first name

e Null middle name
e Null telephone

e Valid NAICS code
e Valid SIC code

The bottom left corner shows the results of the periodic checks of the Valid NAICS _
Code business rule. As we can see, the number of failing records has fallen from 28
percent to 10 percent. The pie chart in the top right corner shows the results of the first
run of the Valid_ NAICS_Code business rule. The table in the bottom right corner shows
further details of each run.
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From a technical perspective, here are the steps for developing the data quality
scorecard:

1. Define business rules in plain English in IBM InfoSphere Business Glossary.

2. Develop data rules in IBM InfoSphere Information Analyzer.

3. Schedule the data profiling job using the built-in scheduler in IBM InfoSphere
Information Analyzer.

4. Run the data profiling jobs in IBM InfoSphere Information Analyzer.

5. Store the results in the IBM InfoSphere Information Analyzer Database, which is
based on DB2.

6. Expose the results in IBM Cognos using the REST APL.

G e Dashboard
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Figure 23.2: This data quality scorecard is based on IBM Cognos, IBM InfoSphere Information
Analyzer, and IBM InfoSphere Business Glossary.

Master Data Management
IBM InfoSphere Master Data Management supports multi-domain MDM, including
customer, vendor, location, and product, with both transactional and registry styles.

Data Lifecycle Management
IBM InfoSphere Optim Test Data Management supports the creation of right-sized
test data sets. IBM InfoSphere Optim Data Growth Solution supports the archiving of
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data to lower the cost of storage. As shown in Figure 23.3, IBM InfoSphere Optim Test
Data Management traverses through the data model to create a subset of data for testing

purposes:

1. Extract rows from DB2.PRD.OPTIM_SALES based on selection criteria or statistical

controls.

2. Extract rows from DB2.PRD.OPTIM_CUSTOMERS, which are children of rows
previously extracted from DB2.PRD.OPTIM_SALES using a DB2 physical constraint
called RSC, defined by a database administrator.

3. Extract rows from DB2.PRD.OPTIM_ORDERS, which are children of rows previously
extracted from DB2.PRD.OPTIM_CUSTOMERS using a DB2 physical constraint called
RCO, defined by a database administrator.
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Figure 23.3: IBM InfoSphere Optim Test Data Management.

Privacy and Security

IBM InfoSphere Guardium supports database activity monitoring. IBM InfoSphere
Optim Data Privacy Solution supports the masking of non-production data.
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integration platform. With the release of Informatica 9.6, the company has doubled

down on a Hadoop migration strategy for the legions of PowerCenter developers in
the marketplace. As a result, developers can develop in the PowerCenter environment and
then deploy their data integration jobs to Hadoop without having to learn the intricacies
of MapReduce, Pig, and Hive. With the release of Informatica 9.6, the company has also
made a strong statement of support for data governance, which will be the focus of this
chapter.

I nformatica has built a formidable installed base around its PowerCenter data

Data Profiling and Data Quality

Informatica HParser is a'data transformation tool optimized for Hadoop. It supports
parsing of several unstructured and semi-structured formats, including JSON, XML, EDI,
FIX, SWIFT, NACHA, SEPA, ACORD, ASN.1 HL7, and HIPAA.

Informatica Data Quality (IDQ) supports data profiling, data matching, and global
address cleansing. These discovery capabilities can also be used by Informatica Data
Masking products to discover hidden sensitive data and by Informatica Data Archive to
archive complete business objects. Figure 24.1 shows how Informatica PowerCenter Big
Data Edition supports data profiling, ETL, and complex data parsing on Hadoop.
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Figure 24.1: Informatica PowerCenter Big Data Edition supports data profiling, ETL, and complex
data parsing on Hadoop.

Figure 24.2 shows the WebLogs Logical Data Object in Informatica PowerCenter
Big Data Edition. Informatica supports the profiling of this data within an Apache Hive
environment.
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Figure 24.2: Informatica PowerCenter Big Data Edition supports the profiling of the WebLogs
Logical Data Object in Apache Hive.
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By switching to the Monitoring Console of Informatica PowerCenter Big Data Edition,
we can view additional details relating to the Profile_WebLog data profiling job, as shown
in Figure 24.3. The job contains the Profile_WebLog_2 mapping, which contains the exec7
Hive script, which in turn contains two Hive queries.
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Figure 24.3: The Monitoring Console of Informatica PowerCenter Big Data Edition shows
additional details about the profiling job.

Metadata and Business Glossary
Informatica Data Quality, Data Governance Edition includes strong metadata and
business glossary capabilities, including a Facebook-style user interface.

Master Data Managomimt

Informatica Master Data Management manages multi-domain implementations, including
integration with social media data.

Information Lifecycle Management

Informatica has developed a robust ILM platform for policy-based archiving and test data
management. Informatica Data Archive enables organizations to move big data to less

- expensive storage for later retrieval. Informatica Data Subset enables IT departments to
create realistic subsets of data for testing.
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Security and Privacy

Informatica Dynamic Data Masking masks sensitive data within production or near-
production environments. Informatica Persistent Data Masking masks sensitive data
within non-production environments such as testing.

Cloud

Informatica Cloud supports a number of functions to improve the trustworthiness of

data within cloud applications, including Salesforce CRM, Force.com, NetSuite, SAP,
Oracle CRM On Demand, Oracle EBS, Concur, and Eloqua. As shown in Figure 24.4,
Informatica Master Data Management shows a 360 degree view of customer relationships
within Salesforce.com. Based on this integration, the sales representative can view an
exhaustive profile of John Q. Jones. She can view his transactions, his relationship with
the Jones household, his employment with John Q Jones Construction, and the fact that
he has purchased a traditional IRA and mortgage in the past.
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Figure 24.4: Informatica Master Data Management shows a 360 degree view of customer
relationships within Salesforce.com.
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growing U.S. presence. The company’s EBX platform has a number of loyal

customers across multiple industries, including financial services, insurance,
retail, oil and gas, and manufacturing. Orchestra Networks EBX includes a number of
products that we review in this chapter.

O rchestra Networks is a fast-growing company with European roots but a

Workflows

In Figure 25.1, the EBX platform supports a workflow that includes a task relating to
suspicious records within the Third Parties domain. These suspicious records may be
flagged from a fraud or anti-money laundering perspective. The task includes logistical
data about the task assignee, when the task was assigned, and the current status.
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Figure 25.1: The workflow in Orchestra Networks EBX includes task relating to a suspicious
record.

Data Modeling

EBX is a model-driven platform for multi-domain MDM and reference data management.
A key component of the platform is a data modeling environment. As shown in Figure
25.2, EBX supports a data model for the Third Parties entity. The entity includes a
number of attributes, including Identifier, Company Name, and Country.
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Data Models
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© Street Name: String [0..1]
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3 Postal Code: String [0..1]

€1 Raninn’ Strina 10 11

Semantic data modeling

Figure 25.2: The data model for the Third Parties entity in Orchestra Networks EBX.

As shown in Figure 25.3, the Country attribute in the data model links to the reference
data for country, specifically the ISO 3166-1 and ISO 3166-2 code sets. The ISO 3166-
1 code set includes the names of countries, while ISO 3166-2 includes the names of the
states and provinces for each country.
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Figure 25.3: The Country attribute in the data model links to reference data in Orchestra
Networks EBX.

Master Data Management

Orchestra Networks EBX also provides a platform for multi-domain MDM, including
customer, vendor, product, materials, asset, employee, chart of accounts, and cost center.
Figure 25.4 shows the EBX data stewardship interface to manage potential duplicates for
the Third Parties domain.
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Figure 25.4: The data stewardship interface in Orchestra Networks EBX.
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Reference Data Management

EBX also supports reference data management, including code lists, cross-domain
mapping, and snapshots. We have covered the EBX solution in the chapter on reference
data. The key differentiator is that the EBX platform provides integration from the data
model to the business term to the reference data and the master data.

Business Glossary ,

In Figure 25.5, the data steward is viewing the details for the 50084 LOP Corp Plan in
the Cost Centers hierarchy. The data steward can see that this cost center has a value of
Communications relative to the Function attribute. The data steward can dynamically
look up the definition of Function from the EBX Business Glossary.
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Figure 25.5: Orchestra Networks EBX provides for dynamic lookup from an MDM domain to the
business glossary.
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SAP

s shown in Figure 26.1, SAP Solutions for Enterprise Information Management
consist of a number of components that we discuss in this chapter.
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Figure 26.1: SAP Solutions for Enterprise Information Management.
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An In-Memory Database

HANA is an in-memory database that is seeing widespread customer interest within the
company’s large ERP installed base. SAP has positioned HANA as the centerpiece of the
company’s big data platform.

Data Quality and Metadata Management
As shown in Figure 26.2, SAP Information Steward contains a number of modules:

Data Insight

Metadata Management
Metapedia

Cleansing Package
My Worklist

These modules address all aspects of data governance, including data profiling,
data quality, business rules, data issue management, business glossary, and metadata
management. SAP Information Steward can also push data profiling operations down to
HANA for improved performance. SAP Information Steward also collects metadata from
HANA, which can be included in an overall data lineage and impact analysis.
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Figure 26.2: SAP Information Steward.
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Master Data Management

SAP NetWeaver Master Data Management supports a single view of key domains such as
customer, materials, and vendor. SAP Master Data Governance enforces MDM policies
in the context of business processes. For example, a business user might enter a vendor
data change request in an SAP application. The request is then routed through a workflow
to a procurement user, who adds payment terms, and then to a finance user, who adds
accounting codes to the master data object. The request is then routed to a data steward,
who verifies adherence to data management standards, as well as to other users who
approve the request.

Content Management
SAP offers an extended set of enterprise content management capabilities for document
access and presentment, invoice management, and records management with OpenText.

Information Ll#ecycle Management

SAP NetWeaver Information Lifecycle Management helps organizations archive data
and set retention policies for different types of data, according to business needs and
regulatory requirements.

Enterprise Modeling

SAP PowerDesigner supports a role-based user interface for the development of
conceptual, logical, physical, requirements, enterprise architecture, business process,
XML, and data movement models. SAP PowerDesigner also supports the development
of HANA models and the bidirectional sharing of data models with SAP Information
Steward.

Data Integration

SAP Data Services provides data connectivity to a long list of data formats and legacy file
systems, including relational databases, HANA, Hadoop, SAP Business Suite, COBOL,
and ADABAS.
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TALEND

effective tooling. The Talend Unified Platform consists of two editions:
Talend Open Studio, which is open source, and Talend Enterprise, which is
subscription-based. Additional platforms provide further enterprise capabilities:

Talend has built up a sizeable installed base of customers who like its cost-

e The data management platform combines data quality and data integration.

e The data services platform adds an enterprise service bus.

e The MDM platform provides a single version of the truth for key master data
entities.

As shown in Figure 27.1, the Talend Unified Platform consists of a number of
components, discussed in this chapter.
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Figure 27.1: Talend Unified Platform

The Extended Ecosystem
The Talend Unified Platform has extended support for a large ecosystem:

e Databases and data warehouses—IBM DB2, MySQL, Teradata, HP Vertica,
Netezza, and Oracle

e Packaged applications—Oracle, SAP, Microsoft Dynamics, Salesforce, and Sage
Cloud and Software-as-a-Service—Amazon Web Services, Marketo, Windows
Azure, Amazon Redshift, and Google BigQuery
Analytics and dashboards
Big data platforms and NoSQL—Pivotal, Google Cloud Platform, MapR, Hadoop,
Cloudera, Hortonworks, Cassandra, and MongoDB

e New data sources—Facebook, Twitter, telematics, and sensor data
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Big Data

Talend provides an easy-to-use graphical environment that allows developers to visually
map big data sources and targets without the need to learn and write complicated code.
Once a big data connection is configured, the underlying code is automatically generated
and can be deployed remotely as a job that runs natively on a HDFS, Pig, HCatalog,
HBase, Sqoop, or Hive cluster.

Data Integration
Talend provides the following tools:

e A business modeler, a visual tool for designing business logic for an application

e A job designer, a visual tool for functional diagramming, delineating data
development and flow sequencing using components and connectors

e A metadata manager, for storing and managing all project metadata, including
contextual data such as database connection details and file paths

Data Quality

Talend Data Quality includes capabilities for data profiling, data standardization, data
enrichment, postal validation, data matching, and survivorship for a variety of data
sources, including Hadoop.

Master Data Management

Talend MDM supports a single version of the truth across multiple domains, including
customer and product. Talend MDM provides a hierarchy browser that lets stewards
navigate master data through a hierarchical view. The steward can reassign a record to
other nodes in the hierarchy by a simple drag and drop. In In Figure 27.2, the customer
data steward is viewing the SHOWBIZ PIZZA PLACE account, which is part of the
U.S., in the Midwest region. The data steward can drag and drop the account into the East
region, if appropriate.
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Figure 27.2: Talend MDM allows stewards to navigate customer hierarchies.

Enterprise Service Bus (ESB)

Talend ESB products provide an Eclipse-based tooling environment with messaging,
web services, data services, intelligent routing, and data transformation. Talend enables
developers to easily build reliable, scalable, and secure REST, web, and data services to
integrate heterogeneous IT environments, both on-premise and in the cloud.

Business Process Management (BPM)
Talend BPM includes three solutions: a process modeler, a BPM and workflow engine,
and a user interface for the creation of forms.



CHAPTER

NOTABLE VENDORS

here are far too many data governance software vendors to be covered
exhaustively in this book. In this chapter, we cover a few more vendors with
noteworthy offerings.

Adaptive
Adaptive offers the following data governance capabilities:

e Business glossary—Adaptive Business Glossary Manager offers a business-
oriented user interface to manage data artifacts.
e Metadata—Adaptive Metadata Manager supports data lineage and impact analysis.

BackOffice Associates

BackOffice Associates is a company that is almost exclusively focused on data quality
and data migration for the SAP platform. The company originally started with a services
focus, but has since released products that accelerate data quality and data migration.

Data Advantage Group
Data Advantage Group is a company that focuses exclusively on metadata. Data
Advantage Group MetaCenter offers the following capabilities:
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Business glossary—MetaCenter ships with a business glossary.
Metadata—MetaCenter has strong ActiveLinx scanner capabilities for metadata
integration with many data repositories, including data modeling tools, relational
databases, COBOL, ETL, reporting tools, and Hadoop.

® Reference data—MetaCenter supports the creation and maintenance of reference
data.

e Workflows—The latest version of MetaCenter includes support for workflows to
manage business terms and reference data.

Diaku

Diaku is a European company focused on data governance, with a specialization in
regulatory compliance for financial services. Diaku Axon has integrated capabilities for
business semantics, stakeholder analysis, data quality, process mapping, and data lineage.
Figure 28.1 shows the business glossary functionality in Diaku Axon.
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LDOM Refersnce object enlity identfier scope system cmd > Last Updated O7-Apr-2014
Business Logic Old Atas clients startwitha 9 > Updated By
Examples 90001234, 1234, 123456 > Access Publc
Strategic Source $= CMD: Legal Entity record

Figure 28.1: The business glossary functionality in Diaku Axon.

Embarcadero Technologies
Embarcadero has a strong footprint in the data modeling community with ER/Studio and
its recent acquisition of ERwin from CA. The company recently announced CONNECT,
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which provides a business glossary with a “Facebook-style” user interface, social
enterprise collaboration, and integration with data models.

Global Data Excellence

Global Data Excellence is a European software vendor with a unique approach to data
governance. Its Data Excellence Management System connects the dots from business
terms and data quality to the business drivers and financial benefits of data governance.
Figure 28.2 shows the business glossary functionality within the Data Excellence
Management System.
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Figure 28.2: The Data Excellence Management System from Global Data Excellence.

Harte-Hanks Trillium
Trillium has a strong heritage in data quality. The company offers the following
capabilities, either directly or through third-party integrations:

e Business glossary and reference data—Trillium offers these capabilities through
integration with Collibra Data Governance Center.

e Data discovery and profiling—TS Discovery supports manual and automated data
profiling and discovery.

e Data quality—TS Quality offers data cleansing and standardization, address
verification and correction, and de-duplication.
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Oracle
Oracle has a number of capabilities around data governance:

Oracle Enterprise Data Quality products support profiling, audit and dashboards,
data standardization, match and merge, case management, and address verification.

e Oracle Customer Hub provides a single view of the customer.
e Oracle Product Hub provides a single view of the product.
e Oracle Site Hub provides a single view of internal and external sites relating to

customers, competitors, and suppliers.

e Oracle Supplier Hub provides a single view of the supplier.
e Oracle Higher Education Constituent Hub provides a single view of students,

SAS

faculty, alumni, employees, and other constituents.

Oracle Data Relationship Management supports a single view of chart of accounts,
cost centers, profit centers, and legal entities to ensure consistent financial reporting
and analytics, as shown in Figure 28.3. Analytical master data management offers

a consistent view of dimensions and performance measures, so that departmental
reports are consistent with enterprise views.

Oracle Data Relationship Governance integrates data quality, policy management,
and workflows.

SAS has a very loyal customer base and strong market share in the analytics space. SAS
has now fully folded its DataFlux division back into the mother ship. Following this
reorganization, SAS has also consolidated its enterprise data management tooling under
the SAS Data Management platform. SAS Data Management provides consolidated
capabilities for data integration, data profiling, data quality, data monitoring, business
glossary, metadata, master data management, reference data management, and entity
resolution.
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ACORD
API
ASN.1
BPM
CDE
CEP
CPT
CSv
EC2
EDI
EDM
ELT
EMR
ESB
ETL
FIX
HDFS
HIPAA
HL7

LiIST OF ACRONYMS

Association for Cooperative Operations Research and Development

Application Programming Interface

Abstract Syntax Notation One
Business Process Management
Critical Data Element

Complex Event Processing
Current Procedural Terminology
Comma-Separated Values
Amazon Elastic Compute Cloud
Electronic Data Interchange
Enterprise Data Management
Extract, Load, and Transform
Amazon Elastic MapReduce
Enterprise Service Bus

Extract, Transform, and Load
Financial Information eXchange
Hadoop Distributed File System

Health Insurance Portability and Accountability Act

Health Level 7
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HTTP
Hue
ICD-9
ICD-10
ILM
JSON
JSP
KPI
LDO
MDM
NACE

NAICS
NCOA
NoSQL
OOTB
OWL
PIA

PII

PUC
RDBMS
REST
SEPA
SIC
SQL
SWIFT
TCP
VAT
XML

Hypertext Transfer Protocol

Hadoop User Experience

International Classification of Diseases—Ninth Revision
International Classification of Diseases—Tenth Revision
Information Lifecycle Management

JavaScript Object Notation

Java Server Page

Key Performance Indicator

Logical Data Object

Master Data Management

Nomenclature statistique des Activités économiques dans la
Communauté Européenne (Statistical Classification of Economic
Activities in the European Community)

North American Industry Classification System

National Change of Address

Not Only SQL

Out-of-the-Box

Web Ontology Language

Privacy Impact Assessment

Personally Identifiable Information

Public Utility Commission

Relational Database Management System

Representational State Transfer

Single Euro Payments Area

Standard Industry Classification

Structured Query Language

Society for Worldwide Interbank Financial Telecommunication
Transmission Control Protocol

Value Added Tax

Extensible Markup Language
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GLOSSARY

Accuracy
A data quality dimension relating to the degree to which data elements are accurate.

Apache Software Foundation (“Apache”)
A not-for-profit organization devoted to supporting the open source Apache software
community.

Application Programming Interface (API)
A representation of how computer applications will interface with each other.

Archiving
The process of moving structured and unstructured information to another location for
safekeeping or cost reduction. The archive might be in paper or electronic format.

Artifact
Any data object, such as a conceptual data model, a logical data model, a physical
data model, an entity, an attribute, a table, a column, a code table, a code value, or a

business term.
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Attribute
A property of a data entity. In relational database management systems, an entity may
be represented by one or more tables, while an attribute may be represented by one or
more columns.

Big data
Types of data that are generally referred to in the context of the three Vs:

Volume (data at rest}—Big data is generally large. Enterprises are awash with data,
easily amassing terabytes and even petabytes of information.

Velocity (data in motion}—Often time-sensitive, big data must be used as it is
streaming into the enterprise, in order to maximize its value to the business.

Variety (data in many formats)}—Big data includes structured data, as well as
unstructured data such as text, audio, video, clickstreams, and log files.

Big data governance
Part of a broader data governance program that formulates policy relating to the
optimization, privacy, and monetization of big data by aligning the objectives of
multiple functions.

Bulk data movement
Includes technologies such as Extract, Transform, and Load (ETL) to extract data from
one or more data sources, transform the data, and load it into a target database.

Business glossary
A repository with definitions of key terms that brings together common definitions
across business and IT. A business glossary is often distinguished from a data
dictionary, which contains the descriptions of key columns and tables.

Business metadata
The definition of business terms along with the relations between these terms, the
associated business rules, and reference data.

Business Process Management (BPM)
The discipline that deals with the management of an organization’s business processes,
such as customer onboarding, procure to pay, and order to cash.
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Business rule
A constraint in terms of how an organization goes about its business. For example, a
social services agency might have a business rule that minors should have guardians.

Cardinality
The number of unique values in a column,

Change Data Capture (CDC)
A data integration technique that reads the database transaction logs to propagate to
the target system only the changes that have been made to the database.

Code list
See code table.

Code table
A table containing lookup values for reference data. For example, “U.S. State” is a
code table containing the list of acceptable values for states within the United States.

Code value
An individual value in a code table. For example, “NJ” is a code value in the code
table U.S. States.

Comma-Separated Values (CSV)
A list of values in tabular format, separated by commas.

Completeness
A data quality dimension relating to the degree to which data elements are populated.

Complex Event Processing (CEP)
See stream computing.

Conceptual data model
A data model that describes the semantics of a domain. This model is used to
communicate core data concepts, rules, and definitions to a business user as part of an
overall application development or enterprise initiative. The number of objects should
be very small and focused on key concepts.'

1 Hoberman, Steve, Donna Burbank, and Chris Bradley. Data Modeling for the Business. Technics
Publications, LLC, 2009.
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Conformity
A data quality dimension relating to the degree to which data elements correspond to
expected formats, valid values, or ranges of values.

Consistency
A data quality dimension relating to the degree of relational integrity between data
elements and other data elements.

Critical data element
An attribute that has a significant impact on regulatory reporting, operational
performance, and business intelligence.

Current Procedural Terminology (CPT)
A uniform set of codes copyrighted by the American Medical Association to describe
medical, surgical, and diagnostic services for physicians, patients, accreditation
organizations, and healthcare payers for administrative, financial, and analytical
purposes. CPT coding is similar to ICD-9 and ICD-10 coding, except that it identifies
the services rendered rather than the diagnosis on the claim.

Data broker
A company that offers data enrichment and validation services to organizations.

Data federation
According to Information Management magazine, data federation is the method of
linking data from two or more physically different locations and making the access/
linkage appear transparent, as if the data were co-located. This approach is in contrast
to the data warehouse method of housing data in one place and accessing data from
that single location. Also referred to as “data virtualization.”

Data dictionary
See business glossary.

Data discovery
See data profiling.

Data domain
A specific category of information, such as customer, product, materials, vendor, or
chart of accounts.
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Data governance
The formulation of policy to optimize, secure, and leverage information as an
enterprise asset by aligning the objectives of multiple functions.

Data governance council
A body consisting of senior business and IT representatives that sets policy regarding
information, and acts as the ultimate tiebreaker if lower-level bodies cannot make
decisions.

Data governance lead
The operational leader who leads the data governance program on a day-to-day basis.

Data lineage
The audit trail for data movement through integration processes. The result of a data
lineage process is the answer to basic questions such as “where did this data come
from?”, “where does this data go?”, and “what happened to it along the way?”

Data masking
The process of systematically transforming confidential data elements such as trade
secrets and PII into realistic, but fictionalized, values.

Data model
A wayfinding tool for both business and IT professionals, which uses a set of symbols
and text to precisely explain a subset of real information to improve communication
within the organization and thereby lead to a more flexible and stable application
environment.” According to ANSI, there are three types of data models: conceptual,
logical, and physical.

Data profiling
The process of understanding the data in a system, where it is located, and how it
relates to other systems. This process includes developing a statistical analysis of
the data such as data type, null percentages, and uniqueness. Also known as “data
discovery.”

2 Hoberman, Steve. Data Modeling Made Simple, 2nd Edition. Technics Publications, LLC, 2009.
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Data quality dimension
A recognized term used by data management professionals to describe a characteristic,
attribute, or facet of data that can be measured or assessed against defined standards in
order to determine the quality of data.’

Data quality management
A discipline that includes methods to measure and improve the quality and integrity of
an organization’s data. While data profiling uncovers issues with the data, data quality
actually remediates those issues.

Data steward
A person who ideally reports into the business and, by virtue of his or her deep subject
matter expertise, is responsible for improving the trustworthiness and safeguarding the
privacy of data as an enterprise asset.

Data tokenization
The process of substituting a sensitive data element with a non-sensitive equivalent,
referred to as a “token,” that has no extrinsic or exploitable meaning or value. The
token is a reference that maps back to the sensitive data through a tokenization system.
The mapping from original data to a token uses methods that render tokens infeasible
to reverse in the absence of the tokenization system, for example using tokens created
from random numbers.*

Data virtualization
See data federation.

Database monitoring
A form of security technology that monitors the activities of the database, but operates
independently of the database itself. Database monitoring technologies typically
have a limited impact on the performance of the database system because they do not
monitor database logs.

3 “The Six Primary Dimensions for Data Quality Assessment.” DAMA UK, October 2013.
http://en.wikipedia.org/wiki/Tokenization (data_security).
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Dodd-Frank
The Dodd-Frank Wall Street Reform and Consumer Protection Act is United States
legislation that has wide-reaching consequences for the nation’s financial services
industry.

Encryption
The process of rendering sensitive data unreadable so that an attacker cannot gain
unauthorized access to it.

Enterprise Data Management (EDM)
Enterprise Data Management refers to the ability of an organization to precisely
define, easily integrate, and effectively retrieve data for both internal applications
and external communication.’ It includes a number of disciplines, including
database management, data integration, metadata management, MDM, reference data
management, analytics, reporting, and big data.

Entity
The grouping of objects with similar characteristics, such as customer, employee,
asset, and vendor.

Exact match
A matching algorithm that requires two strings to be exactly the same.

Extensible Markup Language (XML)
A markup language that defines a set of rules for encoding documents in a format that
is both human-readable and machine-readable.®

Extract, Load, and Transform (ELT)
A process used in data warehousing to extract data from one or more data sources,
load the data into a target database, and transform the data in the target database.

Extract, Transform, and Load (ETL)
A process used in data warehousing to extract data from one or more data
sources, transform the data, and load the data into a target database. ELT conducts

5 http://en.wikipedia.org/wiki/Enterprise_data_management.
6 http://en.wikipedia.org/wiki/XML.
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transformations in the target database, while ETL conducts these transformations in an
intermediate environment before loading into the target database.

Flume
Apache Flume is a service to collect, aggregate, and move large volumes of streaming
event data into HDFS.

Gigabyte
One billion (10°) bytes.

Golden record
A record that is created by merging multiple records in a master data management
system.

Governance, Risk, and Compliance (GRC)
An overall term to describe processes related to corporate governance, risk
management, and compliance with regulations.

Hadoop
Open source software to enable the distributed processing of large data sets across
clusters of computers using a simple programming model.

Hadoop Distributed File System (HDFS)
A distributed file system designed to be highly fault tolerant and to run on low-
cost hardware. HDFS provides high throughput access to data and is suitable for
applications that have large data sets.

Hadoop User Experience (Hue)
Apache Hue is a web user interface for Hadoop.

HBase
Apache HBase is a column-oriented database that sits on top of HDFS. It is designed
to store large tables, with billions of rows and millions of columns. HBase is not a
relational database and does not support Structured Query Language (SQL).
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HCatalog
HCatalog is a table and storage management layer for Hadoop that enables users with
different data processing tools (such as Pig or MapReduce) to more easily read and
write data on the grid.’

Hive
Apache Hive is a data warehousing infrastructure that sits on top of Hadoop.
Hive provides a SQL-like interface called HiveQL to query large volumes of data
in Hadoop. Because Hive insulates users from having to learn the intricacies of
MapReduce programming in Java, it is a great transition for relational database
programmers who are looking to work with Hadoop.

Impact analysis
The ability to understand how a change to one data artifact affects other data artifacts.

Impala
Cloudera Impala allows users to issue SQL queries against data stored in HDFS and
Apache HBase.

In-memory database
A database management system that primarily stores data in main memory for faster
processing.

Information Lifecycle Management (ILM)
The process and methodology of managing information through its lifecycle, from
creation through disposal, including compliance with legal, regulatory, and privacy
requirements.

International Classification of Diseases (ICD)
A World Health Organization standard for disease codes that is designed to promote
international comparability in the collection, processing, classification, and
presentation of mortality statistics. The ninth revision (ICD-9) was published in 1978.
The tenth revision (ICD-10) was published in 1999, and significantly increased the
number of codes.

7 https://cwiki.apache.org/confluence/display/Hive/HCatalog+UsingHCat.
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Jaro-Winkler
A measure of similarity between two strings. The higher the Jaro-Winkler distance,
the more similar the strings are. The Jaro—Winkler distance metric is designed and best
suited for short strings, such as personal names. The score is normalized such that zero
equates to no similarity, and one is an exact match.®

Key performance indicator (KPI)
An analytical measure used to determine the success of an initiative.

Legal hold
A process to prevent the destruction of paper and electronic documents that might be
relevant to a lawsuit.

Levenshtein distance
A string metric to measure the difference between two sequences. The Levenshtein
distance between two words is the minimum number of single-character edits
(insertions, deletions, or substitutions) required to change one word into the other.’

Logical data model
A type of data model showing a detailed representation of some or all of an
organization’s data, independent of any particular data management technology, and
described in business language.'®

Logical Data Object (LDO)
An Informatica concept that describes a logical entity in an enterprise.

MapReduce
A computational paradigm in which an application is divided into self-contained units
of work. MapReduce applications can process vast amounts (multiple terabytes) of
data in parallel on large clusters in a reliable, fault-tolerant manner.

Master data management (MDM)
The process of establishing a single version of the truth for an organization’s critical
data entities, such as customers, products, materials, vendors, and chart of accounts.

8 http://en.wikipedia.org/wiki/Jaro-Winkler_ distance.
9 http://en.wikipedia.org/wiki/Levenshtein_distance.
10 http://en.wikipedia.org/wiki/L.ogical_data_model.
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Matching attribute
An attribute that is used to match two or more records as duplicates.

Matching function
The specific algorithm that is deployed to match two or more records. Examples
include Jaro—Winkler, Levenshtein, or exact.

Metadata
Information that describes the characteristics of any data artifact, such as its name,
location, perceived importance, quality, or value to the enterprise, and its relationships
to other data artifacts that the enterprise deems worth managing. See also business
metadata and technical metadata.

Metaphone
A phonetic algorithm, published by Lawrence Philips in 1990, for indexing words
by their English pronunciation. It fundamentally improves on the Soundex algorithm
by using information about variations and inconsistencies in English spelling and
pronunciation to produce a more accurate encoding, which does a better job of
matching words and names that sound similar."

Monetization
The process of converting an asset such as data into money by selling it to third parties
or by using it to develop new services.

National Change of Address (NCOA)
An offering from the United States Postal Service that provides information on
individuals, families, and businesses who have submitted change-of-address forms.

Nomenclature statistique des Activités économiques dans la Communauté
Européenne (NACE)
European Union industry codes, also known as the Statistical Classification of
Economic Activities in the European Community.

11 http://en.wikipedia.org/wiki/Metaphone.
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North American Industry Classification System (NAICS)
A six-digit standard used by the United States government to classify businesses for
statistical purposes. The NAICS is supplanting the Standard Industry Classification
(SIC) codes because it covers a broader range of industries.

NoSQL database
A database management system that does not use SQL as its primary query language.
The database might not require fixed table schemas, and does not support JOIN
operations. NoSQL (“not only SQL”) databases include categories such as key-value
stores. These databases are optimized for highly scalable read-write operations rather
than for consistency.

Oozie
Apache Oozie is a workflow scheduler to manage Hadoop jobs.

Personally identifiable information (PII)
Information that can be used on its own or with other information to identify, contact,
or locate a single person, or to identify an individual in context.'

Petabyte
A measurement of data equivalent to 1,024 terabytes.

Physical data model
A type of data model that is a representation of a data design which takes into account
the facilities and constraints of a given database management system."

Pig
Apache Pig is a platform for analyzing large, semi-structured data sets in Hadoop.
It uses a procedural language called Pig Latin that insulates users from learning the
intricacies of MapReduce programming in Java. Hive and Pig evolved as separate
Apache projects for the analysis of large datasets. Hive is better suited to users who
are familiar with SQL. Pig, on the other hand, is ideal for users who are familiar with
procedural programs like Microsoft Visual Basic and Python.

12 http://en.wikipedia.org/wiki/Personally identifiable information.
13 http://en.wikipedia.org/wiki/Physical data_model.
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Policy
The written or unwritten declarations of how people should behave in a given
situation.

Precision
The maximum number of digits that can be present in a number.

Privacy
The “right to be left alone,” as defined in a Harvard Law Review article called “The

Right to Privacy” written in 1890 by Louis Brandeis and Samuel Warren. Subsequent
regulations and legislation around the world have built on this definition.

Privacy impact assessment (PIA)
An assessment undertaken to determine and minimize the privacy risk associated with

a project.

Privileged user
A user such as a database administrator, a call center agent, or a network administrator
who, by virtue of his or her job requirements, has read and write privileges that are

greater than other users.

Profiling
The process of building a statistical view of the characteristics of data, such as the
number of missing fields, number of nulls, and percentage of unique values.

R
An open source package for statistical computing and graphics.

Reference architecture
A technical architecture that includes a standard set of software components that may
be implemented on a project within a specific domain (e.g., reference architecture for

big data).

Reference data
Static data such as country codes, state or province codes, industry classification
codes, and ICD-10 disease codes, which may be placed in lookup tables for reference
by other applications across the enterprise.
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Representational State Transfer (REST) API
An architectural style developed by the W3C Technical Architecture Group in
parallel with HTTP 1.1, based on the existing design of HTTP 1.0. The World Wide
Web represents the largest implementation of a system conforming to the REST
architectural style.'

Retention schedule
A table that includes a classification of documents, the time that those documents
should be retained, the legal citation or other reason for the retention period, and the
action to be taken after the retention period has expired.

Scale
The maximum number of decimals after the decimal point.

Selectivity
The degree of uniqueness of the values (including nulls) in a column, calculated as
Cardinality / (Row Count — Null Count). Selectivity is calculated on each column
individually and is not the result of comparison to another column. This value is never
greater than one.

Semantics
The study of meaning.

Semi-structured data
Data that is primarily unstructured, although there is some structure within the
document. For example, a survey form might be semi-structured data because it
includes structured fields such as name, gender, and age, along with multiple fields for
free-text comments. See also structured data and unstructured data.

Sensitive data
Confidential or proprietary data that, if compromised, might cause financial or
reputational loss to the person or enterprise that owns it.

14 http://en.wikipedia.org/wiki/Representational state transfer.
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Smart meter
A type of meter that captures usage data every 15 to 60 minutes for residential and
commercial customers, and communicates that information on a regular basis to the
utility for billing and analytics.

Snapshot
A list of business terms, code values, technical metadata, and other data artifacts,
along with their relationships at a given point in time. Snapshots allow administrators
to go back in time to see how the data might have looked at that time. Snapshots also
allow administrators to roll back any changes.

Soundex
A phonetic algorithm for indexing names by sound, as pronounced in English.'?

Sqoop
Apache Sqoop is a tool that supports the movement of massive volumes of data
between Apache Hadoop and structured data stores such as relational databases. Many
ETL vendors also support similar functionality.

Standard Industry Classification (SIC)
A system for classifying industries by a four-digit code. In the United States, the SIC
code is being replaced by the NAICS code.

Steward
See data steward.

Stream computing
A class of applications that perform high-performance, low-latency processing of large
volumes of data leveraging parallel processing capabilities without landing data to
disk. Also known as “Complex Event Processing (CEP).”

Structured data
Data with a structured format that is typically stored in a relational database with
tables, rows, and columns. See also unstructured data and semi-structured data.

15 http://en.wikipedia.org/wiki/Soundex.
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Structured Query Language (SQL)
A programming language used to manipulate data in a relational database management
system.

Synchronization
A data quality dimension relating to the degree to which data elements are consistent
from one data store to the next.

Synonym
A word with similar meaning.

Technical metadata
Information that describes the assets, models, and process elements used in IT
systems.

Terabyte
A measure of data equivalent to 1,024 (10°) gigabytes.

Test data management
The process of creating datasets that are suitable for testing purposes.

Text analytics
Techniques to derive insight from text.

Timeliness
A data quality dimension relating to the degree to which data is available in a timely
manner.

Uniqueness
A data quality dimension relating to the degree to which data elements are unique
within a data store.

Unstructured data
Data such as email, video, sound, and images that has no format or organizing
principle. See also structured data and semi-structured data.
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Workflow
A chained series of people and system tasks to accomplish a goal. For example,
workflows might exist for data issue management, adding a business term, or simple
approval.

Zettabyte (ZB)
A measure of data equivalent to one trillion gigabytes (10*' bytes).
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POTENTIAL DATA GOVERNANCE TASKS TO BE
AUTOMATED WITH TooLsS

Business Glossary
1. Bulk load business terms in Excel, CSV or XML format.
2. Create categories of business terms.
3. Facilitate social collaboration features.
4.  Automatically hyperlink business terms that are embedded within the definitions of
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11.
12.

13.

other business terms.

Add custom attributes to business terms and other data artifacts.

Add custom relationships to business terms and other data artifacts.
Add custom roles to the business glossary and other data artifacts.

Link business terms and column names to the associated reference data.
Link business terms to technical metadata.

Support the creation of custom asset types.

Flag Critical Data Elements.

Provide OOTB and custom workflows to manage business terms and other data
artifacts.

Review the history of changes to business terms and other data artifacts.
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14.
15.
16.
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Allow business users to link to the glossary directly from reporting tools.
Search for business terms.
Integrate business terms with associated unstructured data.

Metadata Management

17.  Pull logical models from data modeling tools.

18.  Pull physical models from data modeling tools.

19.  Ingest metadata from relational databases.

20. Pull in metadata from data warehouse appliances.

21. Integrate metadata from legacy data sources.

22.  Pull metadata from ETL tools.

23.  Pull metadata from reporting tools.

24. Reflect custom code in the metadata tool.

25. Pull metadata from analytics tools.

26. Link business terms with column names.

27. Pull metadata from data quality tools.

28. Pull metadata from big data sources.

29. Provide detailed views on data lineage.

30. Customize data lineage reporting.

31. Manage permissions within the metadata repository.

32. Support the search for assets within the metadata repository.
Data Profiling

33. Conduct column analysis.

34. Discover the values distribution of a column.

35. Discover the patterns distribution of a column.

36. Discover the length frequencies of a column.

37. Discover hidden sensitive data.

38. Discover values with a similar sound within a column.

39. Agree on the data quality dimensions for the data governance program.
40. Develop business rules relating to the data quality dimensions.
41. Profile data relating to the completeness dimension of data quality.
42. Profile data relating to the conformity dimension of data quality.
43. Profile data relating to the consistency dimension of data quality.
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S
45.
46.
47.
48.
49.

Profile data relating to the synchronization dimension of data quality.
Profile data relating to the uniqueness dimension of data quality.
Profile data relating to the timeliness dimension of data quality.
Profile data relating to the accuracy dimension of data quality.
Discover data overlaps across columns.

Discover hidden relationships between columns.

50. Discover dependencies.

51. Discover data transformations.

52. Create virtual joins or logical data objects that can be profiled.

Data Quality Management

53. Transform data into a standardized format.

54. Improve the quality of address data.

55. Match and merge duplicate records.

56. Inthe Data Quality Scorecard, select the data domain or entity.

57. In the Data Quality Scorecard, define the acceptable thresholds of data quality.

58. In the Data Quality Scorecard, select the data quality dimensions to be measured
for the specific data domain or entity.

59. In the Data Quality Scorecard, select the weights for each data quality dimension.

60. In the Data Quality Scorecard, select the business rules for each data quality
dimension.

61. In the Data Quality Scorecard, assign weights to each business rule within a given
data quality dimension.

62. Inthe Data Quality Scorecard, bind the business rules to the relevant columns.

63. View the Data Quality Scorecard.

64. Highlight the financial impact associated with poor data quality.

65. Conduct time series analysis.

66. Manage data quality exceptions.

Master Data Management

67.
68.
69.
70.

Define business terms that are consumed by the MDM hub.
Manage entity relationships.

Manage master data enrichment rules.

Manage master data validation rules.
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71. Manage record matching rules.

72.  Manage record consolidation rules.

73.  View list of outstanding data stewardship tasks.
74. Manage duplicates.

75.  View the data stewardship dashboard.

76. Manage hierarchies.

77. Improve the quality of master data.

78. Integrate social media with MDM.

79. Manage master data workflows.

80. Compare snapshots of master data.

81. Provide a history of changes to master data.

82. Offload MDM tasks to Hadoop for faster processing.

Reference Data Management

83. Build an inventory of code tables.

84. Agree on the master list of values for each code table.

85. Build simple mappings between master values and related code tables.
86. Build complex mappings between code values.

87. Manage hierarchies of code values.

88.  Build and compare snapshots of reference data.

89. Visualize inter-temporal crosswalks between reference data snapshots .

Information Policy Management

90. Manage information policies, standards, and processes within the business glossary.

91. Manage business rules.

92. Leverage data governance tools to monitor and report on compliance with
information policies.

93. Manage data issues.

Data Modeling

94. Integrate logical and physical data models with the metadata repository.
95. Expose ontologies within the metadata repository.

96. Prototype a unified schema across data domains using data discovery tools.
97. Establish a data model to support MDM.
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Data Integration

98. Deploy data quality jobs in an integrated manner with data integration.

99. Move data between the MDM or reference data hub and source systems.

100. Leverage reference data for use by the data integration tool.

101. Integrate data integration tools into the metadata repository.

102. Automate the production of data integration jobs by leveraging the metadata
repository.

Analytics and Reporting

103. Export data profiling results to a reporting tool for further visual analysis.

104. Export data artifacts into a reporting tool for visualization of data governance
metrics.

105. Integrate analytics and reporting tools with the business glossary for semantic
context.

Business Process Management

106. Create data governance workflows to leverage BPM capabilities.
107. Establish master data workflows to leverage BPM capabilities.
108. Map data policies and standards to key activities and milestones in BPM tools.

Data Security and Privacy

109. Determine privacy obligations.

110. Discover seAsitive data using data discovery tools.

111. Flag sensitive data in the metadata repository.

112. Mask sensitive data in production environments.

113. Mask sensitive data in non-production environments.

114. Monitor database access by privileged users.

115. Document information policies in the business glossary that are executed by data
masking and database monitoring tools.

116. Create a complete business object using data discovery tools that can be acted upon
by data masking tools.



324 Data Governance Tools

Iinformation Lifecycle Management

117. Document information policies in the business glossary that are implemented by
ILM tools.

118. Discover complete business objects that can be acted on efficiently by ILM tools.

Hadoop and NoSQL

119. Conduct an inventory of data in Hadoop.

120. Assign ownership for data in Hadoop.

121. Provision a semantic layer for analytics in Hadoop.

122. View the lineage of data in and out of Hadoop.

123. Manage reference data for Hadoop.

124. Profile data natively in Hadoop.

125. Discover data natively in Hadoop.

126. Execute data quality rules natively in Hadoop.

127. Integrate Hadoop with MDM.

128. Port data governance tools to Hadoop for improved performance.

129. Govern data within NoSQL databases.

130. Mask sensitive data in Hadoop.

Stream Computing

131. Use data profiling tools to understand a sample set of input data.

132. Govern reference data to be used by the stream computing application.

133. Govern business terms to be used by the stream computing application.

Text Analytics

134. Leverage unstructured data to improve the quality of sparsely populated structured
data.

135. Extract additional relevant predictive variables not available within structured data.

136. Define consistent definitions for key business terms.

137. Ensure consistency in patient master data across facilities.

138. Adhere to privacy requirements.

139. Manage reference data.
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Excel Import wizard, 18-19
flagging Critical Data Elements in, 28
flagging sensitive data in, 192
hierarchy of code values in, 139-140
hyperlinked business terms in, 21-22
integration with key metadata repositories, 265
integration with Trillium Software TS Discovery for
data profiling, 265
linking business terms to reference data in, 24-25
logging data issues in, 149-157
new business term approval process in, 181-186
OOTB approval workflow in, 182
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OOTB relations in, 23
OOTB workflows customizable in, 265
preferred view of Dodd-Frank business terms in, 19
providing the semantic layer for Hadoop analytics in
Cloudera, 216
Reference Data Accelerator, 13, 258
reference data management in, 264
user interface, 263
Data Stewardship Manager, 13, 165, 258, 265
Reference Data Accelerator, 13, 258, 264
column
analysis, conducting, 59-61, 80-81, 272
dependencies, 81-84
length frequencies, discovering, 63—-64
patterns distribution, discovering, 62-63
values distribution, discovering, 61-62
values with similar sounds in, discovering, 65-66
complete business objects, 199-200, 204-205
completeness. See data quality dimensions
complex event processing (CEP), 233
compliance, 11, 149, 190, 294
conceptual data model, 161
Concur, 278
conformity. See data quality dimensions
consistency. See data quality dimensions
console. See data steward, console/dashboard for
Constant Contact, 231
content analytics, 241
content management, 287
Couchbase, 12, 231
Critical Data Elements (CDEs), 28, 76. 256
CSV, 17
Current Procedural Terminology (CPT), 133
custom code, reflected in metadata tool, 4546

D
DAMA UK, 66
dashboard. See data steward, console/dashboard for
data access, policies around, 195-196
Data Advantage Group, 293-294
MetaCenter, 10
ActiveLinx scanner capabilities in, 294
business glossary in, 294
complex code mappings in, 137-139
data ownership display in, 149, 212-213

establishing group privileges in, 56-57
Hadoop ActiveLinx scanner in, 5051
linking business terms to technical metadata, 25-26
managing business terms and other data artifacts
with, 28-33
managing custom roles in, 24
metadata capabilities in, 294
reference data capabilities in, 294
reference data inventory in, 134-135
reference data relating to Pig script in, 221
reviewing business term history in, 32-33
workflow capabilities in, 294
data archiving, 195, 204, 272, 273, 275, 277, 287
data artifacts, hierarchy of, as evaluation criterion for data
governance tools, 249
data brokers, 8, 13, 258
data cleansing, 13, 106, 108, 126, 258, 275, 286, 295
data consolidation projects, 163
data dictionaries, 17
integration with business glossary, 17
data discovery, 4, 10, 59, 163—166, 275. See also data
profiling
performing natively in Hadoop, 223-224
tools, 61, 62, 64, 76, 80, 81, 84, 163, 167, 190, 199,
200, 295
creating a complete business object using, 199-200
discovering sensitive data using, 190-192
data encryption, 11, 189
data enrichment, 13, 112, 113, 126, 170, 258, 272, 291
data extraction, 172, 204
data federation, 170. See also data virtualization
data flows, conceptual view of, 46
data governance
cloud platforms for, 13
council, 146
defined, 3
EDM reference architecture categories related to, 14
impact of poor, example of, 5
introduction to, 3—6
in NoSQL databases, 231
prerequisites, 4-5
tool categories, 15-157
tools, 14, 76, 167. 247-297
mapping to BPM tools, 187188

porting to Hadoop for improved performance,
229-230
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vendor landscape for, 247-297
tools/platforms, evaluation criteria for, 247-258
approval workflows, 248-249
cloud, 258
data governance metrics, 256-257
data stewardship, 248
hierarchy of data artifacts, 249-256
total cost of ownership, 247-248
data integration, 169175
bulk data movement, 169
categories, 9, 169-170
data replication, 169-170
data virtualization, 170
in the EDM reference architecture, 9
integration points with data governance, 170-175

automate the production of data integration jobs by
leveraging the metadata repository, 174-175
deploy data quality jobs in an integrated manner with
data integration, 170172
integrate data integration tools into the metadata
repository, 174
leverage reference data for use by the data
integration tool, 173-174
move data between the MDM or reference data hub
and the source systems, 172-173
technologies, 169-170
tools, 10, 172, 272, 275
data issues
managing, 149-157, 264, w286
metrics, 256
data lineage
custom reporting of, 52—54
Hadoop data and, 50
providing detailed views on, 51

reports (high-level forward, detailed, and map view) in
ASG-Rochade, 52-55, 217-218, 260, 286, 294
sample report in InfoSphere Metadata Workbench, 52
view encompassing Java programs, Cobol, and DB2, 46
viewing in and out of Hadoop, 216-218
data management, 145, 161, 195, 287. See also enterprise
data management (EDM), master data management
(MDM), metadata management, reference data
management, test data management
data marts, in the EDM reference architecture, 11
data masking, 11. See also data security, data security and
privacy, sensitive data
based on primary key-foreign key relationships,200

defined, 189
in Hadoop, 232
in near-production environments, 278
in non-production environments, 193-194, 274, 278
in production environments, 193, 278
tools, documenting policies implemented by, 195-199
data matching, 34, 64, 95, 96, 97, 106, 109, 114, 115, 116,
119, 227, 229, 230, 235, 272, 275, 291
data modeling, 161-167
defined, 161-162
in the EDM reference architecture, 9
evaluation criteria for, 247
integration points with data governance, 161-167
establish a data model to support master data
management, 166—167
expose ontologies in the metadata repository, 163
integrate the logical and physical data models with
the metadata repository, 162
prototype a unified schema across data domains
using data discovery tools, 163—-166
tools, 9, 37-39, 162, 263, 274, 280282, 287, 294
data overlaps across columns, discovering, 76-79
data ownership, 5, 146, 149, 212, 213, 231, 212-213
data privacy. See also data masking, data security, data
security and privacy, sensitive data
determining obligations for, 190
in the EDM reference architecture, 11
requirements in healthcare, 243
subcategories, 11
tools, 11,274,278
data profiling, 4, 59-88
defined, 59
in the EDM reference architecture, 10
exporting results to reporting tools, 177-178
performing natively in Hadoop, 221-222
stream data and, 234-235
tasks related to data governance, 59-88
agree on the data quality dimensions for the data
governance program, 66—67
conduct column analysis, 59-61
create virtual joins or logical data objects that can be
profiled, 86-88
develop business rules relating to the data quality
dimensions, 67-68
discover data overlaps across columns, 76-79
discover data transformations, 84-86
discover dependencies, 81-84
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discover hidden relationships between columns,
80-81
discover hidden sensitive data, 64—65
discover length frequencies of a column, 63—64
discover patterns distribution of a column, 62-63
discover values distribution of a column, 61-62
discover values with similar sounds in a column,
65-66
profile data relating to accuracy dimension of data
quality, 75-76
profile data relating to completeness dimension of
data quality, 69
profile data relating to conformity dimension of data
quality, 69-70
profile data relating to consistency dimension of data
quality, 71
profile data relating to synchronization dimension of
data quality, 71-72
profile data relating to timeliness dimension of data
quality, 74-75
profile data relating to uniqueness dimension of data
quality, 73-74
tools, 10, 265, 267, 268, 272, 275-277, 286, 291, 295,
296
data quality. See also data quality management, data
quality scorecard
of addresses, 93-95
considerations for stream computing applications, 235
dashboard, 123
dimension, defined, 66
dimensions for data governance program
accuracy, 67, 75-76, 104
agreeing on, 66—67
business rules for, 68, 100—102
completeness, 66, 69, 100-102, 104
conformity, 66, 69-70
consistency, 67, 71, 99, 103, 269
defined, 6667
developing business rules relating to, 67-68
measuring, 99-100
synchronization, 66, 71-72
sample business rules for, 6667
timeliness, 66, 74-75
uniqueness, 66, 73-74
weights assigned to, 99-100
in the EDM reference architecture, 10
exceptions, 106-108
financial impact of poor, 104

history, 104—106

linked to business drivers and financial benefits in
Global Data Excellence Data Excellence
Management System, 295

metrics, 20, 124, 178, 248

process for rating attributes at an insurance carrier,
249-250

rules, 48
executing natively in Hadoop, 224-226
scorecards, 68, 98-103, 256
thresholds, 98
tools, 10, 267, 272, 275-277, 286, 291, 294, 295
pulling metadata from, 48-50

data quality management, 4, 10, 89-108, 267

defined, 89

tasks related to data governance, 89-108
conduct time series analysis, 104—106
create a data quality scorecard, 98-102
highlight the financial impact associated with poor

data quality, 104

improve the quality of address data, 93-95
manage data quality exceptions, 106-108
match and merge duplicate records, 95-97
transform data into a standardized format, 89-92
view the data quality scorecard, 103

data quality scorecard

creating, 98—102
assign weights to each business rule in a given data
quality dimension, 101-102
bind the business rules to the relevant columns, 102
define the acceptable thresholds of data quality, 98

select the business rules for each data quality
dimension, 100101

select the data domain or entity, 98
select the data quality dimensions to be measured for
the specific data domain or entity, 66, 99
select the weights for each data quality dimension,
99-100
tools, 256, 269, 273
viewing, 103

data replication

defined, 9, 169-170
tools, 9, 170, 272

data security. See also data security and privacy

in the EDM reference architecture, 11
subcategories, 11
tools, 11, 274, 278
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data security and privacy, 189-200. See also data masking,

data security, sensitive data
integration points with data governance, 189-200
create a complete business object using data

discovery tools that can be acted upon by data

masking tools, 199-200
determine privacy obligations, 190
discover sensitive data using data discovery tools,
190-192
document information policies implemented by
data masking and database monitoring tools,
195-199
flag sensitive data in the metadata repository,
191-192
mask sensitive data in non-production environments,
193-194
mask sensitive data in production environments, 193
monitor database access by privileged users, 194
tools, 11,274,278
data sources
in the EDM reference architecture, 8
examples, 8
internal and external, 8
legacy, 4243
data space, 127
data standardization, 92, 106, 170, 272, 291, 295, 296
data steward. See also data stewardship
activities of, 248
adding and deleting, 248
assignment of, 265
console/dashboard for, 55, 56, 98, 103, 106, 118, 121-
123, 126, 178, 191, 228, 229, 248, 256-257,
269,272,277, 282, 290, 295, 296
group, 56-57
outstanding tasks of, 117-118
data stewardship
support for, as evaluation criterion for data governance
tools, 248-256
data tokenization, 11
defined, 189
data transformations, discovering, 84-86
data validation, 13, 75, 76, 113—114, 147148, 252-255,
258,272,291
rules, 113-114
data verification, 94, 103, 272, 295, 296
data virtualization
defined, 9, 170

tools, 9, 170, 272
data warehousing/data marts, 9, 268, 290. See also Hive
appliances, 11, 41
in the EDM reference architecture, 11
pulling metadata from, 4142
database monitoring, 11, 194, 195
defined, 189-190
tools
documenting policies implemented by, 195-199
enforcing separation of duties, 194
databases
access/activity monitoring, 194, 199, 274
columnar, 11
in the EDM reference architecture, 8-9
encryption, 11
in-memory, 8
legacy, 9
monitoring, 11
relational, 8-9, 11, 40, 268, 287, 294
de-duplication, 97, 106, 114, 118, 120, 126, 129, 130, 170,
295
Denodo, 9, 170
dependencies, discovering, 81-84
Diaku
Axon
business glossary functionality in, 294
capabilities for business semantics, 294
capabilities for data lineage, 294
capabilities for data quality, 294
capabilities for process mapping, 294
capabilities for stakeholder analysis, 294
KYC activities mapped to business glossary in, 188
KYC business process reflected in, 187188
specialization in regulatory compliance for financial
services, 294
dimensions. See data quality dimensions
disposal of information, 11, 12, 202
document retention, 202
Dodd-Frank banking legislation, 17
business terms, 18, 19, 213-215
Dun & Bradstreet (D&B), 111, 122
duplicate records
managing, 282
matching and merging, 95-97
terminology, 96
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E

Eclipse, 11, 181, 182,292

EDI, 275

eDiscovery, 12, 202

EDM reference architecture, 7-14

Eloqua, 278

Embarcadero Technologies

CONNECT, 10, 21, 294

business glossary in, 294
data model integration in, 294

Facebook-style user interface in, 2021, 294
social collaboration features in, 21, 294

data modeling capabilities of, 294

ER/Studio, 9, 25-26, 37, 294

ERwin Data Modeler, 9, 37, 294
EMC Pivotal, 12, 290

Documentum Records Manager, 202

Greenplum, 11

Global IDs Database Crawler for, 4142

Greenplum Database, 41
Greenplum HD, 12, 209
RSA Archer GRC, 10, 146
SourceOne, 202

encryption, 11

enrichment rules, 112-113. See also data enrichment

enterprise data management (EDM)
categories, 8-13
reference architecture for, 7-14
three pillars of, 8

entity relationships, managing, 111-112

exact matching function, 96
Experian, 94

Extract, Load, and Transform (ELT), 169
Extract, Transform, and Load (ETL), 9, 53, 169, 211, 217,

275, 294
tools, pulling metadata from, 4344

F

Facebook, 21, 125, 126, 212, 226, 277, 290, 295
Financial Industry Business Ontology (FIBO), 163

FIX, 275
Force.com, 278

G
Global Data Excellence, 295
business glossary functionality in, 295
business terms and data quality functionality in, 295
Data Excellence Management System, 295
Global IDs, 267-270
Cobol Copybook Scanner, 4243
data profiling capabilities of, 268—269
data quality capabilities of, 269
data quality dashboard in, 269
Database Crawler for Greenplum, 42
Graph Database Profiler, 231
HDFS File Profiler, 221-222
Hive Profiler, 268-269
metadata capabilities of, 270
metadata repository, searching for assets in, 57-58
product suite, 268
Profiler, discovering hidden sensitive data in, 64—65
remediating data in, 269
scanner for Financial Industry Business Ontology
(FIBO), 163
ultra-large implementations and, 267
Web Ontology Language (OWL) ontology scanner, 270
golden record, 96, 116, 119, 120, 121
Google, 12,209
BigQuery, 290
Cloud Platform, 290
Maps Enricher, 112
Search Appliance, 35
Governance, Risk, and Compliance (GRC) platforms/
tools, 10, 146
graph database, 231
Guidance Software EnCase eDiscovery, 202

Hadoop, 10, 209-232, 236, 268, 270, 275

ActiveLinx in MetaCenter, 50, 294

big data and, 13, 50

“data lake,” 211

defined, 12

distributions, 12, 209

in the EDM reference architecture, 12

extracting metadata from, 50, 51

intersection with data governance tools, 211-232
assign ownership for data in Hadoop, 212-213
conduct an inventory of data in Hadoop, 211-212
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discover data natively in Hadoop, 223-224

execute data quality rules natively in Hadoop,
224-226

govern data in NoSQL databases, 231

integrate Hadoop with master data management,
226-229

manage reference data for Hadoop, 219-221

mask sensitive data in Hadoop, 232

port data governance tools to Hadoop for improved
performance, 229-230
profile data natively in Hadoop, 221-222
provision a semantic layer for analytics in Hadoop,
213-216
view the lineage of data in and out of Hadoop,
216-218
MDM hub integration with, 129130
technologies, 210-211
Hadoop Distributed File System (HDFS), 210, 211, 291
Harte-Hanks Trillium Software. See Trillium Software
Health Insurance Portability and Accountability Act
(HIPAA), 243, 275
hidden data, 223
hidden relationships between columns, 80-81
hidden sensitive data. See sensitive data
hierarchy management, 122123, 291
HIPAA, 243, 275
Hive, 51,210-211, 217, 218, 222, 223, 275, 276, 277, 291
HiveQL, 210-211
Hortonworks, 12, 209, 290
HP, 12
Consolidated Archive, 202
eDiscovery, 202
Quality Center, 149
Records Manager, 202
Vertica, 11, 290
hyperlinking business terms, 21-22

|
IBM, 3, 11, 12, 109, 197, 198, 199, 204, 232, 271-274
Business Process Manager, 11, 181
Cognos, 11,33, 177,272,273
Cognos BI Reporting, 4445
data integration capabilities of, 272
data lifecycle management capabilities of, 273
data profiling capabilities of, 272
data quality capabilities of, 272

data quality scorecard
based on Cognos, InfoSphere Information Analyzer,
and InfoSphere Business Glossary, 272-273
steps for defining, 273
DB2, 9, 11, 40, 45, 46, 172, 193, 201, 260, 273, 274,
290
Domino, 201
eDiscovery Manager, 202
Enterprise Records, 202
Global Retention Policy and Schedule Management,
190
Information Integration and Governance platform, 271
Information Management System (IMS), 9
InfoSphere Biglnsights, 12, 209, 210
creating an unstructured entity from social media in,
226-227
integration with InfoSphere Master Data
Management, 227
probabilistic matching engine (“Big Match”) in,
229-230
InfoSphere Blueprint Director, 272
InfoSphere Business Glossary, 10, 55, 110, 175, 236,
254,272,273
administrators, 56
business term linked to information governance rule
for data validation in, 253
creating custom attributes in, 22
data governance policy theoretically integrated with
InfoSphere Guardium Data Activity Monitor,
198-199
data policy relating to data quality in, 250-251
data validation rule for U.S. State in, 252
information governance rule related to data quality
in, 48-50
information policy display in, 147
integrating business terms with associated
unstructured data in, 35-36
linking to business terms from, 33-34
NCOA data policy in, 253
NCOA information governance policy in, 251-252
policy-based integration with InfoSphere Optim Data
Masking Solution, 197-198
published glossary permissions in, 56
smart meter data governance policies in, 196199
InfoSphere Business Glossary Anywhere, 33-34
InfoSphere Data Architect, 9, 37
InfoSphere Data Explorer, 35-36
InfoSphere Data Replication, 9, 170, 272
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InfoSphere DataStage, 43, 172, 174, 272
with Rule Stage from InfoSphere Information
Analyzer, 171-172
stages to retrieve data from InfoSphere Master Data
Management, 172-173
InfoSphere Discovery
column analysis in, 61, 80, 164165
column analysis view with sensitive data
classifications in, 192
creating a complete business object in, 205
defining a unified schema in, 164
discovering data transformations in, 84-85
discovering relationships in, 81
drilling down into credit card number pattern in, 191
hidden business rule inferred in, 149-150
length frequencies display in, 6364
mapping sources to target column names in, 165
match-and-merge analysis in, 165-166
overlap analysis in, 76-79, 164-165
sensitive data classifications in, 190
uncovering primary key-foreign key relationships to
support data masking in, 200
InfoSphere FastTrack
automating data integration jobs with, 174-175
InfoSphere Federation Server, 9, 170, 272
InfoSphere Guardium, 11, 274
masking sensitive data in production databases in,
193
InfoSphere Guardium Data Activity Monitor, 194

data governance policy theoretically integrated with,

198-199
InfoSphere Information Analyzer, 48, 171-172, 234,
272,273

business rule trend display in, 105

data quality alert report in, 105

data rules stored as objects in, 104

drilling down into data rule from, 49-50

virtual table definition pane in, 86-87
InfoSphere Information Analyzer Database, 273
InfoSphere Information Server

administration console, 55

assigning roles in, 55

metadata repository underlying, 174

data stewardship console displaying social media
data, 228
integration with InfoSphere Biglnsights, 227
largest bulk entity resolution in, 229
probabilistic matching engine in, 229
Reference Data Management Hub, 11, 235, 254-255
InfoSphere Metadata Asset Manager, 55
InfoSphere Metadata Workbench, 10, 3741, 49-50, 55,
174,197, 272
data lineage report in, 52
graph view of physical model in, 39
imported transaction report in, 4445
logical data model in, 37-38
technical metadata for Address in, 255-256
view of database schema in, 41
views of metadata in, 40, 43—44, 4445
physical data model in, 38-39
InfoSphere Optim Data Growth Solution, 201, 204, 273
InfoSphere Optim Data Masking Solution, 197, 198
masking office phone numbers in, 193-194
InfoSphere Optim Data Privacy Solution, 11, 274
masking sensitive data in Hadoop with, 232
IndoSphere Optim Designer, 198
InfoSphere Optim Test Data Management, 203, 273,
274
InfoSphere QualityStage, 10, 272
InfoSphere QualityStage Designer, 171-173
InfoSphere Streams, 12, 233, 234, 236-237
composite flow graph to handle POS transactions in,
236-237
streaming application flow graph in, 234
master data management capabilities of, 273
metadata capabilities of, 272
Notes, 201
OpenPages GRC, 10, 146
privacy and security capabilities of, 274
PureData System for Analytics, 11, 41
solidDB, 8
SPSS, 11, 177, 240
Streams Processing Language, 236
support for data masking in Hadoop, 232
text analytics, 13, 239
Value-Based Archiving Solutions, 202

InfoSphere Master Data Management, 122, 235, 273
data extraction from 172-173
data quality dashboard for data from, 123

data quality metrics exposed in InfoTrellis Veriscope,
124

ICS-9 reference data, 242, 243
impact analysis, 50, 286
Imperva, 11

Database Activity Monitoring, 194
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Informatica, 3, 11, 12, 20, 109, 232, 275-278
AddressDoctor, address correction in, 94-95
archiving, policy-based, in, 277
Business Glossary, 10
business glossary capabilities of, 277
Cloud, 13, 258, 278
cloud capabilities of, 278
Data Archive, 201, 275, 277
Data Masking, 11, 193, 275
data masking capabilities of, 278
data profiling capabilities of, 275-277
Data Quality, 10, 234, 275

Data Governance Edition, 277

data stewardship interface in, 108

duplicate triage in, 107-108

standardizing data in, 90-92

workflow of human and automated tasks, 106-107
data quality capabilities of, 275-277
Data Replication, 9, 170
Data Services, 9, 170
Data Subset, 203, 277
Developer

Customer logical data object in, 88

logical data object (LDO) concept in, 87-88
Dynamic Data Masking, 278
Facebook-style user interface of, 20-21, 277
Fast Clone, 9, 170
HParser, 275
Informatica 9.6, 275
information lifecycle management capabilities of, 277
integration of MDM with social media data in, 125
Master Data Management, 125

360-degree view of customer relationships in

Salesforce, 278
customer attributes in, 125-126
data stewardship console in, 126

fuzzy matching in a Hadoop MapReduce cluster, 230

integration with social media data, 277
multi-domain implementations and, 277
social media profile in, 125-126
master data management capabilities of, 277
metadata capabilities of, 277
Metadata Manager, 10, 110, 236
PowerCenter, 9, 43, 170, 275
mapping for country, code lookup, 173-174
testing accuracy dimension in, 75-76
testing timeliness dimension in, 74-75

PowerCenter Big Data Edition
complex data parsing with, 225-226, 276
data domain discovery within Apache Hive in,
223-224
data profiling, ETL, and complex data parsing on
Hadoop in, 275-276
discovering hidden data natively in Hadoop with,
223-224
mappings in, 225
monitoring console of, 277
profiling the WebLogs Logical Data Object in Hive
in, 276
security and privacy capabilities of, 278
social collaboration features of, 21
support for data masking in Hadoop, 232

information

archiving of, 201-202

disposal of, 11

leveraging, optimizing, and securing, 4

lifecycle of. See information lifecycle management
(ILM)

policies, 145-157

processes, 145, 146

standards, 145, 146

treating as an enterprise asset, 4

information governance policy. See policies
information lifecycle management (ILM), 201-205

compliance and, 11

defined, 201

in the EDM reference architecture, 11-12

information archiving in, 201-202

intersection points with data governance

document information policies in the business

glossary that are implemented by ILM tools,
204

discover complete business objects that can be acted
on efficiently by ILM tools, 204

legal holds and evidence collection (eDiscovery) in,
202

platform components, 201-203

records and retention management in, 202

subcategories, 12

test data management in, 202-203, 277

tools, 272, 273, 277, 287

vendors, 12

information policy management, 145-157. See also

policies
in the EDM reference architecture, 10
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subcategories, 12
tasks related to data governance, 145-157

leverage data governance tools to monitor and report

on compliance, 149
manage business rules, 147-148
manage data issues, 149-157
manage information policies, standards, and
processes within the business glossary, 147
vendors, 12
InfoTrellis Veriscope
data quality dashboard, 122-123
data quality metrics exposed in, 124
ISO 3166-1, 137, 181, 281
ISO 3166-2, 135, 249, 252, 281
ISO/IEC Metadata registry standard, 110

J

Jaro—Winkler matching function, 96
Java, 45, 46, 182, 210, 211, 260

Java Message Service (JMS), 234

Java Server Pages (JSPs), 46

JavaScript Object Notation (JSON), 275
JCL, 260

JIRA, 149

JSON, 275

K

key performance indicators (KPIs), 256
Know Your Customer (KYC) business process, 187-188

L

legal requirements, 11, 12, 190, 202

length frequencies, 63—64

lists of values, 11, 133. See also reference data

logical data model
defined, 161
integrating with metadata repository, 162
pulling from data modeling tools, 37-38
logical data objects, 86-88, 223, 276

M
MapR, 12, 209, 290
MapReduce, 130, 211, 222, 230, 275

defined, 210
word-count program, 213-216

Marketo, 290
Mars Climate Orbiter, 5
master data. See also master data management

change history, 128-129
consistency in text analytics, 242-243
duplicate management, 119-121
duplicate suspect processing, 186
enrichment rules, 112-113
hierarchy management, 122-123
metrics, 256, 257

quality of. improving, 123-125
record consolidation rules, 116-117
record matching rules, 114-116
snapshots, 127-128

validation rules, 113-114
workflows, 126-127, 186187

master data management, 14, 109-131

defined, 10, 109
in the EDM reference architecture, 1011
integrating Hadoop with, 226-229
moving data between hub and source systems, 172—173
tasks related to data governance, 109-131
compare snapshots of master data, 127128
define business terms consumed by the MDM hub,
109-111
improve the quality of master data, 122-125
integrate social media with MDM, 125-126
manage duplicates, 119-121
manage entity relationships, 111-112
manage hierarchies, 122—-123
manage master data enrichment rules, 112-113
manage master data validation rules, 113-114
manage master data workflows, 126-127
manage record consolidation rules, 116117
manage record matching rules, 114-116
offload MDM tasks to Hadoop for faster processing,
129-130
provide a history of changes to master data, 128-129
view a list of outstanding data stewardship tasks,
117-118
view the data stewardship dashboard, 121-122
tools, 267, 273, 277, 280, 287
evaluation criteria for, 247
vendors, 11, 109

match and merge, 95-97, 165-166, 296
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matching attribute, 96
matching function, 96
MDM hubs, best-in-class, 166
metadata. See also metadata management
asset search support in repository, 57-58
business, 37
in column analysis, 59-61
customizing data lineage reporting in tool, 52-55
defined, 37
in the EDM reference architecture, 10
ingesting from relational databases, 40
integrating from legacy data sources, 4243
linking business terms with column names in
repository, 4748
managing permissions in repository, 55-57
permissions, 56
providing detailed data lineage views from, 51-52
pulling from analytics tools, 47
pulling from big data sources, 50-51
pulling from data quality tools, 48-50
pulling from data warehouse appliances, 41-42
pulling from ETL tools, 4344
pulling from reporting tools, 44—45
reflecting custom code in tool, 45-47
repository, 26, 43, 48, 55, 57, 162, 163, 174, 191, 198,
260, 265
flagging sensitive data in, 192
technical, 37
types of, 37
metadata management, 37-58
tasks related to data governance, 37-58
customize data lineage reporting, 52—54
ingest metadata from relational databases, 4041
integrate metadata from legacy data sources, 4243
link business terms with column names, 48
manage permissions in the metadata repository,
55-57
provide detailed views on data lineage, 51-52
pull in metadata from data warehouse appliances,
4142
pull logical models from data modeling tools, 37-38
pull metadata from analytics tools, 47
pull metadata from big data sources, S0-51
pull metadata from data quality tools, 48-50
pull metadata from ETL tools, 43—44
pull metadata from reporting tools, 4445

pull physical models from data modeling tools,
38-39
reflect custom code in the metadata tool, 45-46
support the search for assets in the metadata
repository, 57-58
tools, 10, 259, 267, 270, 272, 277, 286, 291
Metaphone, 65
metrics
data quality, 20, 124, 178, 248
as evaluation criterion for data governance tools,
256-257
MDM hub, 121
visualization in reporting tool, 177, 178-179
MFS, 260
Microsoft
Azure, 290
Dynamics, 290
Excel, 17, 18, 33, 174, 202
Exchange, 201
Outlook, 33
SharePoint, 146, 147, 201
SQL Server, 9, 45
Visual Basic, 45, 211, 260, 261, 312
Word, 33, 146
migration projects, 163
models
enterprise, 287
logical. See logical data model
physical. See physical data model
MongoDB, 12, 231, 290
MQSeries, 260
MySQL, 193, 290

N

NACHA, 275

National Change of Address (NCOA), 94, 249, 251, 253
data quality policy related to, 249-256

natural-language processing technology, 242

Netezza, 41, 290

Netflix, 231

NetSuite, 278

non-youthful drivers example, 149-157

North American Industry Classification System (NAICS),
110, 111, 133, 140, 141, 142, 143, 178, 272

NoSQL (“Not Only SQL”), 12, 51, 209, 270, 290
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as alternative to relational databases, 231
and big data, 13, 231
database offerings, 12
databases, governing data in, 231
defined, 12
in the EDM reference architecture, 12
Nuix eDiscovery, 202
null values, 69

0

ontologies, exposing in the metadata repository, 163
OpenText, 12
enterprise content management capabilities for SAP,
287
Records Management, 202
solutions for archiving SAP data, 202
Oracle, 8, 11, 109, 193, 201, 216, 217, 290, 296
CRM On Demand, 278
customer hierarchy management in, 296
Customer Hub, 296
data governance capabilities of, 296
Data Integrator, 43
Data Relationship Governance, 296
Data Relationship Management, 11, 296
customer hierarchy management in, 297
Database 12¢, 9, 11
EBS, 278
Endeca Information Discovery, 13, 239-240
Enterprise Data Quality, 9, 296
address verification capabilities of, 296
audit capabilities of, 296
case management capabilities of, 296
dashboard capabilities of, 296
data profiling capabilities of, 296
data standardization capabilities of, 296
match and merge capabilities of, 296
Exalytics In-Memory Machine, 11
GoldenGate, 9, 170
Higher Education Constituent Hub, 296
master data management, analytical, 296
PL/SQL, 260
Product Hub, 296
single view capabilities, 296
Site Hub, 296
Supplier Hub, 296
TimesTen In-Memory Database, 8

Orchestra Networks, 11, 109, 279-283
EBX, 11, 235, 279-283
AutoStoreDataModel, 166
Business Glossary, 110-111, 283
business glossary capabilities in, 110-111, 283
collaborative workflow for master data on-boarding
and approval in, 126-127
comparing reference data snapshots in, 141-143
data model for Third Parties entity in, 280281
data model’s Country attribute linking to reference
data in, 282
data modeling in, 110111, 166, 280282
data stewardship interface in, 248, 282
dynamic lookup from MDM domain to business
glossary in, 283
generating the data authoring interface in, 167
legal entity hierarchy in, 122-123
master data change history in, 128-129
master data management capabilities in, 110—111,
282
master data quality and execution time metrics in,
257
matching policy in, 115-116
multi-domain MDM in, 280, 282
reference data management capabilities in, 110, 283
workflows in, 279-280
MDM
comparing master data snapshots in, 127-128
out-of-the-box (OOTB) attributes, 22
overlap analysis, 76-79, 163—164

P
pattern matching, 64
patterns distribution, 63-64
Pega Business Process Management, 11, 181
Pentaho, 11, 177
permissions
managing in the metadata repository, 55-57
metadata, in MetaCenter, 56
phone number standardization, 92
PHP, 260
physical data model
defined, 162
integrating with metadata repository, 162
pulling from data modeling tools, 38-39
PitneyBowes, 94
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Pivotal. See EMC Pivotal
policy, 20. See also information policy management
data quality, 249-253
defined, 145
formulating, 4
implemented by data masking and database monitoring
tools, 195-199
implemented by information lifecycle management
tools, discovering, 204
information governance, 250
National Change of Address (NCOA), 249-253
nomenclature, 145
as part of information lifecycle management, 201
predictive analytics, 12, 239
predictive model, 241
predictive variables, 242

privacy. See data masking, data privacy, data security and
privacy, sensitive data

privileged users, monitoring database access by, 194
privileges. See permissions

process mapping, 294

profiling. See data profiling

protected health information, 243

Protegrity, 11

Python, 211, 312

Q

quality. See data quality
QlikView, 11, 177

R

R, 11,177

Recommind Axcelerate eDiscovery Suite, 202

record consolidation rules, 116-117

record matching rules, 114116

records management, 12, 202

redundancy, 72

Reed Elsevier, 13, 258

reference architecture, EDM, 7-14

reference data. See also reference data management
considerations for stream computing applications, 235
defined, 11, 133
examples of, 11, 133-134
hierarchies, 139-140

inventory of, 134-135
leveraging for use by data integration tool, 173—174
managing for Hadoop, 219-221
mappings, 137-139
master list of values for, 135-136
metrics, 256
moving data between hub and source systems, 172—-173
other terms for, 11
snapshots of, 140143
text analytics, managing reference data with respect
to, 243
used by stream computing application, governing,
235-236
workflows to manage, 294
reference data management, 133143
in the EDM reference architecture, 11
tasks related data governance to, 133-143
agree on the master list of values for each code table,
135-136
build an inventory of code tables, 134-135
build and compare snapshots of reference data,
140-141
build complex mappings between code values,
137-139
build simple mappings between master values and
related code tables, 137
manage hierarchies of code values, 139-140
visualize inter-temporal crosswalks between
reference data snapshots, 141-143
tools, 11, 264, 269, 280, 283, 294, 295, 296
regulatory requirements, 11, 12
relational database management systems (RDBMSs), 8-9,
40
relationships
custom, 23
OOTB, 23
replication. See data replication
reporting. See also analytics and reporting
in the EDM reference architecture, 11
tools, 11, 294
linking to business glossary from, 33-34
pulling metadata from, 4445
Representational State Transfer (REST) API, 265, 273,
292
retention management, 12, 202, 287
Riak, 12, 231
Riversand, 11, 109
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roles
assigning in InfoSphere Information Server, 55
custom, 23-24
OOTB, 23
rule, 112, 113, 114, 116. See also business rules
business, 250
data, 250
data validation, 113-114
information governance, 250

S
Sage, 290
Salesforce, 8, 13, 258, 278, 290
CRM, 278
SAP, 8, 11, 109, 201, 278, 285-287, 290, 293
BackOffice Associates data quality/data migration
products for, 294
Business Suite, 287
BusinessObjects, 11, 177, 179
data quality capabilities of, 286
Data Services, 93, 285, 287
Address Transform function, 93
data connectivity in, 287
Enterprise MDM, 285
ERP Central Component, 48, 81
Extended ECM, 285
HANA, 11
as centerpiece of SAP big data platform, 286
collecting metadata from HANA, 286
connectivity to Data Services for, 287
developing data models for, 287
in-memory database, 8, 286
pushing data profiling operations to, 286
Information Steward, 10, 285
address profiling in, 93-94
bidirectional sharing of data models, 287
business glossary capabilities in, 286
business rule capabilities in, 286
business term associated with column names in,
4748
Cleansing Package module, 286
creating data quality scorecard in, 98-102

Data Insight module, 71, 73, 81, 93-94, 98-102, 286

data issue management capabilities in, 286
data profiling capabilities in, 286
Data Validation Advisor, 147-148

Define Redundancy Task in, 71-72

discovering dependencies in, 81-84

financial impact analysis of data quality, 104

metadata management capabilities in, 286

Metadata Management module, 286

Metapedia module, 34-35, 48, 286

modules in, 286

My Worklist module, 286

Redundancy view in, 72

Rule Editor, 148

searching for business terms in, 34-35

uniqueness profiling in, 73-74
Master Data Governance, 287
metadata management capabilities of, 286
NetWeaver Information Lifecycle Management, 287
NetWeaver Master Data Management, 287
OpenText content management capabilities for, 287
OpenText solutions for archiving data from, 202
PowerDesigner, 9, 37, 285, 287

business glossary in, 162

enterprise modeling capabilities of, 287

logical model in, 162, 287
Solutions for Enterprise Information Management, 285
Sybase, 193
Sybase Event Stream Processor, 12, 233
Sybase 1Q, 11

SAS, 11, 109, 296

Analytics, 11, 177
analytics space market share, 296
Business Intelligence. 11, 177
Data Management, 10, 296
business glossary capabilities of, 296
data integration capabilities of, 296
data monitoring capabilities of, 296
data profiling capabilities of, 296
data quality capabilities of, 296
entity resolution capabilities of, 296
master data management capabilities of, 296
metadata capabilities of, 296
reference data management capabilities of, 296
DataFlux division, 296
enterprise data management tooling, 296
scanner in ASG-Rochade for, 47
Text Miner, 13, 239

scanners, 42, 43, 47, 50, 163, 174, 260, 270, 294
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scorecard. See data quality scorecard; data steward,
console/dashboard for
security. See data security, data security and privacy
Semarchy, 11, 109
Convergence for MDM
address data validation rule in, 116-117
customer record consolidation rule in, 116-117
data stewardship dashboard in, 121-122
definition of “Customer” in, 109-110
duplicate management workflow in, 119
entity relationships diagram in, 111-112
golden record based on consolidation rules in,
119-120
golden record created manually in, 120
master data enrichment rule in, 112-113
pending data stewardship tasks in, 117-118
record matching rules for customer data in, 114115
sensor data, 8, 235-236, 290
sensitive data, 64—65. See also data masking, data security
and privacy
discovering using data discovery tools, 190-192
examples, 193
flagging in the metadata repository, 192
hidden, 64-65, 190, 275
masking
in Hadoop, 232
in production environments, 193
in non-production environments, 193—-194
SEPA, 275
single version of the truth, 10, 109, 289, 291
single view capabilities, 296
smart meter data, governance of, 170, 195-199, 204
snapshots, 127-128, 140-141, 204, 264, 283
social collaboration, 20-21
social media, 8, 228, 239. See also blogs, Facebook,
Twitter
integration with MDM, 125-126
Software-as-a-Service, 290
soundexes distribution, 65-66
space values, 69
SQL. 9, 10, 12, 59, 170, 193, 210, 211, 231, 260
stakeholder analysis, 294
standards, 20
Stibo Systems, 11, 109
stream computing, 233-237
aspects supported by data governance tools

govern business terms to be used by the stream
computing application, 236
govern reference data to be used by the stream
computing application, 235
use data profiling tools to understand a sample set of
input data, 234
defined, 12, 233
in the EDM reference architecture, 12
rate of arrival of source data, 235
sinks/destinations, 234
sources of data, 234
temporal alignment/temporal offset of source data, 235
tools, 12, 233
structured data
extracting additional relevant predictive variables not
available in, 242
leveraging unstructured data to improve quality of
sparsely populated, 241
survivorship, 291
SWIFT, 275
Symantec, 12
Enterprise Vault, 202
synchronization. See data quality dimensions

T
Tableau, 11, 33, 109, 177
Trillium’s data assurance dashboard exposed in, 178
visualizing business glossary categories in, 178-179
Talend, 3, 11, 289-292
big data environment, 291
BPM, 181, 291, 292
collaborative stewardship enabled in, 186187
detailed BPM workflows in, 186187
Data Integration, 43, 170, 289, 291
business modeler in, 291
job designer in, 291
metadata manager in, 291
data management platform, 289
Data Quality, 97, 289, 291
data enrichment capabilities of, 291
data matching capabilities of, 291
data profiling capabilities of, 291
data standardization capabilities of, 291
postal validation capabilities of, 291
profiling data natively in Hive with, 222
survivorship capabilities of, 291
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data services platform, 289
Enterprise, 289
enterprise service bus (ESB), 289, 291
extracting metadata from Hadoop data sources in, 51
MDM, 289, 291
automatic generation of MapReduce code to support
de-duplication, 130
data steward web user interface, 124—125
Data Stewardship Console, 118
de-duplication job executing natively in Hadoop
from, 129-130
hierarchy browser in, 291-292
manual de-duplication (golden record) process in,
120-121
single version of the truth support in, 289, 291
viewing pending data stewardship tasks in, 118
Open Studio, 289
Studio
designing/refining record-matching strategy in,
95-97
Match Rule Settings feature, 97
unified environment for data integration, data quality,
and MDM, 170-171
Unified Platform, 289-290
telematics, 290
Teradata, 41, 290
Aster, 11
test data management, 12, 202-203, 205, 272, 273-274,
277
text analytics, 239-243
and big data, 13
defined, 12, 239
in the EDM reference architecture, 12—13
example of data governance issues related to, 240243
privacy requirements, adherence to in, 243
processes related to data governance, 241-243
adhere to privacy requirements, 243
define consistent definitions for key business terms,
242
ensure consistency in patient master data across
facilities, 242-243
extract additional relevant predictive variables not
available in structured data, 242

leverage unstructured data to improve the quality of
sparsely populated structured data, 241

manage reference data, 243
tools, 13

Thomson Reuters, 13, 258
TIBCO StreamBase, 12, 233
time series analysis, 104-106
timeliness. See data quality dimensions
token, 189
total cost of ownership (TCO), 247-248
Trillium Software, 295
business glossary and reference data capabilities of, 295
data quality capabilities of, 295
TS Discovery
completeness dimension display in, 69
data assurance dashboard, 178
data discovery/data profiling capabilities of, 295
data quality scorecard and, 103
integration with Collibra Data Governance Center
for data profiling, 265
Patterns Check attribute business rule in, 69—70
patterns distribution display in, 62-63
soundexes distribution display in, 65-66
time series analysis in, 106
Validate Shipped Date entity business rule in, 71
values distribution display in, 61-62
TS Quality, 10, 295
TS Quality on Demand, 13, 258
Twitter, 212, 226, 228, 231, 234, 290

U

unified schema prototyping, 163-166
uniqueness. See data quality dimensions

unstructured data, leveraging to improve quality of
sparsely populated structured data, 241

U.S. Federal Reserve, 26, 137

v

values distribution, 61-62

variety, and big data, 13

velocity, and big data, 13

virtual joins that can be profiled, creating, 8688
virtualization. See data virtualization

volume, and big data, 13

W

Waterline Data Science, Hadoop Data Inventory file
browser in, 211-212
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WebLogs Logical Data Object, 223, 276 for master data on-boarding and approval, 126-127
workflows OOTB, 28, 149, 248, 265
approval, 181-182, 248-249 with task related to suspicious records, 279-280
BPM, 186-187 World Wide Web Consortium, 270
custom, 28, 149, 248, 265
data issue, 149-157
as evaluation criterion for data governance tools, X
148-249 XML, 9, 17, 18, 47, 170, 275, 287
of human and automated tasks, 106-107
integrated with data quality and policy management, Y
296 Yahoo!, 12, 209

leveraging BPM capabilities, 181
managing business terms, reference data, and other
artifacts with, 28-32, 294 y 4

master data, leveraging BPM capabilities, 186-187 ZyLAB eDiscovery and Production System, 202
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